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Abstract. In this paper we investigate the issues concerning with the
use of a single server across a network, the Key Distribution Center, to
enable private communications within groups of users. After providing
several motivations, showing the advantages related to the distribution
of the task accomplished by this server, we describe a model for such a
distribution, and present bounds on the amount of resources required
in a real-world implementation: random bits, memory storage, and
messages to be exchanged. Moreover, we introduce a linear algebraic
approach to design optimal schemes distributing a Key Distribution
Center and we show that some known previous constructions belong to
the proposed framework.
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1 Introduction

Secure communications over insecure channels can be carried out using encryp-
tion algorithms. If a public key infrastructure is available, public key algorithms
can be employed. However, in this setting, if a user wishes to send the same
message to n different users, he has to compute n encryptions of the message
using n different public keys, and he has to send the message to each of them.
Moreover, public key encryption and decryption are slow operations and, when
the communication involves a group of users, hereafter referred to as a confer-
ence, this communication strategy is completely inefficient from a computational
and communication point of view as well.

An improvement on the “trivial” use of public key algorithms can be the
hybrid approach: a user chooses at random a key and sends it, in encrypted form
(public key), to all the other members of the conference. Then, they can securely
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communicate using a symmetric algorithm. Indeed, symmetric encryption algo-
rithms are a few orders of magnitude more efficient than public key ones. Triple-
DES, RC6, and RIJNDAEL, for example, are fast algorithms, spreadly used, and
supposed to be secure. Besides, if a broadcast channel is available, a message for
different recipients needs to be sent just once. Hence, better performances can
be achieved with symmetric algorithms.

However, the hybrid protocol described before is still not efficient, and it is
possible to do better. Actually, the question is how can be set up an efficient
protocol to give each conference a key.

A common solution is the use of a Key Distribution Center (KDC, for short),
a server responsible of the distribution and management of the secret keys. The
idea is the following. Each user shares a common key with the center. When
he wants to securely communicate with other users, he sends a request for a
conference key. The center checks for membership of the user in that conference,
and distributes in encrypted form the conference key to each member of the
group. Needham and Schroeder [20] began this approach, implemented most
notably in the Kerberos System [21], and formally defined and studied in [1],
where it is referred to as the three party model.

The scheme implemented by the Key Distribution Center to give each con-
ference a key is called a Key Distribution Scheme (KDS, for short). The scheme
is said to be unconditionally secure if its security is independent from the com-
putational resources of the adversaries.

Several kinds of Key Distribution Schemes have been considered so far: Key
Pre-Distribution Schemes (KPSs, for short), Key Agreement Schemes (KASs, for
short) and Broadcast Encryption Schemes (BESs, for short) among others. The
notions of KPS and KAS are very close to each other [4,18,6]. BESs are designed
to enable secure broadcast transmissions and have been introduced in [13]. The
broadcast encryption idea has grown in various directions: traitor tracing [11],
anonymous broadcast transmission [16], re-keying protocols for secure multi-cast
communications [9,10,22].

Our attention in this paper focuses on a model improving upon the weak-
nesses of a single KDC. Indeed, in the network model outlined before, a KDC
must be trusted; moreover, it could become a communication bottleneck since
all key request messages are sent to it and, last but not least, it could become
a point of failure for the system: if the server crashes, secure communications
cannot be supported anymore.

In [19] a new approach to key distribution was introduced to solve the above
problems. A Distributed Key Distribution Center (DKDC, for short) is a set of n
servers of a network that jointly realizes the same function of a Key Distribution
Center. A user who needs to participate to a conference, sends a key-request
to a subset at his choice of the n servers. The contacted servers answer with
some information enabling the user to compute the conference key. In such a
model, a single server by itself does not know the secret keys, since they are
shared between the n servers, the communication bottleneck is eliminated, since
the key-request messages are distributed, on average, along different paths, and


