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Abstract

Registered attribute-based encryption (ABE) is a generalization of public-key encryption that enables fine-grained
access control to encrypted data (like standard ABE), but without needing a central trusted authority. In a key-policy
registered ABE scheme, users choose their own public and private keys and then register their public keys together
with a decryption policy with an (untrusted) key curator. The key curator aggregates all of the individual public
keys into a short master public key which serves as the public key for an ABE scheme.

Currently, we can build registered ABE for restricted policies (e.g., Boolean formulas) from pairing-based
assumptions and for general policies using witness encryption or indistinguishability obfuscation. In this work, we
construct a key-policy registered ABE for general policies (specifically, bounded-depth Boolean circuits) from the
¢-succinct learning with errors (LWE) assumption in the random oracle model. The ciphertext size in our registered
ABE scheme is poly(4, d), where A is a security parameter and d is the depth of the circuit that computes the policy
circuit C. Notably, this is independent of the length of the attribute x and is optimal up to the poly(d) factor.

Previously, the only lattice-based instantiation of registered ABE uses witness encryption, which relies on
private-coin evasive LWE, a stronger assumption than ¢-succinct LWE. Moreover, the ciphertext size in previous
registered ABE schemes that support general policies (i.e., from obfuscation or witness encryption) scales with
poly(4, |x[, |C|). The ciphertext size in our scheme depends only on the depth of the circuit (and not the length of the
attribute or the size of the policy). This enables new applications to identity-based distributed broadcast encryption.

Our techniques are also useful for constructing adaptively-secure (distributed) broadcast encryption, and we give
the first scheme from the ¢£-succinct LWE assumption in the random oracle model. Previously, the only lattice-based
broadcast encryption scheme with adaptive security relied on witness encryption in the random oracle model. All
other lattice-based broadcast encryption schemes only achieved selective security.

1 Introduction

Attribute-based encryption (ABE) [SW05, GPSWO06] is a generalization of public-key encryption that enables fine-
grained access control to encrypted data. For example, in a key-policy ABE scheme, decryption keys are associated
with an access policy f and ciphertexts are associated with a set of attributes x. Decryption is possible whenever
the access policy is satisfied. While ABE augments classic public-key encryption with powerful new capabilities, it
comes at the price of changing the trust model. Whereas individual users sample their own secret keys in standard
public-key encryption schemes, in ABE, there is a central trusted authority who is responsible for issuing keys to
different users. To do so, the central authority holds on to a long-term master secret key, and if this secret key is ever
leaked or exfiltrated, then the attacker compromises the security of every user in the system. ABE thus introduces a
central point of failure that does not exist in the decentralized model of public-key encryption.

Registration-based cryptography. Garg, Hajiabadi, Mahmoody, and Rahimi [GHMR18] introduced the registration-
based model to augment public-key encryption with fine-grained decryption without a central trusted party. Their
work specifically considers identity-based encryption (IBE) where secret keys and ciphertexts are both associated
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with an identity, and decryption is successful whenever the identity associated with the secret key and the ci-
phertext match. In registration-based encryption, users generate their own public/secret keys and then register
their public keys with a key curator. The key curator aggregates the public keys from the different users (together
with their identities) into a single short master public key. The master public key functions as the public key for
a standard identity-based encryption scheme. Crucially, the key curator in this model is deterministic and trans-
parent (i.e., holds no secrets). Thus, registration-based encryption provides a way to realize IBE without a trusted
key issuer. Since the original work of Garg et al., many works have studied constructions of registration-based
encryption [GHM*19, GV20, CES21, GKMR23, DKL*23, FKdP23].

Registered ABE. In this work, we focus on a recent generalization of registration-based encryption to the setting of
ABE introduced by Hohenberger, Lu, Waters, and Wu [HLWW23]. In a registered (key-policy) ABE scheme, users also
generate their own public/secret key-pairs and register their public key with the key curator along with a decryption
policy. The key curator aggregates the public keys into a short master public that serves as a standard ABE public
key. The key curator also provides each user a helper decryption key that they use for decryption. Currently, we
have constructions of (ciphertext-policy) registered ABE for Boolean formulas and arithmetic branching programs
from pairing-based assumptions [HLWW23, ZZGQ23, GLWW24, AT24] as well as constructions that support general
policies from advanced tools like witness encryption (in conjunction with function-binding hash functions) [FWW23]
or indistinguishability obfuscation (in conjunction with one-way functions) [HLWW23].

1.1 Owur Results

In this work, we give the first construction of (key-policy) registered ABE for arbitrary (bounded-depth) circuit
policies from falsifiable lattice assumptions in the random oracle model. Security of our scheme relies on the £-succinct
learning with errors (LWE) assumption introduced by Wee [Wee24]. Previously, the only lattice-based construction
of registered ABE goes through general-purpose witness encryption [FWW23], which itself relies on the private-coin
evasive LWE assumption [Tsa22, VWW22]. Multiple recent works [VWW22, BUW24, BDJ*24] have demonstrated
the implausibility of some versions of the private-coin evasive LWE assumption. In light of these counter-examples,
an important goal in lattice-based cryptography is to move towards assumptions that are simpler to state and analyze.
The ¢-succinct LWE assumption is an example of a simple, but useful, generalization of the LWE assumption. It
is falsifiable, instance-independent, and also implied by the public-coin evasive LWE assumption (in conjunction
with plain LWE). We refer to [Wee24, §1.4] and [CW24, §1] for additional discussion on the advantages of succinct
LWE over evasive LWE. The f-succinct LWE assumption has found several applications to succinct ciphertext-policy
ABE [Wee24], succinct functional commitments for circuits [WW23a], and distributed broadcast encryption [CW24].

Another appealing feature of our construction is it only relies on standard lattice homomorphic evaluation
machinery (similar complexity as vanilla lattice-based ABE [GVW 13, BGG*14]) and is fully black-box in the use of
cryptographic primitives. The previous approach based on witness encryption (or indistinguishability obfuscation)
makes non-black-box use of function-binding hash functions (or one-way functions). Obtaining constructions that do
not rely on non-black-box use of other cryptographic primitives is an important step towards bringing registration-
based cryptography closer to practice, and has been a major motivating factor behind a number of works in both
the pairing-based setting [GKMR23, HLWW23, FKdP23] and the lattice-based setting [DKL"23]. We summarize our
construction with the following theorem:

Theorem 1.1 (Informal). Let A be a security parameter and N be a bound on the number of users. Let ¥ be a family
of decryption policies on attributes x that can be computed by a Boolean circuit of depth at most d. Then, assuming
polynomial hardness of the {-succinct LWE assumption (with £ > max(|x|, N - poly(4,log N))) with a sub-exponential
modulus-to-noise ratio, there exists a key-policy registered ABE scheme that supports up to N users and policy family F
in the random oracle model. The scheme satisfies attribute-selective security and has the following efficiency properties
(and ignoring polylogarithmic factors):

« The scheme has a structured reference string of size (N? + |x|?) - poly (A, d).

« Each user’s public key has size N - poly(A,d). The user’s secret key has size poly(A,d).



o The aggregated master public key and each user’s helper decryption key has size poly (A, d).
« A ciphertext has size poly(A, d).

If we assume sub-exponential hardness of {-succinct LWE, then the scheme is adaptively secure (and all parameter sizes
now additionally scale with poly(|x|)).

Succinct ciphertexts and identity-based distributed broadcast encryption. Much like Wee’s centralized ABE
scheme [Wee24] from the £-succinct LWE assumption, our registered ABE scheme has succinct ciphertexts where the
ciphertext size is independent of the attribute length.! This is the first registered ABE scheme for general policies from
any assumption that has succinct ciphertexts. The ciphertext size in previous registered ABE schemes for circuits
based on witness encryption [FWW23] or indistinguishability obfuscation [HLWW23] all scale with poly(4, |x|, |C]),
where C is the size of the policy circuit. In these constructions, the ciphertext contains an obfuscated program that
computes C(x) or a witness encryption ciphertext with respect to an NP relation that computes C(x).

Registered ABE with succinct ciphertexts immediately gives a (selectively-secure) identity-based distributed
broadcast encryption scheme (see Remark 5.38). Normally, in a distributed broadcast encryption scheme [WQZDF10,
BZ14], the encrypter needs to look up the public key for each recipient during encryption. With identity-based
distributed broadcast encryption, the encrypter only needs to know the recipients’ identities (e.g., their usernames)
and there is no need for a separate public key lookup. Theorem 1.1 gives the first such scheme with these properties
from ¢-succinct LWE in the random oracle model.

Adaptively-secure broadcast encryption. Beyond giving the first construction of registered ABE for general
circuit policies from falsifiable lattice assumptions, the techniques we develop (see Section 2) are also applicable for
constructing adaptively-secure broadcast encryption. Broadcast encryption [FN93] allows a user to encrypt a message
to a set of users S with a ciphertext whose size scales sublinearly with |S|. In this work, we show how to adapt the
techniques underlying our registered ABE scheme to obtain an adaptively-secure broadcast encryption scheme from
the £-succinct LWE assumption in the random oracle model. Like [CW24], our scheme is a distributed broadcast
encryption scheme [WQZDF10, BZ14], which is a trustless version of broadcast encryption where users choose their
own keys.

Prior to our work, the only instantiation of adaptively-secure broadcast encryption from lattice assumptions
relied on witness encryption in the random oracle model [FWW?23]. Other constructions of broadcast encryption
from lattice assumptions [Wee22, Wee24, CW24], including constructions from evasive LWE, only satisfy selective
security, where the adversary has to declare the challenge set at the start of the security game. In the context of
broadcast encryption, selective security does not imply adaptive security via complexity leveraging (since complexity
leveraging does not preserve succinctness). The work of [FWW23] also describe a generic way to build distributed
broadcast encryption from registered ABE, but they only prove selective security of the resulting construction. We
summarize our results in the following informal theorem:

Theorem 1.2 (Informal). Let A be a security parameter and N be a bound on the number of users. Then, assuming
polynomial hardness of the £-succinct LWE assumption (with £ > N - poly(A,log N)) with a sub-exponential modulus-to-
noise ratio, there exists an adaptively-secure distributed broadcast encryption scheme that supports up to N users in the
random oracle with the following properties:

« The common reference string consists of a structured string of size N - poly(A,log N).
« Each user’s public key has size N - poly(A,log N) and secret key has size poly(A,log N).
« An encryption to a set of users S C [N] has size poly(A,log N).

IThe decryption algorithm in an ABE scheme takes the attribute x as input, so it is possible for the ciphertext size to be independent of |x|.



1.2 Concurrent and Subsequent Work

In a concurrent and independent work, Zhu, Zhang, Chen, Gong, and Qian [ZZC"25] construct registered ABE that
supports an unbounded number of users with transparent setup from the private-coin evasive LWE assumption
(an assumption that implies witness encryption). The main improvement over the [FWW23] construction based on
witness encryption is they can handle corruptions without random oracles. The ciphertext size in their scheme scales
polynomially with the attribute length and the depth of the circuit.

Our scheme requires a structured reference string and assumes an a priori bound on the number of users. However,
the scheme has succinct ciphertexts (independent of the attribute length). The latter property is important for the
implication to identity-based distributed broadcast encryption (see Remark 5.38). More importantly, security of our
scheme relies on the much weaker (and falsifiable) succinct LWE assumption. As noted previously, recent attacks
on private-coin evasive LWE [VW W22, BUW24, BDJ*24] raise significant doubts on the plausibility of private-coin
evasive LWE. At the very least, security of their scheme necessarily relies on a carefully-crafted evasive LWE
assumption (tailored to the specific structure of their construction) in order to avoid known counter-examples.

On selective security notions for registered ABE. In a subsequent and independent work, Abram, Malavolta,
and Roy [AMR25] propose a (slotted) registered ABE scheme for general policies from a new assumption they call
the ¢-decomposed LWE assumption in the plain model. The £-decomposed LWE assumption is a variant of LWE
that is implied by the £-succinct LWE assumption. To support N users, their scheme requires a structured string of
size N - poly(A,log N); in our scheme, the size of the CRS is quadratic in the number of users. Like our scheme, the
[AMR25] construction has succinct ciphertexts (independent of the attribute length). An important distinction of
their scheme is it satisfies a significantly weaker notion they call “very-selective” security.? In their definition, they
require that the adversary in the registered ABE security game to pre-commit to the key-generation randomness for
all of the adversarially-chosen keys in advance. This is a substantial relaxation of security compared to the usual
concept of selective security proposed in the study of notions like digital signatures [GMR88], verifiable random
functions [MRV99], or identity-based encryption [CHK03, BB04]. Here, we offer some perspectives on the different
notions of selective security commonly encountered in the literature:

« The standard notion of selective security corresponds to the setting where the adversary has to pre-commit
to its challenge at the beginning of the security game. For instance, in the case of signatures [GMRS88], the
adversary commits to the message it forges on ahead of time. For identity-based encryption [CHKO03, BB04],
the adversary commits to the identity associated with the challenge ciphertext. A common rationale cited in
these settings for why selective security is a reasonable relaxation of adaptive security is that with complexity
leveraging and sub-exponential hardness assumptions, selective security implies the normal notion of adaptive
security [MRV99, BB04].

« A stronger notion, which we call “query-selective” security goes one step further and requires that the adversary
also commit to any queries it makes in the security game ahead of time. For instance, in the signature case,
this corresponds to the adversary declaring its signing queries ahead of time. In identity-based encryption,
this corresponds to the adversary declaring its key-generation queries. Additionally, several works on multi-
authority ABE [RW15, DKW21, WWW22] have considered query-selective (or “static”) security. Unlike the case
with standard selective security, query-selective security cannot be lifted to adaptive security via complexity
leveraging (unless we impose an a priori bound on the number of queries the adversary makes). In some
sense, query-selective security should be treated as a heuristic substitution for adaptive security since we
cannot generically lift to full adaptive security. Alternatively, query-selective security is perhaps sufficient for
applications where the adversary does not have the ability to make arbitrary queries.

« The “very-selective” notion of security for registered ABE from [AMR25] is like a query-selective notion since
it asks the adversary to commit to all of its registration queries ahead of time, but it goes one step further by
additionally restricting the adversary to registering keys that are in the support of the honest key-generation

2Separately, their work considers correctness only in the setting where all of the keys are honestly-generated. Using non-interactive zero-knowledge
proofs, it seems plausible that we can lift this to the standard definition where correctness holds for honest users even if some keys are adversarially
chosen. Thus, we ignore this distinction here.



algorithm. There is no such restriction in the standard registered ABE security game. This is another example
where we cannot lift a scheme satisfying this security notion to one that is adaptively secure in the usual sense.
Indeed, it is also easy to build a (contrived) scheme that satisfies very-selective security, but would be completely
broken against an adversary that can register arbitrary keys (e.g., a scheme where encryption always outputs
the message in the clear if the master public key was derived by a aggregating a special key embedded in the
public parameters). Thus, we need to be careful whenever we consider relaxed notions of security along these
lines. More generally, we find the concept of query-selective notion of security to be somewhat counter to the
original premise of registration-based cryptography. The goal in registration-based cryptography is for users
to choose their own public keys and a security definition that removes this capability from the adversary seems
to be at odds with the primary objective of registration-based cryptography.

The techniques we develop in this work are designed to prove security even against adversarially-chosen public keys.
We view this as one of the primary challenges when designing registered ABE schemes. In fact, it is straightforward
to prove the security of our scheme in the plain model if we are satisfied with the “very selective” notion of security
from [AMR25]. As we discuss more in Remark 5.40, many of the tools we develop in this work are unnecessary if we
settle for this weaker notion of security. However, since we do not know of a way to generically lift a scheme under
the very-selective security definition into one under the standard definition, we opt to directly construct a scheme
that satisfies the standard security requirement for registered ABE. We also note that in our analysis, we do consider
some relaxations of the standard registered ABE security definition (e.g., attribute-selective security, security without
corruptions). The critical difference though is that there are standard ways to lift the relaxations we consider in our
analysis to the standard security definition for registered ABE (see Remark 5.5).

2 Technical Overview

In this section, we provide a high-level overview of our main constructions. To start, we first introduce some notation.
For a matrix A € ZZX’” and a vector y € Zg in the column-space of A, we write X «— A~(y) to denote sampling
x from a discrete Gaussian distribution conditioned on Ax = y. We can efficiently sample from A~!(y) given a
trapdoor for A. We write G = I, ® g’ to denote the gadget vector where I, is the identity matrix of dimension n
and g" = [1,2,...,2/1°891-1] To simplify the description in the overview, we use curly underlines to suppress small
(low-norm) error terms. Namely, we write sTA to denote sA + e" where e is a small error vector.

Homomorphic computation using lattices. Our construction relies on the machinery from [GSW13, BGG*14]
for homomorphic computation on matrix encodings. Specifically, these works describe an efficient algorithm that
takes as input a matrix B € Z;Xf’”, a Boolean circuit C: {0,1}¢ — {0,1}, and an input x € {0, 1}¢ and outputs a short
matrix Hp cx where

B-x"®G)- Hpcx =Bc - C(x) - G, (2.1)

where B¢ is a matrix that only depends on the matrix B and the circuit C.

The [CW24] distributed broadcast scheme. Our starting point in this work is the recent construction of
distributed broadcast encryption from the £-succinct LWE assumption by Champion and Wu [CW24]. In a distributed
broadcast encryption scheme [WQZDF10, BZ14], each user generates their own public and secret keys (pk;, sk;). The
encryption algorithm takes as input a collection of public keys {pk;};es together with a message y and outputs a
short ciphertext which encrypts y to the set of users S. We start by recalling their construction. In the following, let
N be a bound on the number of users in the system.

+ Common reference string: The common reference string (CRS) consists of matrices A, B € Z7*™ and a target
vector p € Z;. In addition, for each i € [N], the common reference string also includes a short vector r; € Z;”.
Finally, to allow users to sample their own keys, the common reference string includes the matrix

A -Z(I ®1y)

— nNx(mN+k)
V= € Zq ,

: 2.2)
A | -Z(I. ®rN)



where Z € ng"’k and k = O(nmlog q) along with a trapdoor tdy for V.
« Key generation: To sample a public/secret key for index i € [N], user i uses the trapdoor tdy to sample
Vi) € Z'qn, and d; € Z’; such that
A —ZMeer)] |V
: * | =n;® (p+Bry), (2.3)
A|-Z(Ix ®ry) Yin
d;
where n; € ZqN is the i canonical basis vector. Let W; := Z(d; ® I,,,) € ngm. Then, for all j € [N],
Z(Ik ® I'j)di = Z(dl ® Im)(l ® I‘j) = W,’I‘j,
Then, from Egs. (2.2) and (2.3), we have for all j € [N]
WiI" ] Fi
Ayij = { ’ o
Wir;+p+Br; j=i

The user’s public key consists of W; and the “cross terms” y; ; for j # i. The user’s secret key is y; ;. In other
words, the public key is a short vector that recodes from A to W;r; for i # j, whereas the secret key recodes
from A to W;r; + Br; + p. These two properties will be crucial for decryption.

« Encryption: To encrypt a bit p € {0, 1} to a set of public keys {pki}iES where pk; = (W, {yi,j} ), the

j#i
encrypter samples an LWE secret key s <~ Zg and computes Ws = 3’ ;cs W. The ciphertext is then

cts = (A, 5T B+ We). sTp 1 1g/2)

« Decryption: Decryption relies on the fact that when i € S, we have

s'A|yi;i+ Z yji|~s"Wir; +s'p+s'Br; + Z s'W;r; = s'p +s'Br; + s"Wgr;,
jes\{i} jes\{i}

where y;; is the secret key of user i and y;; are the components of the public keys for other users. To decrypt,
user i computes

sp - lg/2)+s B+ We)r—s'Alyii+ D yiua|~n-la/2].
JjeS\{i}

The [BGG*14] ABE scheme. To construct our key-policy registered ABE scheme, we combine the structure of the
[CW24] distributed broadcast encryption scheme with the key-policy ABE scheme from [BGG"14]. In the [BGG*14]
ABE scheme, an encryption of a message  with respect to an attribute x € {0, 1} is a triple

(s'A,s"B-x'®G), s’p+y-1g/2]),

and the secret key for a policy C: {0,1}’ — {0,1} is a short vector yc where [A | Bc]yc = p. We say that x satisfies
the policy C if C(x) = 0. When C(x) = 0, by Eq. (2.1),

s'(B-x"®G) -Hpcx =3'(Bc - C(x) - G) =s'Bc.
Using the secret key yc, the user can now compute
[STA | STBc] *Yc R STP,

which is sufficient to recover p.



Key-policy (slotted) registered ABE. In registered ABE, users are allowed to dynamically join the system at
any time (and the key curator updates the master public key after each registration). To simplify the construction of
registered ABE, the work of [HLWW?23] shows that it suffices to construct a simpler slotted registered ABE scheme. A
slotted registered ABE scheme supports an a priori fixed number of users N, and moreover, each user is associated
with a specific slot index i € [N]. When sampling their public keys, the users sample it for their particular slot index.
In our setting, the user also specifies their decryption policy at key-generation time. Finally, there is an aggregation
algorithm that takes as input N public keys pk, ..., pky together with their respective decryption policies Cy, .. .,Cy
and aggregates them together into a master public key (whose size is sublinear in N). Our key-policy registered ABE
scheme leverages features of the [CW24] distributed broadcast encryption scheme and the [BGG*14] key-policy ABE
scheme. We start with the basic structure of our scheme:

« Common reference string: The CRS contains the following components:

- Encryption components: The CRS contains a matrix A € Zg™™ and vector p € Z7*™. These consti-
tute a public key for a dual Regev encryption scheme (c.f.,, [GPV08]) and play the same role as in the
aforementioned schemes [BGG"14, CW24].

- Attribute-embedding component: Similar to [BGG"14], the matrix B € ZZ’“’" is used to encode
attributes in the ciphertext.

- Key-generation components: Similar to [CW24], the CRS contains a short vector r; € Zg' for each slot
i € [N], amatrix Z € Z;’X"’k andV € Z;NX(mN+k) from Eq. (2.2) together with the trapdoor tdy. Users
will use the matrix V and trapdoor to sample public keys, just as in [CW24].

- Smudging components: For each slot i € [N], the CRS also contains a random vector t; <- Zg which
will be used for a critical noise smudging step in our security analysis (see Section 2.1).

« Public key structure: Like [CW24], a public key for slot i contains a matrix W; € ZZX’" and cross-terms y;
for all j # i where Ay; ; = W;r;. These can be sampled using the trapdoor tdy for V (see Eq. (2.3)).

+ Aggregated master public key: Let Wy, ..., Wy together with y; ; for all i # j be a collection of N public
keys. In a registered ABE scheme, ciphertexts are encrypted to all users, with the stipulation that only users who
satisfy the policy can decrypt. Thus, the aggregated master public key mpk is mpk = W=y ie(n] Wi and the
helper decryption key hsk; for each user i € [N] is the sum of the associated cross terms hsk; =y; = ¥ ;; ¥
We can view mpk as a public key associated with broadcasting to all users in the [CW24] scheme, and hsk; as a
pre-computed helper decryption component.

« Ciphertext: To encrypt a bit € {0, 1} with respect to an attribute x € {0, 1} and the master public key
mpk = W, the encrypter samples an LWE secret key s < Zg and outputs

s = (s'A, W, S(B-x 8G), s'p+p- lg/2)) (24)

We can view s"(B — x" ® G) as the attribute-embedding component from [BGG*14] and s"W as the broadcast
component from [CW24]. The latter serves to ensure that only registered users (i.e., users whose keys have
been aggregated as part of mpk = W) are able to decrypt.

+ Secret key structure: A secret key for slot i and policy C is a short vector y;; € Zg' where Ay;; = W;r; +
BcG™1(t;) + p. First, observe that the user (for slot i) can jointly sample their public key W}, their secret key
yii> and the the cross terms y; ; for j # i by using tdy to sample a solution to the system

A ~Z(L ®17) yf”l
: © | =n,®(p+BcGT (1)), (2.5)

Al -Z(I ® 1) y:iN
i



and setting W; = Z(d; ®1,,,). This is the same procedure as in Eq. (2.3), except the user now targets p+BcG ™1 (t;)
in the i'" index, which corresponds to the structure of its secret key. Given the secret key y; ;, together with
the helper decryption key hsk; =y; = ¥ ;,; v, the user can decrypt a ciphertext encrypted to any attribute
x € {0, 1} where C(x) = 0 as follows:

— Attribute check: When C(x) = 0, we have by Eq. (2.1) that
s'(B—x"®G) -HpcxG'(t;) ~ s'BeG™H(ty). (2.6)
— Slot check: Since r; and y; are both short, the user can now compute

s\l\i’ri —-s'Ay; ~ s’ Z Wr; —s' Z Ay;; =s'W;r;, (2.7)
JEIN] ¥

since the cross-terms y;; satisfy Ay;; = W;r;.

— Combining the pieces: Finally, the user can use its secret key y;; to compute
s'Ay;i ~ s'(p+ Wir; + BcG™' (). (2.8)

Subtracting Eqgs. (2.6) and (2.7) from Eq. (2.8) now yields s'p, which can be combined with s'p + ¢ - | g/2] in the
ciphertext to recover the message p1. We can view Eq. (2.6) as ensuring that the attribute satisfies the decryption
policy and Eq. (2.7) as ensuring that the user is registered to some slot i.

The construction described here satisfies correctness. While the structure of the scheme is similar to the distributed
broadcast encryption scheme of [CW24], we require a different approach to prove security. We view this as the
primary technical challenge of this work, and elaborate further in Section 2.1.

2.1 Proving Security of our Registered ABE Scheme

Like [CW24], security of our construction relies on the £-succinct LWE assumption introduced in [Wee24]. The
¢-succinct LWE assumption asserts that the LWE assumption holds with respect to a matrix A € ng’" (i.e., that sTA
is pseudorandom) given a trapdoor for a related matrix [I, ® A | U] where U < Zé”x’". The work of [CW24, §4]
describes a transformation that takes any trapdoor for the matrix [I, ® A | U] and converts it into a trapdoor for the
matrix V € ZZNX(mN+k) from Eq. (2.2) so long as £ > N - O(nlog q) and k > 3nmlogq. In the following description,
we will primarily work with the structured matrix V and its trapdoor tdy.

The [CW24] partitioning approach. We first describe the key principles underlying the partitioning strategy
from [CW24] that are used to argue selective security of their distributed broadcast encryption scheme:

« Programming the challenge set: In the selective security game for broadcast encryption, the adversary has
to declare its challenge set S upfront. Moreover, in broadcast encryption, the public keys corresponding to
users in S are honestly generated. Otherwise, the adversary can trivially decrypt. Thus, the reduction algorithm
samples the public keys W; for the honest users i € S itself, and then programs the challenge set into the public
parameters by defining B := B* — ;. W, where B* & ngm. When simulating the challenge ciphertext, the
reduction algorithm has to simulate s"(B + ;s W;) = s'B*. By setting B* = AK for a random short K, the
reduction algorithm can simulate this using the terms from the ¢-succinct LWE challenge.

« Sampling honest user keys: In order to program the honest users’ public keys W; into the public matrix
B, the reduction algorithm needs to sample W; without knowledge of B. It does so by modifying the honest
sampling algorithm (Eq. (2.3)) which samples a preimage of n; ® (p + Br;) to instead sample a preimage of 0".
By properties of the Gaussian distribution, this does not affect the marginal distribution of the components
of the public key y; j for j # i or d;. In this way, the reduction algorithm can sample the public keys for the
honest users without knowledge of B, which is enough to complete the partitioning argument.

Security of [CW24] critically relies on being able to embed the challenge set into the public parameters of the scheme.



The trouble with adversarial registrations. It is unclear how to leverage the [CW24] proof strategy in our
setting of registered ABE. Unlike broadcast encryption, there are two reasons for why a user cannot decrypt in a
registered ABE scheme:

+ Their public key is not registered in the system.
« Their public key is registered in the system, but the ciphertext does not satisfy their decryption policy.

In the setting of broadcast encryption, the first case corresponds to whether a user is in the broadcast set or not,
whereas there is no analog of the second case. In registered ABE, the adversary is allowed to register keys for any
policy that does not satisfy the challenge attribute. For our specific registered ABE construction, this means the
adversary can choose the public keys W; for some subset of the slots S € [N]. The aggregated public key is an
aggregation of all of the registered public keys W = 2ic[N] Wi. Therefore, when simulating the challenge ciphertext,

the reduction algorithm needs to simulate a component of the form sjif . However, W necessarily depends on the
public keys chosen by the adversary, so the reduction algorithm cannot program it into the public parameters during
setup (and W is also too big to guess). Moreover, because the structure of the public keys depends on the CRS, we
cannot ask the adversary to “commit” to them before seeing the CRS (e.g., we do not have a meaningful notion of
“selective-registration” security in this setting). Thus, the [CW24] proof strategy would only be applicable if we
completely preclude the adversary from registering keys altogether, which is an unreasonable notion of security for
registered ABE. Thus, we need a new proof strategy that does not rely on programming the master public key into
the CRS itself.

Our approach: randomizing during aggregation. Our approach for arguing security is to introduce additional
randomness at aggregation time. Specifically, during aggregation, the aggregator chooses a matrix Wy, € Z;X’" together
with short preimages yo; where Ay, ; = Wor; for all i € [N] The aggregated public key is now W=W,+ 2ie[N] Wi
and each user’s helper decryption key is now hsk; =y; = yo; + 2 ;4; y;.i- The components (Wo, yo1, ..., yon) can be
derived using the trapdoor tdy by sampling (yo 1, . . ., yon, do) from V=1(0) and setting Wy = A(dy ® I,5,). The slot
check in the decryption relation (Eq. (2.7)) for user i now becomes

ST(VVO + ZjE[N] V‘/j)l‘i — STA(yO),’ + Zj#i Yj,i) =~ ST W ol — STAyO,i +Zj€[N] s’ V\'jl‘i — Zj#:i STAy]"i =s' Wiri.
OSSO IS S S ~
0 sTWiri

The aggregator essentially introduces additional entropy by registering a “virtual party” and including the correspond-
ing cross-terms as part of each user’s helper decryption key. The problem with this approach is that in registered
ABE, the aggregator is untrusted. For this reason, we require a deterministic aggregation algorithm so there is no
room for the aggregator to cheat. With a randomized scheme, a malicious aggregator could choose “bad” randomness
that jeopardizes security. For instance, while the honest aggregator in this case is supposed to register a key for
which it does not know the corresponding secret key, a malicious aggregator may not do this. Thus, we need a way
to limit the aggregator’s ability to rig the master public key. We solve this by relying on the random oracle heuristic.
Namely, the aggregator derives the aggregation randomness (i.e., the matrix Wy and the cross terms yy ;) by hashing
the public keys of each user and then using the hash value as the randomness for sampling V~!(0). This way, the
aggregation algorithm is deterministic. The next question is how to prove security of this scheme.

Attribute-selective security. In this work, we consider attribute-selective security where the adversary declares
the attribute associated with the challenge ciphertext at the beginning of the security game. This is a standard
relaxation in lattice-based (non-registered) ABE schemes [GVW13, BGG" 14, HLL23, Wee24]. The previous (ciphertext-
policy) registered ABE schemes from witness encryption [FWW23] was also selectively secure. Note that selective
security implies adaptive security via complexity leveraging and relying on sub-exponential hardness.

We consider a reduction to £-succinct LWE. Consider an £-succinct LWE challenge (A, v', U, td), where td is a
trapdoor for [I, ® A | U]. As noted before, the work of [CW24] shows how to use U and td to sample a matrix Z,
I1,..., Iy, together with a trapdoor tdy for the matrix V in Eq. (2.2). The reduction algorithm proceeds as follows:



« The reduction gets the matrix A, the matrix Z, the vectors ry, .. ., ry, and the trapdoor tdy from the £-succinct
LWE challenger (and then applies the [CW24] transformation to derive Z,ry, ..., rn, tdy).

« At the beginning of the security game, the adversary commits to the attribute x € {0,1}‘. The reduction
algorithm programs x into the public parameters by sampling a short matrix Kg and setting B = AKp + x' ® G.

+ The reduction algorithm samples a short vector k;, and sets p = Ak,.

« For each i € [N], the reduction algorithm samples a vector ky, (from a discrete Gaussian distribution) and sets
ti = Akti-

To answer a key-generation query for a slot i € [N] and policy C, the reduction algorithm samples (y;1,...,yin, d;)
by sampling V™! (n; ® t;) and then sets W; = Z(d; ® I;;). In particular,

AYi,i =W;r;+t; and Vi# j: Ayi,j = Wil'j. (29)

Note that the reduction algorithm changes the i" target from p + BcG~!(t;) as in the real scheme to the vector t;.
Targeting t; = Ak, will allow the reduction to simulate the challenge ciphertext later on. As shown in [CW24],
changing the it target only changes the marginal distribution of y;; and does not change the distribution of the other
components y; ; for j # i and d; by a noticeable amount. Since the public key for user i just consists of y; ; for j # i
and W; = Z(d; ® I,,), the reduction algorithm correctly simulates the public key for user i.

This reduction strategy does not simulate the secret key y;; correctly (in fact, y; ; cannot decrypt any ciphertext).
As such, we can only prove security in a model where the adversary cannot “corrupt” an honestly-generated key
and obtain the associated decryption key. The work of [FWW23] shows how to generically upgrade any registered
ABE scheme that does not support corruption queries into one that supports corruption queries in the random oracle
model. Since our base construction already relies on random oracles, we can leverage the [FWW23] transformation
without introducing additional cryptographic or modeling assumptions. Thus, for the rest of this overview (and also
in the technical sections), we focus on the setting where the adversary cannot request secret keys for honest users.
Using the [FWW23] transformation, we then obtain a scheme that does support adversarial corruptions.

Simulating the challenge ciphertext. The main challenge is simulating the challenge ciphertext. Let W =
Wy + 2lien] Wi be the aggregated master public key. Recall that Wy is derived from the random oracle (by hashing
the inputs to the aggregation algorithm) and each W; is either an honest user’s public key sampled by the reduction
or a public keys chosen by the adversary. We start by showing security in the simpler setting where we allow the
reduction algorithm to completely pick the value of W, and the cross terms y ;, so long as Ay,; = Wor;.

Suppose the adversary chooses a public key pk; = (W, {y; j} j=i) for slot i along with an associated policy C. We
say the public key pk; is valid if the following holds:

« For all j # i, we require that y; ; is short and is a valid cross term: Ay; ; = W;r;.

« Since the public key is generated with respect to a circuit C, we also require that the adversary prove knowledge
of the associated secret key. Here, it does so by providing a non-interactive zero-knowledge (NIZK) proof
of knowledge ; of a short vector y;; where Ay;; = W;r; + p + BcG™!(t;). The NIZK proof of knowledge
guarantees that the adversary indeed sampled a secret key for the policy C. Note that this NIZK proof is proving
knowledge of a secret key, which is a significantly simpler relation than proving that the public key was derived
by running the honest key-generation algorithm. The latter approach would lead to a NIZK proof that scales
with the size of the policy and the number of users, whereas proving knowledge of the secret key requires a
NIZK proof whose size scales only with the depth of C and polylogarithmically with the number of users. Note
that in the security proof, the reduction will need to extract when answering random oracle queries. As such,
including a NIZK is crucial for our proof strategy.

31t may seem tempting to consider a semi-honest or semi-malicious version of the scheme, prove security without the NIZK, and then appeal to a
standard compilers (e.g., [GMW86]) to get security against malicious adversaries. This strategy does not apply in our setting because the reduction
needs to extract secret keys when simulating random oracle queries. There is no notion of what constitutes a “semi-honest” random oracle query.
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In the registered ABE security game, the adversary is required to provide valid public keys. Note that checking
whether a public key is valid or not is a public operation (and thus, can be performed by the aggregator).

Now, we describe how to simulate the challenge ciphertext. Simulating the ciphertext components (see Eq. (2.4))
that are independent of W is straightforward:

(v,v'Kg,v'ky + 1 [q/2]).
When v’ = s"A, and using the fact that AKg = B — x' ® G, Ak, = p, this corresponds to

(v,v'Kg,v'kp + - [q/2]) = (sA, s'AKg, s"Ak, + - [g/2])
= (A, s(B-x180). sTpru: Lg/2))

This is precisely the distribution of the corresponding components in Eq. (2.4). When v is random, then by the
leftover hash lemma, these components are statistically close to uniform. The remaining question is simulating
s'(Wo + X jerny Wj). The idea is for the reduction algorithm to sample a short matrix Kw and “program”

WO = AKW - ZjE[N] Wj.

With this choice of variables, the reduction algorithm can simulate the challenge ciphertext component with v'Ky.
When v’ = s"A, we have

which is distributed as in the real scheme. Similarly, when v" is random, then v'Kyy is statistically close to uniform.
The catch, however, is that the reduction cannot simply choose W arbitrarily. It also needs to simulate the cross-terms
vo,i where Ayq; = Wor; for all i € [N]. Moreover, the joint distribution of (yo 1, . .., yon, Wo) must be distributed as
in the real scheme (e.g., derived from a fresh sample V=1(0)). We first show that the reduction algorithm can obtain
some short yo; € Z;” where Ay, ; = Wor;. Afterwards, we revisit the distribution question. We consider two cases:

« Suppose the public key W; associated with slot i € [N] is honestly generated (e.g., chosen by the reduction
algorithm). In this case, the reduction knows a short y;; where Ay;; = W;r; + t; (see Eq. (2.9)). Moreover,
for j # i, the reduction also knows a short y;; where Ay;; = Wr;. Namely, either the reduction algorithm
sampled y; ; itself in response to an honest key-generation query (in which case Eq. (2.9) holds) or the adversary
chose the public key pk;, which necessarily includes a short y;; where Ay;; = W;r; (otherwise, pk; is an
invalid public key). In either case,

Woriz AKw— Z Wj r,~=AKer~— Z le'iZAle'i— Z AYj,i+ti=ti+A Kwri— Z Yiil-
JjeIN] jeIN] JEIN] JjeIN]

short

« Suppose the public key W; associated with slot i € [N] is chosen by the adversary. We require in this case that
the associated policy C; does not satisfy the challenge attribute x (i.e., C;(x) = 1). By Eq. (2.1), this means

(B -x' ® G)HB,Ci,x = BC,- - Cl' (X) -G = BC,- -G.
Since AKg = B — x" ® G, this means
AKgHp c,xG ™' (t;)) = (B —x' ® G)Hp ,xG ' (t;) =B,G ™! (t;) — t; (2.10)

Recall that each public key contains a NIZK proof of knowledge of the associated decryption key. In this case, the
reduction algorithm uses the knowledge extractor to extract a short vector y; ; where Ay; ; = W;r;+p+B¢,G ™' (t;).
Moreover, as in the previous case, the reduction algorithm also knows a short y;; where Ay;; = W;r; for all
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Jj # i. This allows us to write

W()I’l'z AKw— Z W] ri:AKwr,-— Z eri
je[N] Jje[N]

= AKwr; — Z Ay +p+Bc,G7 (L)
JjEIN]

= AKwri - Z AYj,i + Akp + BCiG_l(ti)
JEIN]

= AKwr; — Z Ay]"i + Akp + AKBHB,Ci,XGil(ti) +t;
JEIN]

=t;+A|Kwr; + kp + KBHB,Ci,XG_l(ti) - Z Viil-
JEIN]

short

To summarize, the above analysis shows that when W = AKw — 2. ;c[n] W), the reduction algorithm can construct
a preimage yo,; € Zg' where
Wor; = Ay, +t; = A(Yo, + ky,)

for alli € [N]. In the real aggregation algorithm, if the cross terms y,; and Wy are obtained by sampling from V~1(0)
(with randomness derived from the random oracle), the distribution of (Wq,yo1,...,yon) is statistically close to
sampling

Wy & Z7*™ and Vi€ [N]:yo; < A7 (Wory).

We now need to argue that the matrix Wy and the cross terms y ; that the reduction samples also has this distribution.

The claim reduces to showing that the distribution of ¥, ; + ky, is statistically close to sampling A~!(W,r;). When
the vector ky, is sampled from a sufficiently-wide discrete Gaussian (i.e., one whose width is super-polynomially larger
than the norm of ¥ ;), then the distributions of ki, + ¥o,; and A1 (Wor;) are statistically close. We formalize this using
a Gaussian preimage smudging lemma that says that for any target vector t € Z[, any vector z € Z, if we consider a

discrete Gaussian whose width is at least A*(1) . ||z||, then the distributions A~'(t+ Az) and A~!(t) + z are statistically
indistinguishable (see Section 4.2 and Theorem 4.3). Using our Gaussian preimage smudging lemma, we can then
show that the cross terms yo; = ky, + ¥o,; sampled by the reduction are statistically close to honestly-generated
cross terms (e.g., those derived by computing V~1(0)). Thus, the distribution of (W, yg1,...,yon) sampled by the
reduction algorithm is statistically close to that sampled by the real aggregation algorithm.

Explainable sampling. The remaining issue is that in the real scheme, the public matrix W, and the associated cross
terms y,; are obtained by sampling from V~!(0) using the randomness y derived from the random oracle (by hashing
the inputs to the aggregation algorithm). This is necessary to ensure a deterministic aggregation process. In the proof,
the reduction needs a way to reverse engineer this process: given a (properly-distributed) tuple (W, yo 1, . .., YoN)
find a random string y that “explains” it. If we have such an algorithm, then the reduction algorithm can simply
program the random oracle to output the target string y when it is queried on the inputs to the aggregation algorithm.

For this to be possible, we require that the discrete Gaussian sampling algorithm used to sample from V~1(0) to
be “explainable” [LW22]: namely, given x < V~!(y), there is an explain algorithm that outputs a set of (uniformly-
random) coins that would cause the sampling algorithm to output the preimage x. For our application, we observe that
the classic Gentry-Peikert-Vaikuntanathan [GPV08] preimage sampler is explainable (Sections 4.1 and 7). Thus, in our
security proof, we can implement our reduction strategy described above for simulating the challenge ciphertext, and
then program the random oracle to output the randomness needed to explain the programmed tuple (Wo, yo1, ..., YonN)-
One technicality here is that our reduction algorithm above programs the matrix Wy, whereas the preimage sampler
outputs a short vector dy where Wy = Z(dy ® I,;). Thus, the reduction algorithm needs an efficient way to sample a
short dy such that Wy = Z(dy ® I,;,). It turns out that the [CW24] transformation from the £-succinct LWE trapdoor

12



to the trapdoor for V produces an associated trapdoor for a matrix related to Z that allows one to efficiently sample
such a dy. We defer the details to Section 4.3 (see Lemma 4.7).

Ciphertext compression using f-succinct LWE. In the description above, we embed the attributes in the
ciphertext in the same way as the centralized ABE scheme from [BGG*14] (i.e., s"(B —x' ® G)). This means the size of
the ciphertext scales linearly with the length of the attribute. Recently, Wee [Wee24] show how to use the £-succinct
LWE assumption to compress the attribute (a similar approach was also used in the succinct functional commitment
from [WW23a]). Specifically, Wee showed how to compress the attribute encoding B — x" ® G using the £-succinct
LWE trapdoor. To illustrate, we first write the £-succinct LWE trapdoor for the matrix [I, ® A | U] as follows:

A U, T G
S T, = ]
AU, T G

where A,U;,..., U, € Z";X"’. The observation in [Wee24] is that
Dicre) Ti
[A | 2iefe ini] [ elf] =x'®G.
Then, for a matrix Ay & VAR

[A|Aq+ Xicpe x:Ui] [_ Zi_e_[r{] Ti] =-AT-x"®G.

Let B = —A(T. Then, [A | Ag+ Yc(q xiUi] € Zy**™ is a compressed representation of B — x' ® G € Zj*". The
work of [Wee24] uses this technique to obtain an ABE scheme where the ciphertext size is independent of the
attribute length; we can use the same compression technique in our scheme to obtain a registered ABE scheme where
the size of the ciphertext size is also independent of the attribute length. To take advantage of this compression
technique, the master public key of the ABE scheme would need to include the trapdoor for the £-succinct LWE
matrix [I, ® A | U]. Since we already need this trapdoor to derive the components for key-generation, we can take
advantage of this compression with no overhead. Our complete scheme is described in Section 5.2 (Construction 5.6).
As noted in Section 1.1, this is the first registered ABE scheme from any assumption with succinct ciphertexts
(independent of attribute length). This in turn also implies an identity-based distributed broadcast encryption scheme
(see Remark 5.38).

2.2 Adaptively-Secure Distributed Broadcast Encryption

The re-randomization approach described in Section 2.1 for proving security of our registered ABE scheme can also
be applied to the distributed broadcast encryption scheme from [CW24] to obtain a distributed broadcast encryption
scheme with semi-static security. In a semi-statically-secure broadcast encryption scheme [GW09], the adversary
is required to declare a superset S* of its challenge set at the beginning of the security game and is not allowed to
request decryption keys for any index i € S*. In the challenge phase, the adversary is allowed to choose any set
S C S” that is a subset of S*. This is a stronger security property than selective security which requires the adversary
to declare its actual challenge set at the beginning of the security game.

As discussed in Section 2.1, the work of [CW24] only considers selective security, and moreover, their proof
strategy critically relied on the ability to program the exact challenge set into the scheme parameters. Using our
randomized aggregation technique, we can show a variant of the [CW24] distributed broadcast encryption scheme
satisfies semi-static security in the random oracle model. Specifically, instead of programming the keys for the
challenge set into the public parameters (as in [CW24]), the reduction instead re-randomizes the aggregated key (for
the challenge set) at encryption time. The reduction uses the same re-randomization technique as our registered ABE
scheme. Our broadcast encryption scheme is not adaptively secure because the reduction cannot answer adaptive
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key-generation queries (for the same reason that our base registered ABE scheme does not support corruptions).
The only adaptivity we can support is in the adversary’s choice of the challenge set; this coincides with the notion
of semi-static security. We give our construction of semi-statically-secure distributed broadcast encryption from
¢-succinct LWE in the random oracle model in Section 6.

The work of [GW09] shows how to transform a semi-statically-secure broadcast encryption into an adaptively
secure broadcast encryption scheme with only constant overhead in the random oracle model. A similar transformation
is also possible with a semi-statically-secure distributed broadcast encryption schemes [KMW23]. In combination with
our semi-statically secure distributed broadcast encryption in the random oracle model, we obtain an adaptively-secure
distributed broadcast encryption from the ¢-succinct LWE assumption in the random oracle model. Previously, the
only lattice-based construction of adaptively-secure (distributed) broadcast encryption relied on witness encryption
in the random oracle model [FWW23]. All other lattice-based constructions of (centralized or distributed) broadcast
encryption [BV22, Wee22, Wee24, CW24] only achieved selective security.

3 Preliminaries

We write A to denote the security parameter. For a positive integer n € N, we write [n] to denote the set [n] :=
{1,...,n}. For a finite set S, we write x & S to denote that x is a uniform random draw from S. We write x « D to
denote that x is sampled from the distribution D. We write poly(A) to denote a fixed polynomial in A and negl(4) to
denote a function that is 0(17¢) for all ¢ € N. We say an algorithm is efficient if it runs in probabilistic polynomial
time in the length of its input. We say that two distribution ensembles D, = {Z)O, ,1} L and Dy = {2)1,,1} Jen are
computationally indistinguishable if for all efficient adversaries A, there exists a negligible function negl(-) such that
forallA € N,
|Pr A1, x) = 1: x « Dy;] = Pr[A(1%, x) = 1: x « Dy;]| = negl(A).

We say that they are statistically indistinguishable if their statistical distance A(Dy, D;) is bounded by negl(1). We

say an event occurs with overwhelming probability if the probability of its complement occurring is negligible.

Simulation-sound extractable NIZKs. Next, we recall the notion of a simulation-sound extractable non-interactive
zero-knowledge (NIZK) argument for NP [BFM88, FLS90, Sah99, DDO*01]. We give the definition below.

Definition 3.1 (Simulation-Sound Extractable NIZK). A simulation-sound extractable NIZK IIyzk for NP is a tuple
of efficient algorithms IInjzx = (Setup, TrapSetup, Prove, Verify, Sim, Extract) with the following syntax:

« Setup(1*) — crs: On input the security parameter A, the setup algorithm outputs a common reference string
crs.

« TrapSetup(1*) — (crs, td): On input the security parameter A, the trapdoor setup algorithm outputs a common
reference string crs and a trapdoor td.

« Prove(crs,C, x,w) — m: On input the common reference string crs, a Boolean circuit C: {0, 1}" X {0, l}h —
{0, 1}, a statement x € {0, 1}", and a witness w € {0, l}h, the prove algorithm outputs a proof 7.

« Verify(crs, C,x, 7) — b: On input the common reference string crs, a Boolean circuit C: {0,1}" x {0,1}" —
{0, 1}, a statement x € {0, 1}", and a proof 7, the verification algorithm outputs a bit b € {0, 1}.

« Sim(td, C,x) — 7: On input the trapdoor td, a Boolean circuit C: {0,1}" x {0,1}" — {0, 1}, and a statement
x € {0,1}", the simulation algorithm outputs a proof 7.

o Extract(td, C, x, 1) — w: On input the trapdoor td, a Boolean circuit C: {0, 1}" X {0, 1}h — {0, 1}, a statement
x € {0,1}", the extraction algorithm outputs a witness w € {0, 1}" (or a special symbol L).

We require that IIyjzk satisfy the following properties:
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« Completeness: For all A € N, all Boolean circuits C: {0,1}" x {0, 1} — {0, 1}, all statements x € {0, 1}" and
witnesses w € {0, 1}" where C(x, w) = 1,

. L crs « Setup(1%) _

Pr [ Verify(crs,C,x, ) = 1: 7 — Prove(crs,C.x,w) |~ 1.

« Zero-knowledge: For a security parameter A, an adversary A, and a bit b € {0, 1}, we define the zero-
knowledge security game as follows:

- If b = 0, the challenger samples crs « Setup(1?) and if b = 1, the challenger samples (crs, td) «
TrapSetup(1%). The challenger gives crs to A.
— Algorithm A can now make adaptive queries of the form (C, x, w), where C: {0,1}" x {0, 1} — {0,1} is
a Boolean circuit, x € {0, 1}" is a statement, and w € {0, 1}h is a witness.
» The challenger first checks if C(x, w) = 1. If not, the challenger responds with L.
» Otherwise, if b = 0, the challenger replies with 7 « Prove(crs, C,x,w). If b = 1, the challenger
replies with 7 « Sim(td, C, x).
— After A is finished making queries, it outputs a bit " € {0, 1}, which is the output of the experiment.

We say that Iy zk satisfies computational zero-knowledge if for all efficient adversaries A, there exists a
negligible function negl(-) such that for allA € N, |Pr[b’ =1 | b =0] —Pr[d’ =1 | b = 1]| = negl(A) in the

zero-knowledge security game.

« Simulation extractability: For a security parameter A, and an adversary A, we define the simulation
extractability games as follows:

— The challenger starts by sampling (crs, td) « TrapSetup(1*) and gives crs to A. The challenger also
initializes an (empty) list Q.

— Algorithm A can now make adaptive queries (C,x) where C: {0,1}" x {0,1}* — {0,1} is a Boolean
circuit and x € {0, 1}" is a statement. The challenger replies with 7 « Sim(td, C, x) and adds (C, x, ) to

Q.

— After A is finished making queries, it outputs a Boolean circuit C: {0,1}" x {0, 1} — {0, 1}, a statement
x € {0,1}", and a proof .

— The challenger computes w = Extract(td, C, x, 7) and outputs b’ = 1if Verify(crs,C, x, 1) = 1, (C,x, 1) ¢ Q
and C(x, w) = 0. Otherwise, the challenger outputs b’ = 0.

We say that IInjzk satisfies simulation extractability if for all efficient adversaries A, there exists a negligible
function negl(-) such that for all A € N, Pr[b’ = 1] = negl(1) in the simulation extractability game.

The work of [DDO*01] show how to construct a simulation-sound extractable NIZK for NP from any NIZK for NP
together with a public-key encryption scheme (and a one-time signature scheme, which is implied by public-key
encryption). Both NIZKs for NP [PS19, Wat24, WW W25, BCD*25] and public-key encryption [Reg05] are known
from the plain LWE assumption. This yields the following instantiation:

Fact 3.2 (Simulation-Sound Extractable NIZK from LWE). Under the plain LWE assumption (with a polynomial
modulus-to-noise ratio), there exists a simulation-sound extractable NIZK for NP.

3.1 Lattice Preliminaries

We now recall some basic facts about lattices. Throughout this work, we use bold uppercase letters (e.g., A, B) to
denote matrices and bold lowercase letters (e.g., u, v) to denote vectors. We use non-boldface letters to denote their
components (e.g., v = [v1,...,0,]). For a vector v € R”, we write ||v|| = max; |v;| to denote the f-norm of v, and
for a matrix V we write ||V|| = max; |V,-,j|. We write ||v||, to denote the &-norm of v (i.e., ||v||5 = 2ieln] v?). When
v € Zg, we write ||v|| (resp., [|v][;) to denote the fw-norm (resp., f-norm) of the vector obtained by associating each
component v; with its unique representative in the interval (-q/2, q/2].
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Tensor products and vectorization. For matrices A € ZZX’" and B € Z’;X[, we write A® B € ngx’"[ to denote
their tensor (Kronecker) product. For matrices A, B, C, D where the products AC and BD are well-defined, then

(A®B)(C®D) = (AC) ® (BD). (3.1)

For a matrix A € ZZX'”, we write vec(A) to denote the vectorization of A (i.e., the vector a € Zg™ obtained by
concatenating together the columns of A in left-to-right order).

Leftover hash lemma. Next, we recall a generalization of the leftover hash lemma [HILL99, DORS08, ABB10]:

Lemma 3.3 (Generalized Leftover Hash Lemma [ABB10, Lemma 13, adapted]). Let n,m, q be integers such that
m > 2nlogq and q > 2 is prime. Then, for all fixed vectors e € Z' and all k = poly(n), the statistical distance between
the following distributions is negl(n):

A & gnxm R r7nxk
{(A,AK,eTK) :A&ngm,Kg{o’l}mxk} and {(A,U,eTK): &z U & 77

K & {0, 1}ka

Corollary 3.4 (Column Space of Random Matrix [GPV08, Lemma 5.1]). Let n,m, q be lattice parameters where q is
prime and m > 2nlog q. Then, for all but a negl(n) fraction of matrices A € Zg™™, the columns of A generate Z.

Discrete Gaussians and gadget matrices. We write Dz, to denote the discrete Gaussian distribution over Z
with width parameter ¢ > 0. For a matrix A € Zg"™ and a target vector y € Z7 in the column-space of A, we write
A !(y) to denote a random variable x « D7, conditioned on Ax = y mod gq. We extend A;!(-) to matrices by
applying A !(-) to each column of the input. For positive integers n,q € N, let G, =, ® g' € ZZX’"/ be the gadget
matrix [MP12] where I, is the identity matrix of dimension n, g' = [1,2,...,2M1°691-1] and m’ = n [log q]. We write
G, Zg — {0, 1}™ to denote the operator that expands each component of the input into its binary decomposition
(e, G-G!(x) =xforallx € Zg). We extend G, !(*) to operate on matrices in a column-wise manner. For m > m’,
we overload G, to denote the padded gadget matrix G, = [I, ® g' | 0*("~™)], We define G;,! analogously (i.e.,
padding the output with zeroes). We now recall some basic properties of the discrete Gaussian distribution.

Lemma 3.5 (Gaussian Tail Bound [MP12, Lemma 2.6, adapted]). Let n, m, q be lattice parameters where m > 2nlog q.
For all but a negl(n)-fraction of matrices A € Zg™™, for all o > logm, and all vectorsy € Zg in the span of A,

Pr[|lu]l > Vmo :u « AZ (y)] < 0(2™™).
For the particular case of the discrete Gaussian distribution over the integers and any A € N,
Pr(|x| > Vio: x « Dyl < 277,

Lemma 3.6 (Gaussian Samples [GPV08, adapted]). Letn, m, q, o be lattice parameters such that c > logm, m > 2nloggq,
and q is prime. There exist a negligible function negl(-) such that for all but a q~"-fraction of matrices A € ngm, the
statistical distance between the following distributions is at most negl(n):

{(x,Ax):x<—D7£0} and {(X,Y)i}"lzn’x‘_A;I(Y)}~

Lemma 3.7 (Marginal of Gaussian Preimages [WW23b, Corollary 2.11, adapted]). Let n, m, q be lattice parameters
where m > 2nlog q and q is prime. Let £, k = poly(n,log q). There exist a negligible function negl(-) such that for all but
a q~"-fraction of matrices A € Zg*™, all matrices B € ZZ[Xk and matrices C = [I,; ® A | B, all target vectorsy € Z",
and all width parameters o > 4log(¢m), the statistical distance between the following distributions is at most negl(n):

V2<—D§G }

{viveCll(y)} and HVI]: vi — (I, ® A);'(y — Bvy)

V2
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Lattice trapdoors. We recall the notion of a gadget trapdoor [MP12]:

Lemma 3.8 (Gadget Trapdoor [Ajt96, GPV08, MP12]). Let n, m, q be lattice parameters with m > 3nlog q. There exists
efficient algorithms (TrapGen, SamplePre) with the following syntax:

« TrapGen(1?,q,m) — (A, T): On input the lattice dimension n, the modulus q, and the number of samples m,
the trapdoor-generation algorithm outputs a matrix A € Zg*™ together with a trapdoor T € ZZI"X'"’ where

m’ = n[logq].

« SamplePre(A, T,y, o) — x: On input a matrix A € ZZX’", a trapdoorT € Z;"xm/, a target vectory € Z, and a
Gaussian width parameter o, the preimage-sampling algorithm outputs a vector x € Zg'.

Moreover, the above algorithms satisfy the following properties:

« Trapdoor distribution: If (A, T) < TrapGen(1",q,m) and A’ & ZZX’”, then A(A, A’) = negl(n). Moreover,
AT =G, € ZP™ and ||T|| = 1.

« Preimage sampling: For all matrices A € Zy*™ and T € Z;”x’”/, width parameter ¢ > 0, and all target vectors
y € Zg in the column span of A, the output x < SamplePre(A, T, y, o) satisfies Ax =y.

« Preimage distribution: There exist a negligible function neg|(-) such that for all (A € ZZ*™, T € Z?Xm') where
T is a gadget trapdoor for A (i.e, AT = Gy), all o > m||T||logn and all target vectors'y € Zg, the statistical
distance between the following distributions is at most negl(n):

{x « SamplePre(A,T,y,0)} and {x < AJ'(y)}.

Homomorphic evaluation. Our construction of registered ABE for circuits will rely on the lattice homomorphic
evaluation procedure developed in [GSW13, BGG"14]. Our presentation is adapted from that in [BV15, BCTW 16,
BTVW17].

Theorem 3.9 (Homomorphic Encodings [GSW13, BGG"14]). Let A be a security parameter and n = n(1), ¢ = q(A)
be lattice parameters. Take any m > n[logq], and let ¢ = £(A) be an input length. Let & = {F} e be a family of
functions f: {0,1}* — {0,1} that can be computed by a Boolean circuit of depth at most d = d(1). Then, there exist a
pair of efficient algorithms (EvalF, EvalFX) with the following properties:

« EvalF(A, f) — Ag: On input a matrix A € Z;*"™ and a function f € F, the input-independent evaluation
algorithm outputs a matrix Ay € Zg™™.

« EvalFX(A, f,x) — Ha rx: On input a matrix A € ZZX”"’ a function f € F, and an input x € (0, 1), the
input-dependent evaluation algorithm outputs a matrix Ha 7 x € Zflmxm.

Moreover for all security parameters A € N, matrices A € Z;X[’", all functions f € F, and all inputs x € {0,1}", the
matrices Ay < EvalF(A, f) and Hp rx < EvalFX(A, f,x) satisfy the following properties:

o Hafxll < mO@.

« (A-Xx"®G)- HA,f,x = Af - f(x)-G.

Learning with errors and ¢-succinct LWE. The learning with errors (LWE) assumption [Reg05] with parameters
(n,m,q, o) states that the distributions of (A,s"A + e") is computationally indistinguishable from (A, v') when
A& VAU & Zy, e « D! andv & Z7. We will also use the ¢-succinct LWE assumption introduced by
Wee [Wee24], which asserts that LWE is hard with respect to A even given a trapdoor for the matrix [I, ® A | U]
where U & Z(’]"’xm. We now give the formal statement of the assumption:
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Assumption 3.10 (£-Succinct LWE [Wee24]). Let A be a security parameter and let n = n(1), m = m(4),q = q(1),0 =
o(A) be lattice parameters. Let s = s(1) be a Gaussian width parameter and ¢ = £(1) be a dimension. We say that
the £-succinct LWE assumption with parameters (n, m, g, o, s) holds if for all efficient adversaries A, there exists a
negligible function negl(-) such that for all 1 € N:

|Pr[ﬂ(1ﬂ, ASA+€U,T) = 1] - Pr[A(1Y AV, U, T) = 1]| = negl(2),

where A & VAU & Zy,e Dy v & VAR & Z;[X’", and T « [I; ® A | U];1(Gpp).

4 Lattice Building Blocks

In this section, we introduce several new building blocks that we use in our main constructions. We believe that
abstracting out these components provide a simpler and more modular view of our constructions (Sections 5 and 6).
The building blocks we describe here are general and may also be useful in other settings. These include our
explainable discrete Gaussian preimage sampler (Section 4.1), our Gaussian preimage smudging lemma (Section 4.2),
and some simple transformations for using the ¢-succinct LWE trapdoor (Section 4.3).

4.1 Explainable Discrete Gaussian Preimage Sampler

As described in Section 2.1, a key ingredient in our ciphertext re-randomization technique is an “explainable algorithm”
for sampling from the distribution A7 !(y). Namely, there is an Explain algorithm that takes any preimage x «— A !(y)
and outputs a sequence of random coins that would cause the sampling algorithm to output x. Previously, the work of
Lu and Waters [LW22] showed how to construct an explainable discrete Gaussian sampler for sampling from a discrete
Gaussian distribution Dz, over the integers. For our application, we require a scheme for sampling over an arbitrary
lattice coset. We give the precise definition here, and in Section 7, we show that combining an explainable discrete
Gaussian sampler over the integers with the Gentry-Peikert-Vaikuntanathan preimage sampling algorithm [GPV08]
yields an explainable discrete Gaussian sampler for sampling from an arbitrary lattice.

Definition 4.1 (Explainable Discrete Gaussian Preimage Sampler). Let A be a security parameter and n, m, q be lattice
parameters. A (p, 0loss)-explainable discrete Gaussian preimage sampler IIpgs with randomness length p(4,n,m, q)
and width loss 0155 (A, 1, m, q) is a pair of efficient algorithms IIpgs = (SamplePre, Explain) with the following syntax:

. SamplePre(1%, A, T,y,0;r) — x: On input a security parameter A, a matrix A € ZZX”’, a gadget trapdoor

T e Z;”X”", a target vector y € Z", a width parameter o, and randomness r € {0, 1}?»"»™%) the preimage
sampling algorithm outputs a vector x € Zg".

. Explain(lﬁ, 1%,A, T, y,x,0) — r: On input a security parameter A, a precision parameter k, a matrix A € ZZX"’,
a gadget trapdoor T € Z;”X'",, a target vector y € Z], a preimage x € Z, and a width parameter o, the explain
algorithm outputs a string r € {0, 1}2(Anm49)

Moreover, there exists a negligible function negl(-) such that for all A € N, all matrices A € ZZX’", Te Zg’xml such

that AT = G, all targets y € Zg where ||y|| < 2%, and all width parameters o where ||T|| - 01055 (A, 1,1, q) < 0 < 2%, the
following two properties holds.

« Correctness: The statistical distance between the following distributions is bounded by negl(1):
{x — SamplePre(1*, A, T, y, a)} and {x —A'(y)}.

Moreover, for all x in the support of SampIePre(l’l, A, T,y,0), we have Ax = y.

I Gy, is not in the image of [[, ® A | U], we set T = L. When m > 2nlog g, the matrix [I, ® A | U] is full rank with overwhelming probability.
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- Explainability: For all k € N, the statistical distance between the following distributions is bounded by
1/k + negl(A).

~ Dsamplepre: Sample r & {0,1}” and x « SamplePre(l’l, A, T,y, o;r). Output (x,7).

~ Deyplain: Sample r’ & 0,1}, x « SamplePre(l’l,A, T,y,0;r'), and r « Eprain(lA, 1%,A,T,y, %, 0).
Output (x,7).

Theorem 4.2 (Explainable Discrete Gaussian Preimage Sampler). There exist a (p, 0loss) -explainable discrete Gaussian
preimage sampler Ipcs for p € poly(A, n,m,log q)° and o1oss(A, n, m, q) = 18m*? log(mA) loglog q

We give the full construction and analysis for the explainable discrete Gaussian preimage sampler in Section 7.

4.2 Noise Smudging for Gaussian Preimages

Our analysis will rely on the following smudging lemma that roughly states that the distribution of A} (u + Az) and
AZ1(u) + z is statistically close whenever the width ¢ of the Gaussian distribution is much larger than ||z||,. Roughly
speaking, this boils down to the statement that a small translation of a sufficiently-wide Gaussian does not affect the
distribution. We give the formal statement here and defer the proof to Appendix B.1.

Theorem 4.3 (Gaussian Preimage Smudging). Let n, m, q be lattice parameters such that m > 2nlog q and q is prime.
Then for all but a q~"-fraction of matrices A € Zg*™, for all vectorsy € Z in the column-span of A, allz € Z', and all

width parameters o > max(logm, ||z||,) the statistical distance between the following distributions is O(+/||z||, /0):
(A (y+Az)} and {A7'(y) +z}.

Remark 4.4 (Gaussian Preimage Smudging). Several prior works [GMPW20, GP21] have considered similar, though
incomparable variants of the Gaussian preimage smudging lemma from Theorem 4.3. For instance, the Gaussian
convolution lemmas from [GMPW20, §4] show that the distributions of A;ll (u+v) and A;ll (u) +AC_,21 (v) are statistically
close when o1 > 0,. This implies a special case of Theorem 4.3 for the case where z is distributed according to a
discrete Gaussian. However, our application requires this to hold for arbitrary (non-Gaussian) vectors z. The work
of [GP21, §3.2.3] design an alternative preimage sampling procedure with the property that the output distributions are
statistically close under small translations of the input. However, our applications require that the output distribution
are distributed according to a discrete Gaussian distribution, which is not the case for their construction.

4.3 Sampling and Using ¢-Succinct Trapdoors

Our construction relies on the £-succinct LWE assumption [Wee24]. The £-succinct LWE assumption assets that LWE
is hard with respect to matrix A & Zg*™ given a trapdoor for the matrix [I, ® A | U] where U & Zg“’". Our work
builds on the work of [CW24] who show how to transform a trapdoor for [I, ® A | U] into a trapdoor for the matrix

A —Z(Ix ®11)

V= c ZZNX(MN+k),

: (4.1)
A | -Z(I ®ryN)

where Z € ngmk and r; € Zg' Our construction relies on both types of trapdoors. To simplify our description, we
start by defining some simple transformations on these trapdoors which we use in our construction.

The f-succinct trapdoor sampler. We start by defining an analog of TrapGen that samples a matrix [I, ® A | U]
together with a trapdoor T of bounded norm:

SWithout loss of generality, we take p to be a monotone function (since an algorithm can always choose to ignore extra random bits).
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Algorithm 1: The ¢-succinct trapdoor sampler algorithm SuccinctTrapGen.

SuccinctTrapGen(17, 1¢, q.m,0):
« Sample (A, R) « TrapGen(1", ¢, m) and U < anxm_
. Sample T « SamplePre([I; ® A | U], [ “R |, G,ys, 0). If | T|| > y/mo, then output | &R ].

« Output (A, U, T).

Lemma 4.5 (¢-Succinct Trapdoor Sampler). Let A be a security parameter and let n, m, q, 0 be parameters where n > A
and m > 3nlog q. Then, for all polynomials ¢ = (1), there exists a negligible function negl(-) such that for allA € N
and all 0 > (mf + m) - log(nt), the statistical distance between the following distributions is negl(A1):

A R anm U R Znt’xm
{(A,U,T) « SuccinctTrapGen(1*, 1%, ¢, m, o)} and {(A,U,T): T YTy }

T [I®A|U]Z (Gu)
In addition, if (A, U, T) « SuccinctTrapGen(1",1%,q,m, ), then [, ® A | U] - T = Gy, and || T|| < Vmo.
Proof. Take (A, U, T) « SuccinctTrapGen(1”, 1¢, g, m, o). We first show that the two properties hold:

« By Lemma 3.8, we have that AR = G,,. This guarantees that [I, ® A | U] - T = Gp,.

« By Lemma 3.8, ||R|| = 1, so either ||T|| < vmo or ||T|| = 1.
We now analyze the distribution of (A, U, T). This follows by a simple hybrid argument:

« Dy: Sample and output (A, U, T) « SuccinctTrapGen(17, 1%, g, m, o).

« D;: Same as Dy except sample T « [[, ® A | U|;1(G).

« D,: Same as D; except remove the check that ||T|| > /mo.

+ Ds5: Same as D, except sample A <~ Zgm.

First Dy and D, are statistically indistinguishable by Lemma 3.8. Similarly, 9, and D5 are also statistically indistin-
guishable by Lemma 3.8. To complete the proof, it suffices to argue that D; and D, are statistically indistinguishable.
The only difference between these two experiments is if || T|| > v/mo. Let E be the event that this occurs. We bound
the probability of E in D;:

« Consider the probability that ||T|| > vmo when T « [I; ® A | U];!(Gpn) and A & Z7*™. By Lemmas 3.5
and 3.7, this happens with negligible probability.

+ By Lemma 3.8, the distributions A « TrapGen(1”, g, m) and A & Zg*™ are statistically indistinguishable. If

event E occurs with negligible probability when A & Zg*™, then it also happens with negligible probability
when (A,R) « TrapGen(17", g, m).

Thus, event E happens with negligible probability in D, and so D; and D, are also statistically indistinguishable.
The lemma now follows by a hybrid argument. O

Dimension reduction. In our constructions, we start with a trapdoor for the structured matrix [I; ® A | U] for
arbitrary U € ZZ[” and need to derive from it a trapdoor of [I; ® A | Ug], where S C [£] is a set of size k and Ug is
the ordered vertical concatenation of blocks U; € ZZX[ from U such that i € S.
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Algorithm 2: A structured trapdoor dimension reduction algorithm DimRed.

DimRed(A, U, T, S):

« Parse T € Zémm)x{ml and U € Zg“t into blocks as follows:

U, Bii -+ By
U=|:|,T=] - - . where U; € ZZXt, D; € Z;X’"/,Bi,j € Zglxm, for i, j € [£].

' Brr oo By

U D; --- Dy,

« Parse S = {iy,...,ix} C [£] and output (Us, Ts) where

U;: Bil,il T Bil,ik
I
U = c ngxt and Tg= : .. : c Z((Imk+t)><km )
U Bi.iy Biy.ix
L D, - D

k

Lemma 4.6 (Dimension Reduction for Structured Trapdoors). Let n, m, q be lattice parameters, £ be a dimension, and set

_ . . . . x Xt (me+t)xtm’
m’ = n[logq]. Then, the algorithm DimRed(A, U, T, S) (Algorithm 2) on input A € ZZ ™ UeZg " TeZ, ,
S C [¢] of sizek, and [I, ® A | U] - T = Gy, outputs (Us € ng”, Ts € Z;mkH)ka ) such that

[k ® A|Us] - Ts =Gy and || Ts|| < ||IT]|.

(mk+t)xkm’
q

Proof. Since the output of Algorithm 2 are submatrices Ug € Z;’k“ and Ts € Z of the inputs U and T, we

immediately have ||Ts|| < ||T||. Since [I; ® A | U] - T = Gy,; holds, we have

A U, By - By G,
; By o0 By -
alul (500 Gn

This implies that for i € [¢], we have AB;; + U;D; = G, and furthermore, AB;; + U;D; = 0 for j € [¢] such that j # i.
Thus, Ty satisfies the relation [Ix ® A | Us] - Ts = Gpk. ]

Transformation to structured trapdoors. Next, we show how to transform a £-succinct trapdoor into a trapdoor
for the structured matrix from Eq. (4.1). The transformation is implicit in [CW24, Theorem 5.1], but we abstract out
the main requirements we use for our applications. For completeness, we include a proof in Appendix B.2.

Lemma 4.7 (£-succinct LWE Trapdoor Transformation [CW24, adapted]). Let n, m, q be lattice parameters and let
m’ = n[logq]. Suppose m > m’. There exists an efficient randomized algorithm Transform(A, U, T, N) that takes as
input a tuple (A, U, T, N) where A € Zg™™, U € Zg”x’”, Te Z;Hl)mx{ml, and N € N, such that [I, ® A| U] - T = Gy,
and ¢ > Nm', and outputs a tuple (V,Z,R, Ty, T;) with the following properties:

o The distribution of Z is statistically close to uniform over Z;X'"k where k = 3nm [log q].

« WriteZ =[Zy | --- | Zx] where Zy € Zg*™. LetZ =[z1| - | ] € Z;’”Xk be the matrix where z; = vec(Z;)
foralli € [k]. ThenZ - T; = Gum and ||T5]| = 1.
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o« WriteR=[r;| --- |rn] € Z;”XN. The matrix V satisfies

A _erl ce —Zkl'l A —Z(Ik ® r1)
v=| . Lo = :
A _erN s _ZkrN A —Z(Ik ® I‘N)

>

and the trapdoor Ty satisfies V - Ty = G,n.
« Finally, | Ty|, IRI| < [|IT|| - £m?.

Remark 4.8 (On the Width of U). The work of [Wee24] also consider a more general version of £-succinct LWE
with an additional parameter 1 which corresponds to the width of the matrix U € Zg”x'ﬁ in Algorithm 1. The
transformation in Lemma 4.7 also works for succinct trapdoors with a matrix U of any width 2 > m. In this the case,
the Transform algorithm outputs a matrix Z € ng'ﬁk where k = 3nmloggand R € ZZ‘XN . While we focus on the
particular case where 1 = m (the standard setting for £-succinct LWE), structured trapdoors with other widths may
also be useful.

Gaussian preimage sampling using structured trapdoors. A core component of the correctness and security
analysis of our constructions is characterizing the distribution of Gaussian preimages sampled according to V,!(-).

Lemma 4.9 (Marginals of Structured Gaussian Preimages). Letn, m, q, k be lattice parameters wheren > A, m > 3nlogq,
q is prime, and k > 2nmlog q. Then for all polynomials N = N (), there exists a negligible function negl(-) such that for
all but a q~"-fraction of matrices A € Zg*™ and all but a g~"™-fraction of matrices Z € ZZka, all matrices

A —Z(Ik ® 1'1)
— . . Nnx(Nm+k)
V= . : €Zq ,
A|-Z(Ix ®ry)
wherery,..., TN € Zg, all matrices T where VT = Gy, all o > (Nm + k) ||T|| log(Nn), all target vectorsy € ZN", and

all A € N, the statistical distance between the following distributions is negl(1):

X1
R nxm 7—1
{u:u « SamplePre(V,T,y,0)} and W2z "il‘— Z_ ' (vec(W)) ’
XN X; «— A (yi + Wr;)
v
where the vectory is the vertical concatenation of y1,....yN € Zg, Z = [Zy | ... | Zx] where Z; € Zg"™, and

Z =[vec(Zy) | --- | vec(Zy)] € Zim*k.
Proof. Take any polynomial N = N(A) and k = k(1). We define the following distributions:
« Dy: Sample and output u < SamplePre(V, T,y, 0).
« D;: Sample and output u « (V) (y).
o Dy: Sample v «— Dga and for each i € [N], sample x; «— AJ'(y; + Z(Ix ® r;)v). Output [x] | - - | xy | V"

« Dj: Sample v e Df _andlet W = Z(v®1,) € Zy*™. Then for each i € [N], sample x; « AJ!(y; + Wr;).

3

Output [x] | --- [ x5 | VT]".

o Dy: Sample v « Dgg and define W € ngm to be the matrix where vec(W) = Zv. Then for each i € [N],
sample x; < AJ'(y; + Wr;). Output [x] | --- | x5 | v']".
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« Ds: Sample W ¢~ Z7*™ and v « Z:'(vec(W)). For each i € [N], sample x; « A>!(y; + Wr;). Output
xp |- [xy [V

We argue that each consecutive pair of distributions is statistically indistinguishable.
« Distributions Dy and D are statistically indistinguishable by Lemma 3.8.
« Distributions D, and D; are statistically indistinguishable by Lemma 3.7.
« Distributions D, and D5 are identical since Z(Ix @ r;))v=Z(I; ®1;)(v® 1) = Z(v®I,,)r; = Wr;.
« Distributions D; and D, are identical since vec(W) = vec(Z(v ® I,)) = Zv.

« Distributions D4 and D; are statistically indistinguishable by Lemma 3.6. Specifically, by Lemma 3.6, when
k > 2nmlogq, then for all but a g~""-fraction of matrices Z and all ¢ > logk, the statistical distance between
the following two distributions is negl(nm):

{(V,ZV) 1V Dgg} and {(V,\iz) w & Z" v — Z;l(v)} .
The left distribution correspond to D, while the right one corresponds to Ds, where W € ngm is the matrix
satisfying vec(W) = w.
The claim now follows by a hybrid argument. O

Corollary 4.10 (Marginals of Structured Gaussian Preimages). Let A be a security parameter and let N, {,n, m, q, 09, 0
be parameters where n > A, m > 3nloggq, q is prime, £ > Nn[logql, oo > (m€ + m)log(nt), and o > 36°m°/? - .
Suppose we sample (A, Vs, Z, Ts) using the following process:

+ (A, Uy, Ty) < SuccinctTrapGen(1™,1¢, g, m, 0p).
+ (V,Z,R, Ty, T;) < Transform(A, Uy, Ty, N) where V = [Iy ® A | Mzr] andR = [ry | --- | n].
« (Mg, Ts) « DimRed(A,Mzg, Ty, S) and set Vg = [I|5‘ ® A | Mg].

There exist a negligible function negl(-) such that for all non-empty sets S C [N], all target vectorsy € lesln, and all
A € N, with overwhelming probability over the choice of (A, Vs, Z, Ts), the statistical distance between the following
distributions is negl(1):

X1
W & 72m%m y 71 (vec(W))
u:u < SamplePre(Vs, Ts,y, o and : 9 " o ,
{ p ( S S Y )} X‘Sl X; (_Ao-l(yi'l'wri)
v
where the vector y is the vertical concatenation of yq,...,y|s| € Z;’, Z = (21| ... | Zy] whereZ; € ngm, and
Z=[vec(Zy) | --- | vec(Zy)] € ngXk. Note that the statement also holds for (A, V,Z, Ty) without the DimRed step,

since DimRed is the identity function when S = [N].
Proof. The corollary follows directly from Lemma 4.5, Lemma 4.7, Lemma 4.6, and Lemma 4.9:

« By Lemma 4.5, given n > A, m > 3nlogq, and oy > (m¢ + m) log(n¢), we know that the marginal distribution
of A is statistically close to uniform, [I; ® A | Ug] - Ty = Gy, and ||T|| < vmoy.

« Next, by Lemma 4.7, since £ > Nn[logq] and [I; ® A | Uy] - Ty = Gy, the marginal distribution of Z is
statistically close to uniform. In addition, the matrix V satisfies

A —Z(Ik ® I'1)
V = T . .
A| -Z(I; ®ry)

where k = 3nmlogq < 3m” V- Ty = Gyy, and [[Tyl| < [T]| - ém® < yimoy - tm” < tm™2a,
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o« LetS = {il, . ..,i‘5|}. By Lemma 4.6, the matrix Vs = [I;s] ® A | Ms] satisfies

A —Z(Ik ® I‘il)
Vs = : .
A _Z(Ik ® ri|5|)

In addition, the trapdoor Ts satisfies Vs - Ts = Gys| and || Ts|| < || Ty|| < £m*/?0,.
« Since (A, Z) are statistically close to uniform and
(m|S| + k) || Ts|| log (n|S]) < (mt +3m?) - tm* %0y - log(nt) < 363m°/? - 64 < o,

the corollary immediately follows from Lemma 4.9. O

5 Registered Attribute-Based Encryption for General Policies

In this section, we show how to construct a registered key-policy ABE scheme for general circuits from the ¢-succinct
LWE assumption in the random oracle model. We start by constructing a “slotted” registered ABE scheme [HLWW23],
which is a simpler primitive that can be generically transformed into a registered ABE scheme. Then, in Section 5.2, we
give our construction of the slotted registered ABE scheme. We refer to Section 2 for an overview of our construction.

5.1 Slotted Registered Attribute-Based Encryption

We first recall the notion of a slotted registered attribute-based encryption (ABE) scheme [HLWW23]. In slotted
registered ABE, there is an a priori bound on the number of users N and each user is associated with a slot i € [N].
Users generate their public keys with respect to a particular slot index i € [N]. Then, there is an aggregation algorithm
that takes as input a collection of N public keys and aggregates them into a short master public key for the scheme. In
particular, there is no notion of users joining the system dynamically in a slotted registered ABE scheme. The work
of [HLWW23] describes a generic compiler that transforms any slotted registered ABE scheme into one that supports
dynamic registrations with polylogarithmic overhead. The transformation relies on a powers-of-two approach similar
to those from earlier works on registration-based encryption [GHMR18, GHM*19]. Throughout this paper, we focus
exclusively on the simpler notion of slotted registered ABE. We give the definition for the slotted primitive here and
defer the full definition of registered ABE to Appendix A. Our definitions closely follow that from [HLWW?23], and
we highlight the only differences in Remark 5.2. Note that for generality, we decouple the policy-family parameter ¢
from the security parameter A in our definition (i.e., allow these to be chosen independently).

Definition 5.1 (Slotted Registered ABE). Let A be a security parameter and 7 be a policy-family parameter. Let
X = {X;},cy be a set of attributes and P = {P;}, be a set of policies (where each P € P, is a mapping
P: X; — {0,1}). A slotted registered key-policy ABE scheme with attribute space X and policy space P is a tuple of
efficient algorithm Ilsrage = (Setup, KeyGen, IsValid, Aggregate, Encrypt, Decrypt) with the following properties:

« Setup(1%,1N,17) — crs: On input the security parameter A, the number of slots N, and the policy-family
parameter 7, the setup algorithm outputs a common reference string crs. We assume crs contains an implicit
description of 1* and 17.

+ KeyGen(crs, i, P) — (pk;, sk;): On input the common reference string crs, a slot index i € [N], and a policy
P € P, the key-generation algorithm outputs a public key pk; and a secret key sk; for slot i.

« IsValid(crs, i, P, pk;) — b: On input the common reference string crs, a slot index i € [N], a policy P € #,, and
a public key pk;, the key-validation algorithm outputs a bit b € {0, 1}. This algorithm is deterministic.

Aggregate(crs, (pky, P1), ..., (pky, PN)) — (mpk, hsky, ..., hsky): On input the common reference string crs
and a list of public keys and the associated policies (pk;, P1), ..., (pky, Pn), the aggregate algorithm outputs the
master public key mpk and a collection of helper decryption keys hsky, . .., hsky. This algorithm is deterministic.
We assume that mpk includes an implicit description of 14 and the policy-family parameter 17.
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« Encrypt(mpk, x, #) — ct: On input the master public key mpk, an attribute x € X;, and a message p € {0, 1},
the encryption algorithm outputs a ciphertext ct.

« Decrypt(sk, hsk, x, ct) — p: On input a decryption key sk, the helper decryption key hsk, the attribute x € X,
and a ciphertext ct, the decryption algorithm outputs a message p € {0, 1}. This algorithm is deterministic.

Moreover, the above algorithms should satisfy the following properties:
« Completeness: For all A, N, 7 € N, and all indices i € [N], all policies P € P,

crs «— Setup(ll, 1V, 19)

Pr |IsValid(crs, i, P, pk;) = 1: (pk,, ki) — KeyGen(crs, i, P)

=1.

« Correctness: We say Ilrape is correct if for all A, N, 7 € N, all indices i € [N], all policies P € P, all
attributes x € X, where P(x) = 1, all crs in the support of Setup(1%, 1V, 17), all (pk;, sk;) in the support of
KeyGen(crs, i, P), all collections of tuples {(j, P;, pkj)}#i where IsValid(crs, j, P, pkj) = 1, and all messages
u € {0,1}, we have

Pr [Decrypt(ski, hsk;, x,ct) = p: ¢t « Encrypt(mpk, x, j1) ] =1,
where (mpk, hsky, ..., hsky) = Aggregate(crs, (pky, P1), ..., (pky, Pn)).

« Compactness: There exists a universal polynomial poly such that for all A, N, 7 € N, all crs in the support
of Setup(l’l, 1V, 17), all triples (i, pk;, P;) where IsValid(crs, i, P, pk;) = 1, and all (mpk, hsky, ..., hsky) in the
support of Aggregate(crs, (pky, P1), ..., (pky, Pn)), it holds that [mpk| < poly(A, 7,log N) and for all i € [N],
|hsk;| < poly(4, z,log N).

« Security: Let b € {0, 1} be a bit. For an adversary A, define the following security game between A and a
challenger:

— Setup phase: On input the security parameter 1%, algorithm A sends a slot count 1V and the policy-family
parameter 17 to the challenger. The challenger samples crs « Setup (1%, 1V, 17) and gives crs to A. The
challenger also initializes a counter ctr = 0, an (initially-empty) dictionary D, and a set of slot indices

C=2.
— Pre-challenge query phase: Adversary A can now issue the following queries:

» Key-generation query: In a key-generation query, the adversary specifies a slot index i € [N]
and a policy P € ;. The challenger responds by incrementing the counter ctr = ctr + 1, sampling
(pkegys sketr) <= KeyGen(crs, i, P) and replies with (ctr, pk,,) to A. The challenger adds the mapping
ctr = (i, P, pk,,, Sketr) to the dictionary D.

« Corruption query: In a corruption query, the adversary specifies an index 1 < ¢ < ctr. In response,
the challenger looks up the tuple (i’, P’, pk’, sk”) < D[c] and replies to A with sk’.

ctr

ctr>

- Challenge phase: For each slot i € [N], adversary A must specify a tuple (c;, P}, pk}) where either
¢;i € {1,...,ctr} to reference a challenger-generated key or ¢; = L to reference a key outside this set. The
adversary also specifies a challenge attribute x* € X. The challenger then checks the following:

« If ¢; € {1,..., ctr}, then the challenger looks up the entry D[¢;] = (i, P/, pk’,sk’). If i # i’ or P} # P’
or pk} # pk’, then the challenger halts with output 0. If the adversary issued a “corruption” query on
index c;, then the challenger adds the slot index i to C.

« If ¢; = L, then the challenger checks that IsValid(crs, i, P}, pk;) = 1. If not, the experiment outputs 0.
Otherwise, the challenger adds i to C.

The challenger computes (mpk, hsky, ..., hsky) = Aggregate(crs, (pkj, P}), ..., (pky, Py)) and replies
with the challenge ciphertext ct* « Encrypt(mpk, x*, b).
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— Output phase: At the end of the experiment, algorithm A outputs a bit b” € {0, 1}, which is the output
of the experiment. If A aborts before this point, then the output of the experiment is 0.

We say an adversary A is admissible if for all corrupted slot indices i € C, P;(x*) = 0. We say that a slotted
registered ABE scheme is secure if for all efficient and admissible adversaries A, there exists a negligible
function negl(-) such that forall A € N, [Pr[’ =1:b =0] —Pr[b’ = 1:b = 1]| = negl(A) in the above security
experiment.

Remark 5.2 (Policy-Dependent Key Generation). In the original notion of (ciphertext-policy) registered ABE
from [HLWW23], the key-generation algorithm is independent of the attribute, whereas in our notion of (key-policy)
registered ABE, we allow the key-generation algorithm to take the policy as input. In other words, the policy needs
to be specified at key-generation time rather than registration time. We view this as a minor restriction since the
scheme still retains the primary requirement in registered ABE of users being able to choose their own keys (without
relying on any trusted key-issuer).

Definition 5.3 (Attribute-Selective Security). We say that a slotted registered key-policy ABE scheme IIspapE satisfies
attribute-selective security if the adversary in Definition 5.1 is required to choose its challenge attribute x* at the
beginning of the setup phase before it sees the common reference string.

Definition 5.4 (Security without Corruptions). We say that a slotted registered key-policy ABE scheme IIspae
satisfies security without corruptions if the adversary in Definition 5.1 is not allowed to make any corruption queries.

Remark 5.5 (Achieving Adaptive Security). The work of [FWW23] shows how to generically transform an attribute-
selective slotted registered ABE scheme that does not support corruptions (i.e., Definitions 5.3 and 5.4) into an
attribute-selective construction that does support corruptions in the random oracle model. Moreover, by relying
on sub-exponential hardness, we can use standard complexity leveraging (c.f., [BB04]) to transform a registered
ABE scheme with policy-selective security into one that is adaptively secure (i.e., a scheme that satisfies the security
requirement in Definition 5.1). Note that the latter transformation (to obtain security against an adaptively-chosen
attribute) would increase the size of the scheme parameters by a polynomial in the attribute length. In the context of
our construction (Construction 5.6), the ciphertext size in the final adaptively-secure scheme would no longer be
sublinear in the attribute length.

5.2 Slotted Key-Policy Registered ABE for Circuits

In this section, we give our construction of a slotted key-policy registered ABE for general circuit policies from the
¢-succinct LWE assumption in the random oracle model.

Construction 5.6 (Slotted Registered Key-Policy Attribute-Based Encryption). Let A be a security parameter, N be
the number of users, and 7 be a policy parameter. We define the following parameters:

« Let £ = £(7) is the attribute length and define the attribute space X = {X,}, <y where X, = {0, 1}¢(7).

« Let P, be the family of policies that can be computed by a Boolean circuit C: {0,1}*(") — {0,1} of depth at
most d = d(7). In the following, we adopt the convention that an attribute x € {0, 1}*(") satisfies a policy with
circuit C if C(x) = 0.

« Let n, m, q be lattice parameters (which can be functions of A, N, 7). Let m" = n[log q], £{, = max(¢, Nm’), and
k = 3nmlog q be fixed dimensions.

+ Let 01WE, Ocrs, Okey» Oagg be Gaussian width parameters and fycy, fage be norm bounds (which are functions of
AN, 7).

Our construction relies on the following additional primitives:
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« We define the NP relation Ry for the following relation that checks knowledge of a secret key associated with
a public key:

Statement: matrices A,B,W € ngm, vectors p,t € ZZ, re ZZ’, and a norm-bound ff € Z
Witness: vector v € Zq’"

Output 1 if Av = Wr + BG™!(t) + p and ||v|]| < B. Otherwise, output 0.

Figure 1: NP relation R for proving knowledge of a secret key.

« LetIInizk = (NIZK.Setup, NIZK.TrapSetup, NIZK.Prove, NIZK.Verify, NIZK.Sim, NIZK.Extract) be a simulation-
sound extractable NIZK for NP.

« Let IIpgs = (DGS.SamplePre, DGS.Explain) be a (p’, 0j0ss)-€xplainable discrete Gaussian preimage sampler.
Let Apgs = Apgs(A, N, 7) be the security parameter for the sampler. Additionally, let p = p(Apgs, A, N, 7)
upper-bound p’ for all sampler instances in the construction.®

 Let {HA : {0,1}* — {0, 1}’1} e De @ family of hash functions with A-bit outputs, which we model as a random
oracle in the security analysis.

We construct a slotted registered key-policy attribute-based encryption scheme IIgage = (Setup, KeyGen, IsValid,
Aggregate, Encrypt, Decrypt) as follows:

« Setup(14,1N,17): On input the security parameter A, the bound on the number of slots N, and the policy
parameter 7, the setup algorithm proceeds as follows:

1. Sample (A, Uy, Ty) < SuccinctTrapGen (1", 1[°,q, m, Ocrs).

2. Compute trapdoors

(U, T¢t) « DimRed(A, Uy, Ty, [£]) using Algorithm 2
(V,Z,R, Ty, T;) « Transform(A, Uy, Ty, N) using Lemma 4.7.
Parse
A _erl tee —Zkr1 A —Z(Ik ® r1)
V= : : = : eZZNX(’"N+k), (5.1)
A| -Ziry -+ —Ziry A|-Z(Ix ®ry)
andR=[r;| --- | rn].
3. Sample crsyizk «— NlZK.Setup(lA).
4. Sample vectors p, ti,...,txy & Zjy and a matrix U & VA
Output
crs = (ersnizi A P, U, Uet, Ter, {ti}ie(n s {Titierny» V.2, Tv, T) (5.2)
for homomorphic evaluation for key generation

« KeyGen(crs, i, f): On input the common reference string crs (with components parsed according to Eq. (5.2)),
an index i € [N], and a function f € P, the key-generation algorithm does the following:

1. Parse Ty = [TTf'u"n] where T;, € Zflmx"ml and Tgn € Z;””'"/. Set B = Uy Tsun € ZZ””‘/ and compute
B = EvalF (B, f).

®Here we slightly abuse notation to allow algorithms DGS.SamplePre and DGS.Explain to take/output a random string that is longer than the
original specification. This does not affect explainability since any unused bit can always be explained by a uniformly random bit.
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2. Sample the preimage
Y1
) SamplePre(V, Ty, n; ® (p + BfG_l(ti)), Okey)> (5.3)

YN
d

where n; € {0, 1}V is the the it standard basis vector, y; € Z™ for each i € [N], and d € ZF. If ||y;|| > Prey
for any i € [N], then set’
y1
=Ty -G\ (n; ® (p+ BfG_l(ti)))-
YN
d

3. SetW=2Z2(d®Il,) € ZZX’" and construct the NIZK proof
7« NIZK.Prove(crsnizk, Cr, (A, B, W, 1i, ti, P, Prey), Vi),

Output pk; = (W, {y;}zi, ) and sk; = (i, f, yi).

« IsValid(crs, i, f, pk;): On input the common reference string crs (with components parsed according to Eq. (5.2)),
an index i € [N], a policy f € P,, and a public key pk; = (W, {yi ;} j#i i), the validity-checking algorithm
sets B =UqTqn € ngt’m as in KeyGen, computes By = EvalF(B, f), and outputs 1 if

Vji#i:Ay;j=W;r; and [ly;jll < frey and NIZK.Verify(crsnizk, Cr, (A, Br, Wi, i, ti, P, Prey)s i) = 1.
Otherwise, the algorithm outputs 0.

« Aggregate(crs, (pky, fi), - .., (pky, fv)): On input the common reference string crs and a list of public keys and
polices (pky, fi), ..., (pky, fv), the aggregate algorithm parses

pk; = (Wi, {yij}jzim) and crs = (crsnizk, A, P, U, Uet, Ter, {ti, Titie[N], V. Z, Ty, T5).
Then, it proceeds as follows:
— Compute y = H,((pky, f1), ..., (pky, fiv)) and sample
Yo1
y' — DGS.SamplePre(l’lDGS,V, Ty, 0™, Oaggs ¥)» (5.4)
0N

do

where yo; € Z™ for each i € [N] and dy € Z*. If ||y, > Pagg for any i € [N], then it sets W, = 0"
and yo; = 0™ for all i € [N]. Otherwise, it sets Wy = Z(dy ® I,;;) (and leaves y,; unchanged).

The aggregation algorithm outputs mpk = Wy + 3;cn] Wi and hsk; = yo; + X ;5 y;.i for all i € [N].

« Encrypt(mpk, x, £): On input the master public key mpk = W, an attribute x € {0,1}/, and a message € {0,1},
the encryption algorithm samples

R n m
s (_Zq » € DZ,ULWE >

Ky € {0, 1}™™, Kw €= {0, 1}, kp €= {0, 1}
If |le|| > vVm - oLwe, it sets e = 0™ instead. Finally, it outputs

ct=(s"A+e’, ssW+eKw, s"(Us — (x' ®1,)U) + 'Ky, s'p + e'ky, +p-[g/2]).

"This resampling guarantees a bound on the norm and is helpful for ensuring perfect completeness and correctness.
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« Decrypt(sk, hsk, x,ct): On input a decryption key sk = (i, f,ysk), a helper key hsk = ypsi, an attribute
x € {0,1}¢, and a ciphertext ct = (c], ¢}, ¢}, c4), the decryption algorithm parses T = TTf iu”n as in KeyGen, sets

B=U,Tn € ZZX”"/, and computes Hp s = EvalFX(B, f,x). Then, it computes

“Hp fx - G (1) + cjr; — €] (Yk + Yhsk) € Zq.

= T1el. _(XT®Im)Tin
z=c4+ [c] | c5] T,

un
Finally, it outputs | z] where |z] = 0if —q/4 < z < q/4 and | z] = 1 otherwise.

Theorem 5.7 (Completeness). Suppose q is prime,n > A, m > 3nlogq, ocs = O(£°m?), Prey > 0crs - O(fy*m?), and
IINnizk is complete. Then Construction 5.6 is complete.

Proof. Let A, N, 7 € N. Take any index i € [N] and any policy f € P;,. Let
crs = (crsnizi A, p, U, Uet, Ter, {ti, 13 }ie[N], V. Z, Ty, Ty) Setup(l’l, 1V, 19),
and sample (pk;, sk;) < KeyGen(crs, i, f). Then, we can write
pk; = (Wi {yij}jzim) and sk; = (i, f,yii)-
We show that IsValid(crs, i, f, pk;) = 1 with probability 1:

« Since o5 = O(6?m?) > (mfy + m) - log(nfy), Lemma 4.5 implies that || Ty|| < vmoqs. By Lemma 4.7, this
means ||Ty|| < \/macrs : [Om2 < Ocrs - O(fom3)~

« Next, [Ty - G5 (n; ® (p +BfG™ (1))l < m'N|Ty|| < 0ers - O(l°m®) < Piey by definition of 4. Thus,
||Yi,j|| < ﬁkey for all] (S [N]
« By construction of V and the fact that V - Ty = G, 5, Lemma 3.8 ensures that
0" j#i
Ay; i —Z(1 Rr; d:
Yi,j (Ix ® 1j)d; {P +BfG_1(ti) =i

By construction, KeyGen sets W; = Z(d; ® I;;). By Eq. (3.1), we also have
Z(Ik®rj)d; =Z(I ®1;)(d; ® 1) = Z(d; ® I,)rj = Wir;.
Correspondingly, this means that
Ay;;=W;r; and Ay;;=W;r;+p+ BfG_l(t,-).
In particular, this means that Cr ((A, By, Wi, 1, ti, p, frey)s ¥ii) = 1.

« Since KeyGen samples 7; < NIZK.Prove(crsnizk, Cr, (A, Br, Wi, 1, ti, P, Prey), Vii), completeness of TInjzk now
implies that NIZK.Verify(crsnizk, Cr, (A, B, Wi, 15, t;, P, Prey), i) = 1. Correspondingly, IsValid(crs, i, f, pk;)
outputs 1. ]

Theorem 5.8 (Correctness). Suppose q is prime, n > A, m > 2nlogq, oes > O(£3m?), Prey > Ocrs - O(L*m?),

q = mO@D - 0(6?) - oLweoers +4m*/? - o we (N Prey + Pagg), and Ipcs is correct. Then, Construction 5.6 is correct.

Proof. Take any A, N,z € N, index i € [N], policy f € #;, and attribute x € X; where f(x) = 0. (Recall our
convention is that x satisfies the policy f if f(x) = 0). Let

Ccrs = (CrSN|ZK, A’ P, U’ UCt’ Tct’ {ti’ ri}iE[N]’ V, Za TV, Tz) — Setup(l/l, le lT)
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and (pk;, sk;) < KeyGen(crs, i, ). Parse T¢; = [TTf':n ] pk; = (Wi, {yij}jzi 1), and sk; = (i, f,yi:). Set B =UyTgun €
ZZX['”’ and compute By = EvalF (B, f), Hpfx = EvalFX(B, f,x). From the analysis in Theorem 5.7, we always have
||yl‘,i|| < ,Bkey and AYi,i = Wl-r,- +p+ BfG_l(ti). (55)

Take any set of tuples {(J, fj. pk;)}jzi where IsValid(crs, j, f,pk;) = 1 for all j # i. This implies that for each
j € [N]\ {i}, we have
llyjill < Prey and Ay;; =W;r;. (5.6)

Now let (mpk, hsky, ..., hsky) = Aggregate(crs, (pky, f1), ..., (pky, fa)). By the structure of V and correctness of
IIpgs, the vectors y; and dy from Eq. (5.4) satisfy Ayo; — Z(I; ® r;)dy = 0". This means

Ayo;i = Z(Ix ® 1;)dg = Z(dy ® I,)1; = Wor;
We conclude that Aggregate always computes (W, yo1,- - ., Yon) such that
lyoill < Pagg and Ayo; = Wor; (5.7)

This means mpk = W = Wo+2ien] Wi. Take any message 1 € {0, 1} andlet ct = (cj, ¢}, ¢}, c4) < Encrypt(mpk,x, p).
Lets € Zg, ec Z(’]”, Ky € {0, 1}™™ Kw € {0, 1}"™*™, k, € {0,1}™ be the components sampled by Encrypt. Consider
the output of Decrypt(sk;, hsk;, x, ct). In this case, ysk = yi; and ynsk = hsk; = yo; + 2 ;4 ;. First,

Yii tYoit Z Yj,i) +e' (Yi,i + Yo, + Z Yj,i) .

J#i J#i

c}(Ysk + yhsk) =s'A

Combined with Egs. (5.5) to (5.7), this becomes

i (Ysk + Yhsk) = sT(Wir; +p + BfG_l(ti) +Wor;) + Z s'Wr; + &
i
=s' (Wri +p+ BfG_l(ti)) + €.
Next, R
ca+cyri =g |q/2) +s"p+s"Wr; + ek, + e'Kyr; .
—_————

é

We now break down the term [c] | ¢]] - [_(XT% Ln)Tin| . Hp £ x - G™'(t;). We start by observing

un
X ©G=(x ®L)18G) = (X &)L ®A|Ul-Ta = [AK ®1y) | (X @1)U] - | .
un
Then, recalling that B = U Ty, € Zg”’"', we have
[A|Uq - (X' ®L)U] - [‘(XT%WTM] = [~AX' ®1,) | U — (X' @ I,)U] - []Tfin ] -B-x®G.  (58)
By Theorem 3.9 and the fact that f(x) = 0, this yields
(e [ el - [~ @ )T | Hy G (1) = "(B - X' ©G) - Hy g - G (1)

+ (€' (x' ® Ly)Tin + €' KyTgun) - Hp px - G~ (1)

&3

= STBfG_l(ti) + €3.

30



Putting everything together, we have

—_— T . —_ ~ ~ ~
ca+[c] | ci] - [ (x %Im)T'“ ‘Hprx -G Y(t) + oy — ] (Ysk + Yhsk) = - Lq/2] — €1 + &, + é5.

un
It suffices to show that |é;| + |é;| + |és| < /4 always holds:
« By construction, ||e|| < vmopwe.
« Since [lyjll < Prey for j € [N] and [lyo,ill < Pagg by Eqs. (5.5) to (5.7), it follows that
|é1] < m*?o1we (N ey + Page)-
« Next, k, € {0,1}", Kw € {0,1}™™, and ||r;|| < || To|| - 4om?® by Lemma 4.7. Since ||To|| < v/moers by Lemma 4.5,

we have
|é2] < |eTkp| + |eKwri| < m*?orwe + m*?orwe - Inill < O(fm?) - oLweoes.

Finally, |[G™'(t;)|| = 1. Next, || Te|| < [|To|| by Lemma 4.6 and ||Hp fx|| < m©@ by Theorem 3.9. Thus,
”eT(KUTfun - (XT ®L,)Tin)ll < 2tm? IToll llell < 2f”’lgo'crsGLWE

and

o(d)

les| < mO(d) - tm® - (2{m30'crso'LWE) <m : O(fz) * OLWEOcrs-

Correctness holds when g > 4(|é;| + |é2| + |é3]), so it suffices to take
q=mPD - 0(£?) - oLwe s +4m*? - o Lwe (NPrey + Page)- o
Theorem 5.9 (Attribute-Selective Security). Suppose the following constraints hold:
« Lattice parameters: n > A, m > 3nlogq, and q > 2 is prime.

- Width parameters: ocrs = O(£y>m?), okey = O(£°m) - Ours, Prey = VMOley, Pagg = VM0agg, and

2ocs > Oagg = max{zll(ﬁkey + mo(d)o'crs)a O(foms/z) * OcrsOloss (Apcs, nN, mN + k, q) }.

Suppose also that TINizk is complete, simulation-sound extractable, and zero-knowledge, and that Ilpgs is correct
and explainable. Then, under the £y-succinct LWE assumption (Assumption 3.10) with parameters (n, m, q, OLWE, Ocrs)»
Construction 5.6 is attribute-selective secure without corruptions in the random oracle model.

Proof. Take any polynomials N = N(A), 7 = 7(4) and any efficient adversary A for the attribute-selective security
game. Suppose A wins the game with non-negligible advantage ¢. In addition, let Q,, be a bound on the number of
random oracle queries algorithm A makes. For ease of exposition, we assume that A has the following properties:

« It never queries the random oracle on the same input more than once.

« It always makes a random oracle query on the tuple ((pky, fi), ..., (pki, fv)) associated with its challenge
query (i.e., the input to the Aggregate algorithm during the challenge phase).

These assumptions are without loss of generality since we can generically transform any adversary that does not satisfy
this property into one that satisfies these requirements. Namely, we can consider a “wrapper” adversary around A that
maintains a table of random oracle input/outputs corresponding to the queries A made and answering any repeated
queries using its internal table. Moreover, if A has not queried the random oracle on input ((pk3, f1), . .., (pki, fiv)) at
the time it submits its challenge query, the wrapper adversary can do so itself before submitting the (same) challenge
query to the challenger.
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Hybrid sequence. We now define a sequence of hybrid experiments. Our hybrids are parameterized by a bit
b € {0,1} and a polynomial p € poly(1). We omit the index p when the hybrid definition is independent of the choice
of p. We also note that some of the hybrid experiments have inefficient challengers. For clarity of exposition, we will
highlight the hybrids where the challenger’s behavior can be implemented by an efficient algorithm in purple. When
considering reductions to computational assumptions, it will often be important that the challenger in the relevant
hybrid distributions be efficiently-implementable.

. Hyb(()b): This is the attribute-selective security experiment with challenge bit b:

— Setup phase: On input the security parameter 1%, algorithm A sends a slot count 1V, the policy-family
parameter 17, and an attribute x € {0, 1}’ to the challenger. The challenger samples

crs = (crsnizis A, P, U, Uet, Ter, {ti, Ti}ie [N, V. Z, Ty, T) Setup(ll, N, 17).
In particular, the challenger samples

(A, Uy, Ty) < SuccinctTrapGen(1", 1%, q, M, Ocrs)
(U, T¢t) < DimRed(A, Uy, Ty, [£])
(V,Z,R, Ty, T;) « Transform(A, U, Ty, N)
CISNIZK NIZK.Setup(lA)
prtis. ..ty &Zg

R nxm
UCt — Zq

It parses R = [r; | -+ | rn]. The challenger also initializes a counter ctr = 0, and an (initially-empty)
dictionary D.

- Key-generation phase: Adversary A can make key-generation queries. In a key-generation query,
the adversary specifies a slot index i € [N] and a function f; € $,. The challenger responds by

incrementing the counter ctr = ctr + 1 and sampling (pk,,,, sketr) < KeyGen(crs, i, f;), where pk,,, =

(Wi,ctr, {Vijctr} j#is ni,ctr) and sketr = ¥iictr.- In particular, the challenger constructs the components as
follows:

[ Tin

1. First, it parses T = T, ] and sets B = U Ttyy,. It then computes By, = EvalF(B, f;).

un

2. Next, the challenger éamples

Yitctr

« SamplePre(V, Ty, n; ® (p + BfiG’l(ti)), Okey)>
YiNctr
L di,ctr

where y; j i € Z™ and d; ¢ € Zk.1f IYij.ctell > Prey for any j € [N], then the challenger sets

Yitctr

=Ty - G,n(n; ® (p+BG~'(1))). (5.9)
Yi,N,ctr

dl’,ctr

The challenger then sets Wty = Z(dj ctr ® I).
3. Finally, the challenger computes ;i < NIZK.Prove(crsnizk, Cr, (A, Bf, Wictr, Ti, ti, P, Prey)s Yiictr)s
where Cg is the circuit computing Fig. 1.

The challenger sets pk,, = (Wi, {y,;jyctr}jﬂ , Tictr) and replies with (ctr, pk,,) to A. It also adds the

mapping ctr — (i, f;, pky,) to D.%

8In the no-corruption setting (see Definition 5.4 and Remark 5.5), the challenger does not need to store the honestly-generated secret keys.

32



- Challenge phase: For each slot i € [N], adversary A must specify a tuple (idx;, f;*, pk;) where either
idx; € {1,...,ctr} to reference a challenger-generated key or idx; = L to reference a key outside this set.
The challenger parses pk; = (W, {yi ;};#i ) and checks the following:

« If idx; € [ctr], then the challenger looks up the entry D[idx;] = (i’, f’, pk’). If i # i’ or f* # f" or
pk; # pk’, then the challenger halts with output 0.
« If idx; = L, the challenger checks that IsValid(crs, i, £, pk}) = 1. In particular, the challenger verifies
that
Vji#i:Ay,; =W;r; and |yl < Prey
and that NIZK.Verify(crsnizk, Cg, (A, B, Wi, Ty, ti, P, Brey), i) = 1, where By, = EvalF(B, f;). If the
check fails, the experiment outputs 0.
The challenger then computes (mpk, hsky, ..., hsky) = Aggregate(crs, (pky, ;7). ..., (pky. fx))- Specifi-
cally, the challenger first constructs the tuple

& = ((pki, ), - (P fx)) - (5.10)
Then it computes y* = H,(£") and
Yo.1
Ko = g DGS.SamplePre(lADGS,V, Ty, 0™V, Oaggs V') (5.11)
Yon
do

If [|yoill > Pagg for any i € [N], then it sets Wy = 0" and y,; = 0™ for all i € [N]. Otherwise, it sets
Wy =Z(dy ® I,;,). Finally, the challenger computes
mpk:W:W0+ Z W; and Vie [N] 3h5ki:y0,i+ZYj,i~
i€[N] J#i

Next, the challenger constructs the challenge ciphertext ct* = (c[, ¢}, ¢}, c4) < Encrypt(mpk,x,b) as
follows:

1. The challenger starts by sampling s <~ Z", e « Dy, Ky & {0, 1Y™m Ky & {0,1}™™ and

kp < {0,1}™.If [le|| > Vmoyw, it sets e = 0.
2. The challenger now computes the components as follows:

ci=s'A+e'

ch =s'W +e'Ky

c;=5"(Uy — (x' ®1,)U) + 'Ky
cs=s'p+ek,+b-|q/2]).

It gives the challenge ciphertext ct* to A.

— Output phase: At the end of the experiment, algorithm A outputs a bit b’ € {0, 1}, which is the output
of the experiment. Note that if A aborts early, then the output of the experiment is 0.

Throughout this experiment, whenever A queries the random oracle H, on an input, the challenger always
replies with a uniform random string y < {0, 1}*.

Hybib) : Same as Hyb(()b), except at the beginning of the experiment, the challenger samples an index ind <~ [Q,,].
Let &ing € {0, 1}* be the ind'™ query A makes to the random oracle. During the challenge phase, after computing
& according to Eq. (5.10), the challenger checks if &g = £* and halts with output 0 if not. If A has not made
ind queries to the random oracle prior to the challenge phase, the challenger also halts with output 0. In this
experiment, if &ing cannot be parsed into ((pky, fi), ..., (pky, fa)) where pk; = (W, {y; }j»i, ;) and f; € Pr,
then the output of the experiment is guaranteed to be 0.
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Hybgb): Same as Hybib) , except in the key-generation phase, after generating the key pk, on slot index i with
policy f;, the challenger halts with output 0 if IsValid(crs, i, f;, pk.,) = 0.

Hybéb) : Same as Hybgb), except the challenger replaces the NIZK proofs in the key-generation queries with
simulated proofs.
— In the setup phase, the experiment samples (crsnizi, tdnizk) < NlZK.TrapSetup(lA).
— For each key-generation query with slot index i € [N] and policy f;, the challenger computes the simulated
proof as 7 . < NIZK.Sim(tdnizk, Cr, (A, B, Wictr, T, ti, P, Prey))-

In this experiment, the adversary’s view no longer depends on the secret keys sketr = yiictr generated in
key-generation queries.

Hybib): Same as Hybgb), except the challenger changes how it samples the public key when responding
to key-generation queries. In particular, on each key-generation query (i, f;), the challenger first defines
Z = [vec(Zy) -+ | vec(Zy)] € ngXk where Z = [Z; | --- | Zi]. Then, it samples

Wi,ctr (i ngm s di,ctr — Z(_rkley(vec(wi,ctr))
V] F1i: Yijctr < A(_)-kley (Wi,ctrrj)
Yiictr < A_l (Wi,ctrri +p+ BﬁG_l(ti))-

Okey

Next, the challenger checks that [|y; jctr|| < Prey forall j € [N]. If not, it sets (yi1.ctr - - -» Yi,N,ctr> dictr) according

to Eq. (5.9) (exactly as in Hybgb) ). Finally, the challenger constructs the proof as in Hybéb) :

Tictr < NIZK-Sim(thIZK: Cg, (A» Bfi,wi,ctra r;, t;, p, ﬁkey))-

The challenger replies with the public key pk; = (W ctr, {y,-, j,ctr} , i ctr). Note that y; ; ot is not given out.

J#i

Hybéb): Same as Hybib), except when responding to key-generation queries, the challenger no longer checks
the condition that [|y; j.cir|| < Prey for all j € [N] when generating the key.

Hybéb): Same as Hybéb), except when responding to key-generation queries, the challenger now samples
Vijctr < A;klcy (Wicti +t;).

Hybgb): Same as Hybéb), except we introduce the following abort events to the game:

- During the setup phase, after sampling ty, ..., t, < Zg, the challenger aborts if there exists i # j where
t; = t;. Namely, the challenger checks that the t; are all distinct.

— When responding to key-generation queries, the challenger halts with output 0 if ||y;;ctrll > Prey-

~ Let &nq be the ind'™ random oracle query that algorithm A makes. Suppose &ng = ((pky, fi)s - . ., (pkys fN))
where pk; = (W, {yij} ;x> 7). When A makes a key-generation query (i, f;) after it has made ind random
oracle queries, after the challenger samples W ., the challenger checks if W; .t = W;. If so, the challenger
halts with output 0.

Hybéb): Same as Hyb.f.b), except when responding to key-generation queries, the challenger reverts back to
using the trapdoor. In particular, on each key-generation query (i, f;), the challenger samples the public key by
first computing

Yi,l.ctr

« SamplePre(V, Ty, n; ® t;, Oyey) (5.12)
YiNctr
d[,ctr

Then, it sets W i, = Z(d;, ® I,,) and computes ;¢ < NIZK.Sim(tdnizk, Cr, (A, Bf, Wictr, T, ti, P, Prey))-

The challenger in this experiment still checks the same set of abort conditions as in Hyb;b).
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. Hybgb): Same as Hybéb), except in the challenge phase, after sampling (yo 1, ..., yon, do), the challenger skips
the check that ||yg;|| < Bagg for alli € [N].

. Hybig): Same as Hyb;b) except the challenger performs some additional checks when responding to the ind'h
random oracle query &4 € {0, 1}*. Specifically, we introduce the following modifications:

— Setup phase: In the setup phase, the challenger initializes an additional (empty) dictionary Dg| that maps
public keys to decryption keys y.

- Key-generation phase: On each key-generation query (i, f;), after the challenger computes By, =
EvalF (B, f;) and samples W; ., and the associated secret key y; ; tr as in Hybgb), the challenger adds the
mapping (i, Bf, Wictr) + (0, ¥iictr) to D if (i, Bp, Wicr) is not already in Dg. As in Hybéb), if the
experiment does not abort, then Ay; ; ctr = Wice i + t; and [|yiicell < Prey-

Next, when responding to the ind™ query &4 to the random oracle, the challenger proceeds as follows:

- Parse &ing = ((pkys 1), .., (pkys fv)), where pk; = (Wi, {yij}jzi i) and f; € Pr. If &g does not have
this form, then halt with output 0.

— Check that for all i € [N], IsValid(crs, i, f;, pk;) = 1. If not, then halt with output 0.

— For each i € [N], compute By, = EvalF(B, f;). If (i, B5, W;) is not contained in Dgy, then the challenger
computes
y; = NIZK.Extract(tdnizk, Cr, (A, B, Wi, 13, ti, D, Prey), 7).

The experiment aborts and outputs 0 if
Cr((A,Bf, Wi, T, 1, P, frey), y;) =0 or  fi(x) =0.
In other words, the experiment only proceeds if
Iyill < frey and  Ay; =Wir; +BG™'(t) +p and fi(x) =1,
If all conditions are satisfied, then the challenger adds the mapping (i, B, W;) +— (1,y;) to Dg.

If all of the checks pass, then the challenger samples y* <~ {0,1}” and responds with y* (as the value of
H,(&ind)). The rest of the experiment proceeds exactly as in Hybéb) . Notably, if the challenger does not halt
early in this experiment, then every tuple (i,B 1» W;) associated with &nq is contained in Dy, and moreover

— If D [ (4, Bﬁ,W,-)] = (0,y}), then [y} || £ frey and Ay} = W;r; +1;.
- If D [(i, B, Wi)] = (Ly}), then |y} || < frey, Ay} = Wir; + BsG™!(t;) + p, and fi(x) = 1.

The “indicator” bit associated with each entry denotes whether W; was sampled by the challenger (as part of
an honest key-generation query) or chosen by the adversary.

. Hybill’): Same as Hybig), except the challenger changes the distribution of A. Specifically, in the setup phase,

instead of running (A, Uy, Ty) < SuccinctTrapGen(1", 1%, g, m, o.5), the challenger samples
A & 2P, U & Zf,“"xm , To — [I, ® A [ Ugl; (Gng,)- (5.13)

It then computes (V,Z,R, Ty, T;) < Transform(A, Uy, To, N ). The challenger aborts and outputs 0 if

I Toll > Vmoes o [Tyl > fom® - [ Toll or [IR]l > &ym?® - | Toll.
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. Hybigjoz Same as Hybi?) except the challenger uses DGS.Explain to derive y* = H,(&inq). Specifically, when

responding to the ind™ query to the random oracle, the challenger samples y < {0, 1}” and computes
Ko — DGS.SamplePre(lADGS,V, Ty, 0™V, Oagg: V)-

Then, it computes
Y e DGS.Explain(l/l”““, 1?M v Ty, O”N,Ko,aagg).

The challenger replies to A with y*.

Hybi?pz Same as Hybgja except when sampling ko (when responding to the ind™ random oracle query), the

challenger samples

Yo
Ko=| + |« V;alzg(onN)'
Yon ‘
do

Hybiii,: Same as Hybgjo except when responding to the ind'® random oracle query, the challenger now samples

dy — Dgﬁagn and W, =Z(dy®ln) and Vie[N]:yo; « A;l (Wory).

Hybi?pz Same as Hybﬁ&, except when responding to the ind™ random oracle query, the challenger now

samples W, &~ Zy*™ and dg SamplePre(Z, T;, vec(Wy), 0agg). Here, Z = [vec(Z,) --- | vec(Zy)] € Z(’Z”"Xk
where Z = [Z,| -+ | Z].

Hybilgjoz Same as Hybgja, except the challenger changes how it samples U, and Wy. In the setup phase, the

challenger samples U7, W & ngm. Then it sets U, = U, + (x' ® I,,)U. When responding to the ind™ random

oracle query, the challenger sets Wy = W — 3,y Wi.

}mxm,

Hyb(b> : Same as Hyb(b) except the challenger now samples Ky < {0,1}™™, Ky < {0,1 and

17,p° 16,p°
k, < {0,1}™ during the setup phase (instead of the challenge phase). Then, during the setup phase, it sets

U}, = AKy and p = Ak,. When respond to the ind™ random oracle query, the challenger sets W; = AKw.

Hybigjoz Same as Hybi?’;, except when constructing the response to the ind™ random oracle query &g, the
challenger first parses &ing = ((pky, f1), - - ., (pky, fv)) where pk; = (W, {yi;}j#i, ;) and f; € Pr. As in the
previous experiments, if &,q does not have this form, then the challenger halts with output 0. The challenger

then computes By, = EvalF(B, f;) for each i € [N] and then populates Dy using the same procedure as described

in Hybig). Similar to the previous experiments, if the challenger does not abort, then for every tuple (i, B5, W;),
there exists an entry (i, Bg, W;) in Dg,. The challenger now constructs the vectors yq; for each i € [N] as
follows:

- If Dsk[(i,Bf, Wi)] = (0,y7), then the challenger samples y; < A;algg (AKwr; — 24 Ayji — Ay; +t;).

— If D[ (i, B, W3)] = (1,y}), then the challenger first defines K\ = KyTr, Hp x — (x" ® L,,)TinHg 1 x.
Here Hp f; 5 = EvalFX(B, f;, x). Then it samples

Yo.i < A;dlgg AKWri - Z ij,i — Ay: + AKg)Gil(ti) + Akp + ti .
J#i

(b)

Note that this is a purely syntactic change from Hyb;; >
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Same as Hyb except the challenger changes how it computes each yo ; when responding to the ind'™

g Hyb19 » 18,p
random oracle query. For each i € [N], the challenger first samples k;, « A_! (t ) and sets y,; as follows:

— If Do [(i,Bf, Wi)] = (0,y7), the challenger sets yo; = Kwr; — 2., v — y; +ki,.
- If Dok [(i,Bf, Wi)] = (1,y7), the challenger sets yo; = Kwri — 2.y —y; + Kg)G’l(t,-) +kp + ki,

. Hybgg’)p Same as Hybg)p except the challenger changes how it samples t; and k¢,. The challenger samples

ke,....kyy < D7 ahdsetsti:Akti for all i € [N].
. Hyb21 » Same as Hyb20 » except when constructing the challenger ciphertext, the challenger no longer checks

if |le]| < v/moLwe. Note that beyond the sampling of the initial trapdoor (A, U, Ty) according to Eq. (5.13), the
challenger in this experiment can be implemented efficiently.

. Hybélz’,)p Same as Hyb21 » except in the challenge phase, the challenger samples c; <- Zg'. It then computes

c; = ¢Kw, ¢j = ¢]Ky, and ¢4 = c[k;, + b - [ g/2]. The challenge ciphertext ct* is then ct* = (c], ¢}, c], c4).

Same as Hyb except the challenger undoes the change to the sampling of t; and ky,. Specifically, in

. Hyb23 ' 22p°
this experiment, the challenger samples t; <~ Z] and k;, < A;:gg (t;) for each i € [N].
(&) .
Hybsy p:
when responding to the lndth random oracle query, the challenger now constructs y,; for i € [N] as follows:

Same as Hyb( ) except the challenger constructs y,; using the procedure from Hyb(b) Specifically,

23,p°

- If Ds[(i,Bf, Wi)] = (0,y7), then the challenger samples y; < A (AKwr, 2 i Ayji — Ay; +t;).

- If Do [(i, By, W;)] = (1,y7), then the challenger first defines KB = KyTfunHg £, x — (X' ® I,) TinHp f, x.
Here Hp f, x = EvalFX(B, f;, x). Then it samples

Yoi — A;L | AKwri - ZAy,l — Ay, +AKYG (1) +p +t;
J#i

Recall that p = Ak, in this experiment. Importantly, the quantities in this experiment that depend on kj, can be
constructed given only p = Ak, and ck,,.

bg’;)p Same as Hybg 4;) except in the challenge phase, the challenger samples p <- Zgy and ¢4 & Z4. Note

that in this experiment, the challenger’s behavior is independent of the bit b € {0, 1}.

For any efficient and admissible adversary A, we write Hyb(b) (A) to denote the random variable corresponding to
the output of an execution of hybrid Hyb'®) with adversary A (and an implicit security parameter 1). We now bound
the difference between the output distributions of each adjacent pair of hybrid experiments.

Lemma 5.10. For all b € {0,1}, it holds thatPr[Hybéb) (A)=1] =Qro - Pr[Hybib) (A) =1].

Proof. The adversary’s view in Hyb(()b) and Hybib) is identically distributed. By assumption, algorithm A always
queries the random oracle on & at some point in the security experiment. Let ind* € [Q,,] be the index of this query
(recall that Qy, is an upper bound on the number of random oracle queries algorithm A makes). By definition,

Pr[Hyb!"” (A) = 1] = Pr[Hyb'"”) (A) = 1 A ind = ind"].

Since the challenger samples ind < [Q,,] and moreover, ind is independent of all other quantities,

ro

Pr[Hyb® (A) = 1] = Pr[Hyb?) (A) = 1 A ind = ind*] = Qi Pr[Hyb?) (A) = 1]. o
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Lemma 5.11. Suppose the conditions of Theorem 5.7 hold. Then, for allb € {0,1} and all A € N,
Pr[Hyb\" (A) = 1] = Pr[Hyb{" (A) = 1].
Proof. Immediate since Construction 5.6 satisfies (perfect) completeness (Theorem 5.7). O

Lemma 5.12. Suppose the conditions of Theorem 5.7 hold and Il\izk satisfies computational zero-knowledge. There
exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb'" (A) = 1] = Pr[Hyb{") (A) = 1]| = negl(A).

Proof. The indistinguishability of the two hybrids follows from the zero-knowledge property of NIZK (Definition 3.1).
Suppose |Pr[Hyb§b) (A) =1] - Pr[Hybgb) (A) = 1]| = e(1). We construct an efficient algorithm B that breaks
zero-knowledge as follows:

1. On input the security parameter 1* and the common reference string crsyizk, algorithm B starts running A (14).
Whenever A makes a random oracle query, algorithm B responds with a random string y <~ {0, 1}*. Recall
that we assume A does not query the random oracle on the same input more than once. It is straightforward
to handle repeated queries by having 8 maintain a table of queries and responses. We omit this detail for ease
of exposition.

2. Algorithm B constructs crs using same procedure as described in Hybgb) and Hybgb), except it uses crsnizk
from the challenger (instead of sampling it itself). It gives crs to A.

3. Whenever A makes a key-generation query (i, f;), algorithm $ samples the components W . and y; j cir

exactly asin Hyb;b) and Hybgb). To generate the NIZK proof, algorithm 8 forwards the circuit Cg, the statement
(A, B, Wicer, Ti, ti, D, Prey), and the witness y; ;i to the zero-knowledge challenger. The challenger replies
with a proof 7 . Algorithm B now responds to A with the public key pk,, = (er, {Vijctr}jzis Jl'i’ctr).

4. Algorithm B executes the challenge phase and the output phase exactly as described in Hybgb) and Hybgb).

In particular, if the challenger would have halted with output 0 in an execution of Hybgb) and Hybgb) (e.g., if
&ind # & in the challenge phase or if IsValid(crs, i, f;, pk,,) = 0 in a key-generation query), then algorithm 8
also halts with output 0. If algorithm A halts before the end of the experiment, algorithm 8 also outputs 0. If
algorithm A outputs a bit b’ € {0, 1} at the end of the experiment, then algorithm 8 also outputs b’.

By Theorem 5.7, for every key-generation query, it is the case that Cg ((A, B, Wictr, Ti, ti, Ps Prey)s Viictr) = 1. Now, if
the challenger samples crsyjzx NIZK.Setup(lA) and

Tictr < NIZK.Prove(crsnizk, Cr, (A, B, Wictr, Ti, ti, P, Prey)s Yiictr)s

then algorithm B perfectly simulates an execution of Hybgb) . Conversely, if the challenger samples (crsnizk, tdnizk) <
NIZK.TrapSetup(lA) and 7 ¢t <= NIZK.Sim(tdnizk, Cr, (A, B, Wictr, Ti, ti, P, Prey)), algorithm B perfectly simulates
an execution of Hybgh) . Thus, algorithm 8 breaks zero-knowledge with the same advantage «. O

Lemma 5.13. Supposen > A, m > 3nloggq, q is prime, ocrs > (méy + m) log(nky), and oey > 34°m°/ - ocys. There
exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{" (A) = 1] = Pr[Hyb{" () = 1]| = negl(1).
Proof. The statistical indistinguishability of the two hybrids follows directly from Corollary 4.10. Specifically, for the

given choice of parameters, by Corollary 4.10, with overwhelming probability over the choice of (A, V,Z, Ty), the
following two distributions have negligible statistical distance:
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« Sample
Yitctr
: « SamplePre(V, Ty, n; ® (p + BﬁG_l(t,-)), Okey)

YiNctr
di,ctr

and OutPUt (yi,l,ctrs <+ > YiN,ctrs di,ctr)~

M Sample Wi,ctr & ngm s di,ctr — Z;kley (VCC(WLC”)), Yi,j,ctr — A;kley (Wi,ctrrj) fOI' aH] * i, and Yiictr —
A;kley (P + Bf,- G! (ti) + wi,ctrri)~ OUtPUt (Yi,l,ctra <+ s YiNctrs di,ctr)~

The first distribution corresponds to Hybgb) while the second corresponds to Hybib). Finally, algorithm A makes a

polynomial number of key-generation queries, so the two experiments are statistically indistinguishable by a hybrid
argument. O

Lemma 5.14. Supposen > A, m > 3nloggq, q is prime, oiey > logm, and Prey > YMoyey. There exists a negligible
function negl(-) such that for allb € {0,1} and all A € N, |Pr[Hybib)(ﬂ) =1] - Pr[Hybéb) (A) =1]| = negl(A).

Proof. The only difference between Hybib) and Hybgb) is the challenger in Hybib) additionally checks that [|y; jct|| <

Prey when answering key-generation queries. In Hybib) , the challenger samples y; j cir < A;kley (+). We show that
lyijctrll < Prey with overwhelming probability:

« Since n > A, m > 3nloggq, and q is prime, we appeal to Lemma 4.5 to conclude that the distribution of A is
statistically close to uniform over ZZX"’ (and correspondingly, has full column rank).

« By Lemma 3.5, if oyey > log m, then with overwhelming probability, ||y; jct|l < \/ﬁO’key < Prey-

The number of such vectors y; ; . that the challenger samples in Hyb‘(lb) is N - Qkeygen, Where Qyeygen is the number of
key-generation queries algorithm A makes. Since this is polynomially-bounded, the two experiments are statistically
indistinguishable by a union bound. O

Lemma 5.15. Forallb € {0, 1}, Pr[Hybéb) (A)=1] = Pr[Hybéb) (A) =1].

Proof. In Hybgb) and Hybéb), the adversary’s view is independent of y; ; .+ for all ctr. In particular, the challenger
never gives out y; ; otr in a key-generation query (i.e., it would correspond to a user’s secret key). Thus, the adversary’s
view in these two experiments is identical. O

Lemma 5.16. Supposen > A, m > 3nloggq, q is prime, oyey > logm, and Prey > Vmoyey. There exists a negligible
function negl(-) such that for all b € {0,1} and A € N, | Pr[Hyb\" (A) = 1] - Pr[Hyb"”) (A) = 1]| = negl(A).

Proof. The two experiments are identical except for the addition of the additional abort events in Hybgh). We argue
that each of these events occurs with negligible probability in Hybéb):

e In Hybéb), the challenger samples t; < Zg for all i € [N]. By a union bound, the probability that there exists
i # j where t; = t; is at most N?/¢", which is negligible since N = poly(4).

e« In Hybéb) , on each key-generation query (i, f;), the challenger samples y;; ctr A;kley (Wi cteri +t;). By the
same argument as in the proof of Lemma 5.14, ||yiictrll < Prey holds with overwhelming probability. The
adversary makes a polynomial number of key-generation queries, so by a union bound, the probability that
there exists ctr such that ||yt || > Prey is negligible.
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« For the third event, we use the fact that in Hybéb), for all values of ctr, the challenger samples W ¢ty <~ zpm
and independently of the matrix W; that appears in &nq. Thus, the probability that W; t = W; is exactly ¢g7"™,
which is negligible. Again taking a union bound over the total number of key-generation queries algorithm A
makes, the probability that this condition occurs is negligible. O

Lemma 5.17. Supposen > A, m > 3nlogq, q is prime, o¢s > (méy+m) log(nky), and oyey > 36°m®/?-oys. There exists a
negligible function negl(-) such that forallb € {0,1} and A € N, |Pr[Hyb§b) (A)=1] —Pr[Hybéh)(\?() = 1]| = negl().

Proof. This lemma follows by the same argument as in the proof of Lemma 5.13 O

Lemma 5.18. Supposen > A, m > 3nloggq, q is prime, Ilpgs satisfies correctness, oers > O(£2m?), Pagg = \/ﬁaagg, and
24cs > Oagg = Ocrs * O(bym®?) - o10ss(Apcs, nN, mN +k, q). There exists a negligible function negl(-) such that for all
b € {0,1} and A € N, | Pr[Hyb'" (A) = 1] - Pr[Hyb " (A) = 1] = negl(}).

Proof. Since o5 = O(£2m?) > (mfy + m) - log(nf), Lemma 4.5 implies that ||Ty|| < v/moes. By Lemma 4.7, this
means || Ty|| < VMoes - fom? < 0ers - O(fpm®/?). Moreover, the following also hold:

« First, 20cs > Oagg = || Tyl - Gl0ss(Apcs, BN, mN + k, q), which follows from the constraint on o,gg.
« Next, ||0™V|| < 2%ocs,

Since V - Ty = Gy, by correctness of IIpgs, the distribution of yq 1, ..., yon, do output by Eq. (5.11) is statistically
close to sampling from V;algg (0"N). By the structure of V, and the fact that the distribution of A is statistically close to
uniform (Lemma 4.5), we can appeal to Lemma 3.7 to conclude that the marginal distribution of each y, ; is statistically
close to A;algg (Wyr;) where Wy = Z(dy ® I;,). By Lemma 3.5, with overwhelming probability over the choice of yy ,

we have ||yo;|| < \/r_naagg < Pagg- Since N = poly(A), by a union bound over all i € [N], we conclude that with
overwhelming probability, [|yo,;|| < Bagg for all i € [N]. In this case, the challenger’s behavior in Hybéb) is identical
to its behavior in Hybéb). O

Lemma 5.19. Suppose IINizk is simulation-extractable and A is admissible. Then, there exists a negligible function

negl(-) such that for allb € {0,1} and A € N, |Pr[Hybgb) (A)=1] - Pr[Hybig) (A) =1]| = negl(A).

Proof. The only difference between Hybéb) from Hyb%’ ) are the additional checks the challenger performs when A

makes its ind® random oracle query &,4. Consider an execution of Hybgb) and Hybgg) . First, if &nq # &, then the
challenger in both experiments outputs 0. Thus, it suffices to consider the case where

Eind = & = ((pk3, ). - - (Pkys )

and pk; = (W}, {yi bz ). Throughout the analysis, we define B - = EvalF(B, ). We consider several possibili-
ties:

+ Suppose there exists some i € [N] where IsValid(crs, i, f, pk;) # 1. Then the challenger in Hybig) always

outputs 0. We claim this is also the case in Hybéb). By definition of £ (see Eq. (5.10)), algorithm A must have
submitted (idx;, f;*, pk;) as the tuple for slot i during the challenge phase. We consider two possibilities:

— If idx; € [ctr], then the challenger looks up D[idx;] = (i, f*, pk’) and checks that i = i’, f* = f” and
pki = pk’. Otherwise, the challenger outputs 0. If all of these checks pass, then the challenger must
have added the mapping idx; — (i, f;*, pk}) to D in response to a key-generation query. In this case, if

IsValid(crs, i, f;*, pk;) = 0, then the challenger outputs 0 (this is the abort condition in Hybgb)).
- Ifidx; = L, then the challenger outputs 0 if IsValid(idx;, i, f;*, pk}) = 0.

In both cases, if IsValid(crs, i, i pk}) = 0, then the challenger in Hybgb) would also output 0.

« Suppose IsValid(crs, i, f;*, pkj) = 1 for all i € [N], and there exists an index i € [N] where the following holds:
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- (i Bfi*,Wf) ¢ Dgy at the time A queries &g to the random oracle; and
- ff(x)=0.

Then, the challenger outputs 0 in Hybig). We show that the same holds in Hybgb). By definition of &4,
algorithm A must have submitted (idx;, f;*, pk;) as the tuple for slot i in the challenge phase for some choice
of idx; € [ctr] U {L}. We consider two cases:

- Suppose idx; € [ctr]. This means the challenger sampled pk; = (W7, {y’lf’j}j;&i, ;) in response to a
key-generation query on (i, f;"). Moreover, since (i, B le:‘) ¢ Dsi at the time it queried the random
oracle on jnq, the challenger must have sampled W} when responding to a key-generation query after
algorithm A queried the random oracle on &,4. But in this case, the challenger always outputs 0 (see the

abort conditions from Hybgb) ).

- Suppose idx; = L. In this case, if A is admissible, it must be the case that f* (x) = 1. Thus this case does
not happen for an admissible adversary.

(b)
1

Thus, as long as A is admissible, the challenger outputs 0 in this case in both Hybgb) and Hyb ,".

The only setting where the challenger’s behavior in Hybéb) and Hybig) could differ is if the following occurs:
¢ Eng = 8 = (ki) .. (P £)) where pk¢ = (Wi {y) ) s )-
« Foralli € [N], IsValid(crs, i, f*, pk;) = 1.

o There exists an index i € [ N] where (i, B £ W7) ¢ Dgy at the time the adversary queries H,, (&n4), and moreover,
CR((A’ Bf;*s W;ks rj, ti, P ,Bkey)> yj) =0 and }I;k = NIZK.EXtraCt(th[ZK, Cﬂ> (A’ Bfl*’ Wf’ rj, tis P; ﬂkey)s ﬂ-l*)'

Let E to be the event that these condition are satisfied. By the above analysis, we have
| Pr[Hybg” (A) = 1] = Pr[Hybjy (A) = 1]| < PrlE]
r[Hyb, r[Hyb,, < Pr[E].

Suppose Pr[E] = £(A) for some non-negligible ¢. We now use A to construct an algorithm B that breaks simulation-
extractability of IIyzk as follows:

1. On input the security parameter 1* and the common reference string crsyizk, algorithm 8 starts by sampling
ind & [Qy,]. Then, it starts running A (1*). Whenever algorithm A makes a random oracle query, algorithm
B responds with a random string y < {0, 1}*.

2. Algorithm B constructs crs using the procedure described in Hyb;b) and Hybgg), except it uses crsyizk from

the challenger (instead of sampling it itself). It gives crs to A. In addition, algorithm B initializes an empty
dictionary Dgx. When sampling ty, ..., ty € Z7, if there exists i # j such that t; = t;, then algorithm 8 aborts

with output 0 (as in Hybéb) and Hybgg))

3. Whenever algorithm A makes a key-generation query on (i, f;), algorithm B proceeds as follows:
» First, algorithm B increments its counter ctr = ctr + 1. Then it computes By = EvalF (B, f;).

« Next, it samples Wi ctr, {Yi jctr } je[n] using the procedure described in Hybéb) and Hyb%’) (i-e., according
to Eq. (5.12)).

« To generate the NIZK proof, algorithm 8 sends the circuit Cg and the statement (A, B > Wictr Tis t, P, Prey)
to the challenger. The challenger replies with a (simulated) proof 7; ¢

- Algorithm B responds to A with the public key pk,, = (Wctr {Yijctr} j#i> Tictr)-
+ Finally, algorithm 8 adds the mapping (i, Bz, Wictr) + (0, Viictr) to Dgk.

Asin Hybgb) and Hybgg), if IsValid(crs, i, fi, pkey,) = 0 of ||yiictrll > Prey, algorithm B aborts and outputs L.
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4. When algorithm A makes its ind'™ query &pq to the random oracle, algorithm B attempts to parse &g =
((pkT, i), - .. (pkins f)) where pk; = (W7, {y; jYjwis ;). If &ng does not have this form, algorithm 8B aborts
with output L. Otherwise, algorithm B samples i < [N] and outputs the relation Cg, the statement
(A, B, Wi ti, p, Prey) and the proof 7}

5. If A enters the challenge phase before making ind queries to the random oracle or if A aborts the experiment,
then B aborts with output L.

By construction, algorithm B samples (crsnizk, tdnizk) < NIZK.TrapSetup(lA). It constructs the proofs as 7; ¢t «—
NIZK.Sim(tdnizk, Cr, (A, B, Wictr, T, ti, P, Prey) ). Hence, algorithm 8 perfectly simulates an execution of Hybgb)
and Hybié’) for A. Thus, with probability at least ¢, event E occurs. This means there exists i* € [N] where

« (i",By:, W) ¢ Dy at the time the adversary queries H,(&nq).
« IsValid(crs, i*, f, pki.) = 1.
* Cr((A,Bp:, Wi, i, tir, P, frey), ¥;.) = 0 where yj = NIZK.Extract(tdizk, Cr, (A, B, Wi, Tir, tie, P, Pieey), 7772).

Suppose i = i*. Since algorithm B samples i <~ [N], this occurs with probability 1/N. We claim that in this case,
algorithm 8B wins the simulation-extractability game:

« First, we argue that algorithm 8 did not submit the statement (A, B 1 W:.Z, Tt P, ,Bkey) to the challenger and
receive back the proof 7}.. Since ti, .. ., ty are distinct, algorithm $ would only request a simulated proof on
the statement (A, B o Wi, T, te, Prey) if the following occurs:

- Algorithm A made a key-generation query on the pair (i*, f*) for some f* where EvalF(B, f*) = By:.

— When responding to the key-generation query, algorithm 8 sampled the matrix W7, in response.

By construction, if this happened, then algorithm $ would have also added (i*, Bf:, W}.) to Dy, which is a
contradiction.

« Since IsValid(crs, i*, f;1, pk:.) = 1, this means NIZK Verify(crsnizk, Cg, (A, Bp, Wi, 1, i, s Prey); 7'[1*) =1.

« Finally, we have Cg((A, By, Wi, 1, tis, p, Prey)s y;.) = 0 where
y; = NIZK.Extract(tdnizk, Cr, (A, Bfl_i,W?*,r,-*,t,-*,p, Prey)s Ti+).
This means algorithm $ wins the simulation-extractability game.

Thus, as long as event E occurs and i = i*, algorithm 8 wins the simulation-extractability game with overwhelming
probability. As argued above, Pr[E A i = i*] = ¢/N, which is non-negligible, and the claim holds. O

Lemma 5.20. Supposen > A, m > 3nloggq, q is prime, and ocs > (mfy + m) log(nt,). Then, there exists a negligible
function negl(-) such that for allb € {0,1} and all A € N, |Pr[Hyb$)(3’{) =1] - Pr[Hybﬁ’) (A) = 1]| = negl(A).

Proof. Since o5 = (mfy + m) log(nf,), by Lemma 4.5, the following distributions are statistically indistinguishable:

AU, T SuccinctTrapGen(17, 1% d A, Uy, To) :
{( s U0, 0) < duccinc rap en( 5 ,q,m,o'crs)} an {( s U0 0) T()(_ [I[0®A|U()] l(Gn[0)~

Ocrs

A & Zm Uy, & A }

Moreover, ||Ty|| < V/mogs in the left distribution. By Lemma 4.7, || Ty||, ||R|| < || To|| - &m? and the claim holds. O

Lemma 5.21. Suppose (lym°/? - Gers) + Oloss(Angs, nN, mN + k,q) < Gagg < 2005 and Ipcs is explainable (Defini-
tion 4.1). For every polynomial p, there exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{? (A) = 1] = Pr[Hyb{," (A) = 1]| = 1/p() + negl(2).
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Proof. First, in Hybi’l)) and Hybigio, the outputs is 0 unless || Ty|| < fym? - | To|| < tom®20.rs. Thus, it suffices to

consider the case where || Ty|| - 01055 (ApGs, BN, mN +k, q) < 0ggg < 24065 Moreover, ||0"N|| < 2*06s. Thus, by the
explainability of IIpgs, the following distributions have 1/p(4) + negl(A) statistical distance:

* Dsamplepre: Sample y* & {0,1}* and k¢ «— DGS.SamplePre(lADGS,V, Ty, "N, Oagg: ¥™). Output (%, y*).

* Dexplainp(2): Sample y & {0,1}” and Kk < DGS.SamplePre(1%°%s, V, Ty, 0"V, ;y). Then resample the ran-
domness y* < DGS.Explain(1%0es, 171V, Ty, 0"V ke, Oagg)- Output (%, y").

In Hybgll’), the challenger samples y* (i.e., the value of H,(&inq)) according to the distribution Dsamplepre, Whereas in

Hyb(b) the challenger samples y* according to the procedure in Dgyplainp(1)- The remainder of the experiment is

12,p°
unchanged so the claim follows. O

Lemma 5.22. Suppose (lom®? - 6ers) - Oloss(AnGs, nN, mN +k, q) < Oagg < 2206s and Tlpgs is correct (Definition 4.1).
For every polynomial p, there exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{%) (A) = 1] - Pr[Hyb{s) (A) = 1]| = negl(A).

Proof. As in the proof of Lemma 5.21, the outputs in Hybil;;, and Hybgi) is 0 unless || Ty|| < &ym? - ||Tol| < tom®20crs.

Thus, it suffices to consider the case where ||Tv|| - o10ss(Apgs, BN, mN + k, q) < 0agg < 24065 Then, by correctness of
IIpgs, the following two distributions are statistically indistinguishable:

{xo — DGS.SamplePre(l’lDGS,V, Ty, 0™, oagg)} and {xo — V;algg(O"N)>.

In Hyb(b) the challenger samples ko < DGS.SamplePre(105s, V, Ty, 0"V, Oagg; ¥) Where y & {0,1}”. This corre-

12,p°
sponds to the left distribution. In Hybilg’)p, the challenger samples x, «— V;algg (0™N), which corresponds to the right

distribution. We conclude that the two distributions are statistically indistinguishable. O

Lemma 5.23. Supposen > A, m > 2nloggq, q is prime, and 0,5 > 4log(fym). Then, for every polynomial p, there
exists a negligible function negl(-) such that for allb € {0,1} and all 1 € N,

| Pr[Hyb(}) (A) = 1] = Pr[Hyb(}) (A) = 1]| = negl(A).

Proof. This follow from Lemma 3.7. Since n > A, m > 2nlog g, q is prime, and 0,5, > 4log(£ym), with overwhelming
probability over the choice of A & Zg*™, the statistical distance between the following distributions is negligible:

+ Sample and output xy «— V;algg (0™N).

« Sample and output x, where

y(.),l Yo,1 Z(Ik ® I'])d()
Ko=| - where dy « Dg’ Cage and [ @ |« (Iy® A);;gg
y&;“ YoN Z(Ix ® ry)do

()

The first distribution is the distribution of (yq1, ..., Yo, do) in Hybgjo, while the second is the distribution in Hyb, ap

since
Z(Ik ® I‘i)do = Z(d() ® Im)r,- = Wor;. O

Lemma 5.24. Suppose q is prime and 0,45 > k log nm. Then, for every polynomial p, there exists a negligible function

negl(-) such that forallb € {0,1} and all A € N, |Pr[Hybg;(ﬂ) =1] - Pr[Hybi?p(ﬂ) = 1]| = negl().
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Proof. Since £, > Nm’, we appeal to Lemma 4.7 to conclude that the marginal distribution of Z (hence Z) is
statistically close to uniformly random, ZTZ = Gum, and [|T;|| = 1. Since k = 3nmlogq > 2nmloggq, q is prime,
and o,5, > klognm > log k, by Lemma 3.6, with overwhelming probability over the choice of Z, the two following
distributions are statistically close:

{(402d0) : dy = DE, | and  {(do,vec(Wo)) : Wo & 20X dy  Z;! (vec(Wo))} .

Moreover, note that if we define Wy = Z(dp ® I,,), then vec(W,) = Zd,. Furthermore, by Lemma 3.8, given that
ZT; = Gy, and 0,65 > klog nm = k||T; || log(nm), the following two distributions are statistically indistinguishable:

{dy « SamplePre(Z, T5,vec(Wy), 0ag¢)} and  {dy < Z;al (vec(Wy))}.

88

Combining the two, we conclude that the following distributions are statistically indistinguishable:

« Sample dy « D% e and set Wy = Z(dy ® I,;,). This is the distribution in Hybii’)P.

« Sample W, & ZZX’” and set dy « SamplePre(Z, T, vec(Wy), 0agg). This is the distribution in Hybg’;. O

Lemma 5.25. For every polynomial p, allb € {0,1}, and all A € N, Pr[Hybg’L(ﬂ) =1] = Pr[Hybiz’L(ﬂ) =1].

Proof. In both experiments, the distributions of U.; and Wy are uniform over Zg*™. Thus, these two experiments are
identically distributed. O

Lemma 5.26. Supposen > A, m > 2nlogq and q > 2 is a prime. For every polynomial p, there exists a negligible
function negl(-) such that for allb € {0,1} and all A € N, | Pr[Hyb'®) (A) = 1] = Pr[Hyb'?) (A) = 1]| = negl(A).

16,p 17,p
Proof. The indistinguishability of the two hybrids follows from the generalized leftover hash lemma (Lemma 3.3).

Given that m > 2nlog q and g > 2 is a prime, the following pairs of distributions are statistically close for any fixed
vector e € Zg':

. {(A, AKU, eTKU) A <L szm 5 KU L {0, 1}m><m } and {(A, U* eTKu) :

ct?

A & ZP, Ky & {0, 1} }
R .
U;, & Zpxm

A& zmxm ko & {0,1}™
. {(A,Akp,eTkp): A&Z;xm,kp&{o,l}m }and{(A,p,eTkp): S Ly p < {0,1} }

p&ZZ

A R anm, K R 0’1 mxm
- {(A AKw,e'Kw) : A & ZP™, Kw < {0, }and{(A,W*,eTKw): & Zgm, Kw & {0,1} }

W, & g
The lemma now follows by a standard hybrid argument. O

Lemma 5.27. For every polynomial p, allb € {0,1}, and all A € N, Pr[Hybi?))p(ﬂ) =1] = Pr[Hybig’L(ﬂ) =1].

Proof. The difference between these two experiments is purely syntactic. Let &ing = ((pky, fi), - - -, (pky, fiv)) where
pk; = (Wi, {yi}j#i 7). Let By, = EvalF(B, f;). Recall the following invariants introduced in Hybié’). If the challenger
does not terminate early, then IsValid(crs, i, f;, pk;) = 1foralli € [N], and moreover, every tuple (i, Bz, W;) associated
with &4 is contained in Dgy. In addition, the mappings in Dy satisfy the following properties:

T Dy [(i, B, Wi)] = (0,y7), then [[y!]| < fiey and Ay} = Wyr; +1;.
o If Ds[(i, B, Wi)] = (1,y]), then [ly; | < fiey, Ay; = Wir; + B;G™'(t;) + p, and fi(x) = 1.
In Hybi?jo, the challenger samples yo; « A;algg (Wyr;) for all i € [N]. We show that this coincides with the
(b)

challenger’s behavior in Hyb ’

We will use the following properties:
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« Since IsValid(crs, i, f;, pk;) = 1 this means that Ay; ; = W;r; for all i # j.

« In Hybi?’; and Hybig’)p, the challenger sets Wo = W — ;e v Wi = AKw — 2 n) Wi

We now consider the two possibilities:
« Suppose Dk [(i,Bf, W;)] = (0,y;). Then Ay; = W;r; + t;. This allows us to write
Wor,- = W;I‘i - Z eri — (Wl'l'i + tl) +t; = AKwI'l' — ZAYj’i — Ay:F +t;.
Jj#i Jj#i

(b)
18,p°

« Suppose Dy [(i,B£, W;)] = (1,y}). Then Ay; = W;r; + B;G™'(t;) + p and fi(x) = 1. As in the proof
of Theorem 5.8 (see Eq. (5.8)), when B = U Tgy, € Z;Xf"”, we have

This coincides with the challenger’s behavior in Hyb

[A|Uq - (< ®1,)0] - |~ 2 1n)Tn] _p _x @G,
fun
By Theorem 3.9,
(B-x"®G) -Hpf, x = By, -fi(x)-G= Bs - G.

Next, in Hybg’)p and Hybils”)p, the challenger sets Uy = U, + (x' ®1,,)U and U}, = AKy. Thus, we can now write

Bfi =(B-x"®G) 'HB,f,—,x+G
= [A U - (010 - [~ 2Ty 16

p— T .
= [A| U] - [ (x %Im)Tm] ‘Hpx+G

un

(%' .
= [A | AKU] . [ (X %Im)Tln:I . HB,ﬁ,x+G

un

= A (KyTfunHs fx = (X' ® L) TisHp 1) +G = AKY) + G.

()
KB

In Hybi% and Hybigo, the challenger sets p = Ak, so we can now write

Ay; =W;r; + BG™!(t;) +p
= Wir; + (AKY + G)G7! (1) + Ak,
=Wir, + AKY G (1) + k) + ti.
Consider now the term Wr;:

W()I’i = W;I‘i - ij'l'i - W,’I‘i

J#i
= AKwr; — Z Ayji— Wir;
J#i
= AKwr; — Z Ay — Ay; + AKVG7H(t) + Ak + .
J#i

Once again, this coincides with the challenger’s behavior in Hybgls’;.

We conclude that the challenger samples y,; using identical procedures in the two experiments. O
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Lemma 5.28. Supposen > A, m > 2nloggq, q is prime, and o, > Z’X(ﬁkey +mO W), Then, for every polynomial p,
there exists a negligible function negl(-) such that for allb € {0,1} and A € N,

| Pr[Hyb{y) (A) = 1] = Pr[Hyb{) (A) = 1]| = negl(}).

Proof. As in the proof of Lemma 5.27, parse &ng = ((pky, f1), ..., (pky, fv)) where pk; = (W, {yi;} 2, 7). Let
Bj = EvalF(B, f;). If the challenger does not terminate early, then IsValid(crs, i, f;, pk;) = 1 for all i € [N], and
moreover, every tuple (i, Br, W;) associated with &4 is contained in Dgy. In addition, the mappings in Dy satisfy the
following properties:

I Dy [(i, By, Wi)] = (0,y7), then [y || < fiey and Ay} = Wyr; +1;

I Dy [(i, B, Wi)] = (Ly?), then [y ]| < feys Ay} = Wir; + B;G™1(t;) +p, and fi(x) = 1.
We now show that Hybig; and Hybig,)p are statistically indistinguishable by Theorem 4.3. To do so, we first define
the vector yo; € Zq’":

G0 = Kwri — 2% ¥ji = Vi Dsk[ (i, B, Wi)] = (0,y7)
i = . i) . X
Kwri— 37—y, +KYG™ () +kp  Duc[ (i, B, W)l = (1,y7).

We start by bounding |||l for all i € [N].

« By construction, |[Kyll, [[Kwl|, Ikpll, IG71(t)] < 1.

« Since IsValid(crs, i, f;, pk;) = 1, this means ||y; ;|| < Prey forall i # j.

« From the abort condition introduced in Hybﬁ’), we have that || To|| < Vmoes and |[R]| < fgm?-||To|| < tym®/?-0ers.

Combined with Lemma 4.6, we further have || Tsunll, | Tinll < I Tetll £ [IToll € VMmoes.
+ By Theorem 3.9, we have ||Hp f x| < mO(@ _Therefore,
Ky Il = IKuTrunH ix = (X" ® L) TinH g

<m- \/ﬁcrcrs ctm-mP@D 4 pm - \/ﬁcrcrs —tm - mP@ < l’ozmo(d)ocrs.
We now consider the two cases:
« If Do [(i,Bf, Wi)] = (0,y;), then
”370,1'“ = ||Kwrl- = 2j#i Yii— yj“ <m-tym®?oes + NPrey = tom’ %o + N Prey-
« If Do [(i,Bg, Wi)] = (1,y;), then

[90ull = [ = 2 v10 - v + K67 (1) + Ky

<m- t’oms/zocrs + N ey + {gmo(d)

< [ng(d) Ocrs + N Prey

Ocs -mMm+1

Thus, for all i € [N],
||§’0,i||2 < \/E”}A’O,l” < [ng(d)O'crs +Nﬁkey < [gm(O(d)Gcrs + foﬁkey-

Since 0agg > 22 (mP Do, + Prey) and £, = poly(4), we conclude that /[|§o||2/0agg is negligible. By Theorem 4.3, for
all i € [N], the following two distributions are statistically close:

-1 IS -1 N
{Ao.agg (ti + Ay0,i)} and {Aﬁagg (t,’) + y0,i} .
The left distribution corresponds to the sampling procedure of Hybig)p, while the right distribution corresponds to
the sampling procedure of Hybgjﬁ. The lemma now follows by a standard hybrid argument. O
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Lemma 5.29. Supposen > A, m > 2nlogq, q is prime, and 0,5, > log m. Then, for every polynomial p, there exists a
negligible function negl(-) such that for allb € {0,1} and all A € N,

Pr[Hyb'?) (A) = 1] - Pr[Hyb ") (A) = 1]| = negl(A

| Pr[Hyb () (A) = 1] - PrlHybl) (A) = 1]| = negl(2).

Proof. The challenger in Hybigjo and Hybgg,)p samples A & Zgx™. Since n > A, m > 2nloggq, q is prime, and
Oagg > log m, we can appeal to Lemma 3.6 to conclude that the following distributions are statistically indistinguishable:

{(kti,Akti) Ky, <—D£Uagg} and {(kti,tl—) &7k, <—A;:gg(ti)}.

The left distribution corresponds to how the challenger samples (kg,, t;) in Hybéé’jO while the right distribution

(b)

corresponds to how the challenger samples them in Hyb,, "’

The claim now follows by a hybrid argument. O

Lemma 5.30. Suppose m > A. Then, for every polynomial p, there exists a negligible function negl(-) such that for all
be{0,1} and all A € N, | Pr[Hyb{®) (A) = 1] — Pr[Hyb'?) (A) = 1]| = negl(}).

20,p 2Lp
Proof. The only difference between these two experiments is if in the challenge phase, the challenger samples
e— D7 where |e] > vma we. By Lemma 3.5, this happens with negligible probability. O

Lemma 5.31. Suppose the £,-succinct LWE assumption holds for parameter (n, m, q, oL we, 0crs). For every polynomial p,
there exists a negligible function negl(-) such that for allb € {0,1} and all A € N,
Pr[Hyb?) (A) = 1] - Pr[Hyb{?) (A) = 1]| = negl(A)
r[Hyb,, , r[Hyb,,,, negl(A).
Proof. Suppose | Pr[Hybé’f’L (A)=1] —Pr[Hyb;Z (A) = 1]| = e(A) for some non-negligible e. We use A to construct
an adversary B for the £-succinct LWE assumption:

1. On input the security parameter 1* and the £-succinct LWE challenge (A, ¢, Uy, Ty), algorithm 8B samples an
index ind & [Q,,]. It starts running algorithm A on input the security parameter 1*. Algorithm A outputs
the slot count 1V, the policy family 17, and an attribute x € {0, 1}*.

2. Algorithm B simulates the setup phase by sampling

(U, Tt) « DimRed(A, Uy, Ty, [£])
(V,Z,R, Ty, T;) « Transform(A, U, Ty, N)
(crsnizk, tdnizk) — NIZK. TrapSetup(1%)
Ky, Kw < {0, 1} k,, & {0,1}™
U, = AKy + (x' ® 1)U, W; = AKw, p = Ak,

m
Z,0agg

ty =Akt1,...,tN :AktN~

ktl,---:ktN «— D

In addition, algorithm B parsesR = [r; | -+ | ry] and T¢¢ = [TTfL"n ] It sets B = U Ty If there exists any i # j

where t; = t;, then algorithm B aborts with output 0. Algorithm B also aborts with output 0 if ||To|| > vmocrs,
ITv|l > €m? - ||Tol|, or ||R]| > &ym? - || Ty ||. If all checks pass, then B constructs the common reference string

crs = (crsnizis As P, U, Uet, Tet, {ti Ti}ie N, V. Z, Ty, T).

Algorithm B gives crs to A and then initializes a counter ctr = 0 as well as empty dictionaries D, Dgy.
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3. Whenever A makes a key-generation query on a pair (i, f;), algorithm 8 increments the counter ctr = ctr + 1
and computes By, = EvalF(B, f;). Algorithm 8 then samples

Yiactr

« SamplePre(V, Ty, ; ® t;, Oyey)
YiN,ctr

di,ctr

It sets Wity = Z(djctr ® Iy), computes 7 cqr < NIZK.Sim(tdnizk, Cr, (A, B, Wictr, Ti, ti, P, Prey)), and sets
PKety = Wictr, {yi,jyct,}#i , Tictr). Algorithm B then checks that IsValid(crs, , f;, pky,) = 1 and that [|y;; || <
Prey. If either condition does not hold, then it aborts with output 0. Otherwise, algorithm 8 replies to
A with (ctr, pky,) to A. Algorithm B also adds the mapping ctr — (i, f;, pk.,) to D and the mapping
(i, Bf, Wictr) = (0,¥iictr) to Dsy (if such a mapping is not already present).

ctr

4. When A makes a query to the random oracle, if it is not the ind'™ query, then 8B responds with a uniform
random string y <~ {0, 1}*. If it is the ind™ query &g, then algorithm B proceeds as follows.

« First, it parses &ing = ((pky, fi), ..., (pkys fv)), where pk; = (W, {y;;}jzi, 1) and f; € Py. If &ng does
not have this form, then algorithm 8 aborts with output 0.
Algorithm 8B checks that for all i € [N], IsValid(crs, i, f;, pk;) = 1. If not, it aborts with output 0.

For each i € [N], algorithm 8 computes By, = EvalF(B, f;). If (i, Bf, W;) is not contained in Dy, then it
computes y; = NIZK.Extract(tdnizk, Cg, (A, Br, Wi, 1, ti, P, Piey), 71i). Algorithm B aborts and outputs 0
if

Cr((A,Bf, Wi, T, t;, P, frey), y;) =0 or fi(x) =0.
If all conditions are satisfied, then algorithm 8 adds the mapping (i, By, W;) = (1,y;]) to Dg.
+ Now, for each i € [N], algorithm B constructs y,; as follows:
— If Dgi [ (i, Bﬁ,W,-)] = (0,y;), it computes yo; = Kwr; — Z#i vii—Y; +ky.
~ I Dok[ (i, B, W)] = (L y?), it computes yo; = Kwri — X1 V7. — ¥i + K§ G (1) +k; + ks, where
K\ = KyTrunHg fx — (X" ® 1) TinHg £, and Hp 1, x = EvalFX(B, f;, X).
« Next, algorithm B sets Wy = W — X,y Wi and do « SampIePre(Z, T, vec(Wy), 0agg). It sets

Yo,1
Ko = .
YoN
do

and computes y* « DGS.Explain(lADGS, 1)V Ty, 0"V, K0, Oagg). Algorithm 8 replies to A with y*.

5. In the challenge phase, algorithm A specifies a tuple (idx;, f;*, pk;) for each i € [N]. The challenger parses
pki = (W, {yi}j#i> i) and checks the following:

« Ifidx; € [ctr], then algorithm B looks up the entry D[idx;] = (i’, f’, pk’). If i # i’ or f;* # f or pk} # pk’,
then algorithm 8 aborts with output 0.
« Ifidx; = 1, algorithm B checks that IsValid(crs, i, f;*, pk;) = 1. If not, algorithm B outputs 0.

Finally, algorithm B checks that A has made at least ind queries to the random oracle, and moreover, its ind®
query satisfies

Eind = ((pky, £, -+ (PKR X))

If not, algorithm $ aborts with output 0. Otherwise, algorithm B sets ¢] = ¢', ¢ = c'Kw, ¢} = ¢'Ky, and
¢y = c'kp + b - | g/2]. Tt gives the challenge ciphertext ct* = (c], ¢}, c], c4) to A.
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6. At the end of the experiment, algorithm A outputs a bit b’ € {0, 1}, which 8B also outputs.

First, we argue that algorithm 8B perfectly simulates an execution of Hybé’fjo or Hybg’;. By definition, The #-succinct
LWE challenger samples (A, Uy, T) as

A &P Uy & 20 Ty (1, ® A| U] (Gg,).

This is exactly the specification in Hybgll”)p and Hybg’;. We conclude that algorithm 8 perfectly simulates the setup
(b) (b)

phase, the key-generation phase, and the random oracle queries exactly as in Hyb,, » 2p
distribution of the challenge ciphertext. We consider two possibilities:

or Hyb Consider now the

« Suppose c' = s'A +e' where s ¢~ Z and e <~ D7’ . In this case, the challenge ciphertext is of the form
»OLWE
ct” = (s'"A+e", sTAKw + e'Kw , s'AKy +e'Ky, s'Ak, +e'k, +b - [q/2]).

Now, by definition,

AKW=W;= Wy + Z W; =W
i€[N]
AKy =Uy - (x' ® I,)U
Ak, = p.
Thus, we can alternatively write the challenge ciphertext ct* as

ct" =(s"A+e', ssW+eKy, s'(Ug —x' ®1,)U, s'p+ e'ky, +b-[q/2]).

b(®)

This is precisely the distribution in Hyb,, b

« Suppose ¢ < Zg . In this case, the challenge ciphertext
ct" = (c", ¢'Kw, ¢'Ky, c'ky +b-[q/2]),

(b)

This is precisely the distribution in Hyb,, r

We conclude that B breaks the £-succinct LWE assumption with the same advantage e. O

Lemma 5.32. Supposen > A, m > 2nlogq, q is prime, and 0,5, > log m. Then, for every polynomial p, there exists a
negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyby,) (A) = 1] = Pr[Hyb{;) (A) = 1]| = negl(2).

Proof. This lemma follows by the same argument as in the proof of Lemma 5.29. O

Lemma 5.33. Supposen > A, m > 2nlogg, q is prime, and 0,55 > ZA(ﬂkey +mO W), Then, for every polynomial p,
there exists a negligible function negl(-) such that for allb € {0,1} and A € N,

| Pr[Hybg,), (A) = 1] = Pr[Hyb{{) (A) = 1]] = negl(A).

Proof. This lemma follows by the same argument as in the proof of Lemma 5.28. O
Lemma 5.34. Supposen > A, m > 2(n+ 1) loggq, and q > 2 is a prime. For every polynomial p, there exists a negligible
function negl(-) such that for allb € {0,1} and all A € N, |Pr[Hyb£iL(ﬂ) =1] - Pr[Hbeé’L(ﬂ) = 1]| = negl(4).

Proof. This follows via the leftover hash lemma (Lemma 3.3). Since n > A, m > 2(n+ 1) log g and g > 2 is a prime, the
following pair of distributions are statistically indistinguishable:
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« Sample A & VAN & Zik, & {0,1}™ and output (A, c1, Akp, c]k, + b - [g/2]).
« Sample A & ZZX’", c & Z;",p & Zg, cqg & Zg and output (A, cq,p,ca +b - | g/2]).
The first distribution corresponds to the distribution of (A, ¢, p, c4) in Hybéi} while the second distribution corre-

(b) O

sponds to that in HbeS’P.

Lemma 5.35. For every polynomial p and all A € N, Pr[Hybégio (A)=1] = Pr[Hybéé?p (A) =1].

Proof. This is immediate since the challenger’s behavior in Hybg’; is independent of the challenge bit b. O

Proof of Theorem 5.9. To complete the proof of Theorem 5.9, suppose algorithm A wins the attribute-selective
security game with non-negligible advantage ¢. Then

| Pr[Hyb " (A) = 1] - Pr[Hyb{" (A) = 1]| = £(2).
Let Qo be a bound on the number of random oracle queries algorithm A makes. By Lemma 5.10, this means
£(d)
QI’O '

Since ¢ is non-negligible and Q,, = poly(A), this means ¢(1)/Qy, from Eq. (5.14) is also non-negligible. Thus, there
exists a polynomial p” such that for infinitely many A € N, it holds that £(1)/Qy, = 1/p’(A). Let p(A) = 3p’(A). By

Lemmas 5.11 to 5.35, we have for all A € N (and recalling that for i < 11, Hybl(”;) (A) = Hybfh) (A)),

| Pr[Hyb\” (A) = 1] - Pr[Hyb\" (A) = 1]| = (5.14)

24
| Pr[Hyb{® (A) = 1] = Pr[Hyb{" (A) = 1]| < D" |Pr[Hyb{}) (A) = 1] - Pr[Hyby) (A) = 1]|

i=1
+|Pr[Hyb{Y (A) = 1] - Pr[Hyb'} (A) = 1]|
24
+ > Pr[Hybl) (A) = 1] = Pr[Hyb[}) (A) = 1]|
i=1
<2/p(A) +6(Q),

where §(1) = negl(1) is a negligible function. Combined with Eq. (5.14), this means for all A € N,

A 2
N 2 L sm.
Qo ~ p(A)
Now, by assumption, there are infinitely many A € N where
(M) S 1 3

Qo ~P’(A) p(A)
which means §(1) > 1/p(A) for infinitely-many A € N. This contradicts the fact that J is negligible. Therefore
Construction 5.6 is attribute-selective secure without corruptions. |

Parameter instantiation. Let A be a security parameter, N be a bound on the number of users, and 7 be a policy
parameter. We can instantiate the lattice parameters in Construction 5.6 to satisfy Theorems 5.7 to 5.9:

« We write d = d(r), £ = £(r) and set the lattice dimension n = (Ad log ¢ log N)'/¢ for some constant ¢ € (0, 1).
We set Apgs = O(Ad log £ log N), where O suppresses poly(log A, log d, log log N, log log ¢) factors. We assume
Apcs = logq in the following. We set m = 3nloggq. In the following, it will be the case that logq = O(n?).
Therefore, logm < O(1) and log £ = log max(¢, Nm) < O(log £log N).
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« We upper bound 0joss (Apgs, nN, mN + k, q) by O(£*m>A2 ).

« We set opwe = polx(/l), Ocrs = O(6*m?), okey = O(£y°m®) - Ocrs = O(6°m"), Prey = O(m) - okey = O(y°m®),
Oagg = 24 . mOW@ . O(fOSAZDGS), Page = O(m) - Oagg = 24 . mO@ . O(fOS)LzDGS).

« We choose a prime modulus
q= 24 0(d) ON(ZOG/IZDGS) - poly(2) = 2O(Ad10gmlog£’g log Ancs) < zé(AdlogNlogflogADcs) < ZO(ADGS) _ ZON(nE).
Note that we can always set appropriate constant factors such that Apgs = O~(/1d log log N) and Apgs = logq =
O(AdlogtlogN) - polylog(Apgs)-
We now affirm that the parameter settings are sufficient for the construction. In particular,

« Theorem 4.2 gives an explainable discrete Gaussian preimage sampler with gjo5s = O(m*? log(mA) loglog q).

. . . . . . . Nx(mN+k
Since all invocations of IIpgs in the construction use security parameter Apgs and matrix V € ZZ X(mN+ ), we

can upper bound 6joss by O((mN + mnlog q)*/2 log(mApgs) loglog q) < O(&*m322 ;)

« We assume hardness of 4-succinct LWE with parameters (n, m, g, oL wk, 0crs), Where m > 2nlogqand g = 20(n%)
In particular, this corresponds to £-succinct LWE with a sub-exponential modulus-to-noise ratio.

+ The completeness requirements from Theorem 5.7 are satisfied since
- n>A m=3nloggq.
= Ocrs = O(£*m?), Prey = O(£°m®) - Ocrs > O(£%°m?) - O¢ys.

+ The correctness requirements from Theorem 5.8 are satisfied since

- n>Am=3nlogq > 2nlogg.

= Ocrs = O(£*m?), Prey = O(£y>m®) - 0crs > O(£°m?) - O¢ys.

q=2"mP@ -O(t’oé/lzDGS) -poly(A) = mP@ . 0(£?) - O(f*m?) - poly(1) = mP@D - O(£?)oersorwe

- q=2"mO@ . 0(£°1% ) - poly(1) = O(m*?) - poly(}) - (O(f) - O(&°m®) + 2% - mO@D . O(6°22 5)) =
O(m*? - o we (N Prey + Pagg))-

+ The security requirement for Theorem 5.9 is satisfied since

- n=Am=3nlogq, q> 2

= Ocrs = O(£°m?), Okey = O(£>M) - Ocrs, Prey = O(M) - Okey, Pagg = O(m) - Oagg.

= Oagg = 20 - mO WD - 065N 5) = 22 0(£°m®) + 2'mO D - O(£*m?) > 2* (Bey + mO D ).

— Oagg = 24 - mOD - O(6522 o) = O(m>2) - O(f*m?) - O(£>m3A2 55) = O(bsm®/?) - Gers + Oloss.
- 265 > g > Broy > Oagg.

With this setting of parameters, we obtain a slotted key-policy registered ABE scheme with the following parameter
sizes:

« Common reference string size: The common reference string

crs = (ersnizi, A, P, U, Uet, Ter, {ti}iepny s {Titierny > V. Z, Ty, T3)
consists of the following components:

— Matrices A € ngm, p € Z7, with overall size (n + 1)mlog q = poly(A,d,log ¢,log N).
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- Homomorphic computation components U € Zflnxm, Uy € Z(’I’X’", Te € Zr(]Hl)mX[m

with overall size is bounded by

,and ty, ..., ty € Z7,

(£* + N) - poly(n,m,log q) = (£* + N)poly(A, d,log ¢,1og N).

. Nx(mN+k N+k)xm' N
- Key-generation components ry,...,1x € Z", V € ZZ X(mN+k) 7 o ngmk, Ty € Z((Im +he)xm ,T; €

ZZ’”X’”’"/, where k = 3nm [log q]. The overall size is bounded by
N?poly(n, m,log q) = N*poly(A, d,log ¢,log N).
— The remaining component crsyzk has size poly(24).

Thus the common reference string has size |crs| = (£2 + N?)poly(4,d, log £,1og N).

« Public key size: Each user’s public key pk consists of a matrix W € Z7*™, N — 1 cross-terms y; € Z', and a
proof 7. Thus |pk| < (n+ N)mlog g + poly(n, m,logq) = N - poly(4,d,log ¢,log N).

« Secret key size: The secret key for user i € [N] consists of a vector y; € Zg, so Iski| = O(mloggq) =
poly(A,d,log ¢,log N).

« Master public key size: The aggregated master public key mpk consists of a matrix W e Zg ™ of size
nmlogq = poly(A,d,log ¢,log N).

« Helper decryption key size: The aggregated helper decryption key for user i € [N] is a vector hsk; € Zg, so
|hsk;] = O(mlogq) = poly(A,d,log¢,log N).

« Ciphertext size: The ciphertext consists of three vectors in Z7' and one Zy element, with overall size (3m +
1)log g = poly(A,d,log¢,log N).

Putting everything together, we obtain the following corollary:

Corollary 5.36 (Slotted Key-Policy Registered ABE). Let A be a security parameter and N = N(A) be any polynomial.
Let F be a family of decryption policies on attributes of length £ = £(A) that can be computed by a Boolean circuit of
depth at most d = d(A). Let £, > max (¢, N - poly(A,log N)) Then, assuming polynomial hardness of the £y-succinct LWE
assumption with a sub-exponential modulus-to-noise ratio, there exists a slotted key-policy registered ABE scheme that
supports up to N users and policy family F in the random oracle model. The scheme satisfies attribute-selective security
without corruptions with the following efficiency properties:

« The size of the common reference string is |crs| = (¢2 + N?)poly(A, d, log £,log N).

« The size of each user’s public key is |pk;| = N - poly(A,d,log¢,1log N).

o The size of each user’s secret key is |sk;| = poly(A,d,log ¢,log N).

« The size of the master public key is |mpk| = poly(4,d,log ¢,log N).

o The size of the helper decryption key for each user is |hsk;| = poly(A,d, log ¢,log N).
o The size of the ciphertext is |ct| = poly(A,d, log ¢,log N).

Remark 5.37 (Key-Policy Registered ABE in the Random Oracle Model). As discussed in Remark 5.5, we can
apply the results from [FWW23] to transform an attribute-selective slotted registered ABE scheme that does not
support corruptions into an attribute-selective construction that does support corruptions in the random oracle
model. The construction incurs constant overhead. Furthermore, as discussed in Theorem A.6, we can apply results
from [HLWW23] to transform a slotted registered ABE scheme (with a long CRS) into a bounded registered ABE
scheme with log N overhead. Therefore, combined with Corollary 5.36, we obtain an attribute-selective key-policy
registered ABE scheme for general (bounded-depth) Boolean circuit policies that supports an a priori bounded number
of users N. With complexity leveraging, we also obtain an adaptively-secure scheme. In this case, the parameters
(notably, the ciphertext size) scale with the attribute length |x]|.
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Remark 5.38 (Identity-Based Distributed Broadcast Encryption). The works of [AY20, AWY20] show that an ABE
scheme supporting log-depth policies with succinct ciphertexts directly immediately implies an identity-based
broadcast encryption scheme. In identity-based broadcast encryption, each user has an identity (e.g., a username), and
ciphertexts can be encrypted to an arbitrary set of identities. This generalizes standard broadcast encryption [FN93]
which assumes that the user identities are the integers 1,2,..., N. In particular, suppose we have either

« akey-policy ABE scheme where the ciphertext size is sublinear in the length of the attribute x (i.e., |ct| < o(]x]))
and which supports membership policies (i.e., on input a set S, the policy P,(S) = 1 if and only if y € S); or

« aciphertext-policy ABE scheme where the ciphertext size is sublinear in the size of the policy P (i.e., |ct| < o(|P]))
and which supports which supports membership policies (i.e., on input an element y, the policy Ps(y) = 1 if
and only if y € S).

Then, we one can construct an identity-based broadcast encryption scheme by setting the secret-key of user i to the
ABE secret key for policy P; (resp., the secret key for attribute i), and setting the ciphertext for a set S to be an ABE
ciphertext with attribute S (resp., a ciphertext for the policy Ps). Furthermore, the broadcast encryption scheme is
selectively secure if the underlying ABE scheme satisfies attribute-selective security (resp., policy-selective security).
The scheme is adaptively secure if the underlying ABE scheme is adaptively secure.

This implication directly extends to the setting of distributed broadcast encryption [WQZDF10, BZ14] where each
user chooses their own public keys (see Section 6 for a formal definition). In this setting, users choose their own
public/private keys (just like in registered ABE) and post their public keys to a public-key directory. Afterwards,
anyone can encrypt a message to an arbitrary set of public keys with a ciphertext whose size scales sublinearly with the
size of the set. In the standard notion of distributed broadcast encryption (and in all existing constructions [WQZDF10,
BZ14, KMW23, FWW23, CW24]), the encrypter and the decrypter needs to know the public keys of each user in the
broadcast set in order to encrypt or decrypt, respectively.

In identity-based distributed broadcast encryption, the encrypter (and decrypter) only needs to know the identities
of the users in the broadcast set (e.g., their usernames or email addresses) rather than their specific public keys.
Notably, identity-based broadcast encryption eliminates the need to separately lookup user public keys at encryption
or decryption time. It is straightforward to adapt the [AY20, AWY20] approach to obtain an identity-based distributed
broadcast encryption scheme from any registered ABE scheme with succinct ciphertexts. For simplicity, we just
sketch the construction assuming a key-policy registered ABE scheme, but a similar approach works starting from a
ciphertext-policy registered ABE scheme.

« Key-generation: Each user samples their own public/private key for the underlying registered ABE scheme
where the policy is tied to their identity (e.g., the key for the identity id is the function P,4(S) that takes as
input a set S and outputs 1 if id € S and 0 otherwise).

« Aggregation: The key-curator aggregate all of the users’ public keys into a single (short) master public key. It
gives helper decryption keys to each of the registered users.

+ Encryption: To encrypt a message to a set of identities S, the encrypter only needs to know the master public
key for the scheme and the set S. The encrypter constructs a registered ABE ciphertext that encrypts the
message with attribute S. If the registered ABE scheme has succinct ciphertexts, then the size of the ciphertext
is sublinear in the size of the attribute (i.e., the size of the broadcast set S) as well as the total number of users
N in the system. Note that the encrypter only needs to know the recipient set S, but not the individual public
keys for the users in S.

« Decryption: To decrypt a message associated with a set of identities S, the decrypter just applies the decryption
procedure for registered ABE. Similar to the case with encryption, the decrypter only needs to know the recipient
set S, but not the individual public keys for the users in S.

Furthermore, the identity-based distributed broadcast encryption scheme supports unbounded number of users if the
underlying registered ABE scheme is unbounded.

Combining Corollary 5.36 and Remark 5.37, we thus obtain the following corollary:
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Corollary 5.39 (Identity-Based Distributed Broadcast Encryption). Let A be a security parameter. Take any polynomial
N = N(A). Then, under the £-succinct LWE assumption (where £ > N - poly(A,log N)) with a sub-exponential modulus-
to-noise ratio, there exists a selectively-secure identity-based distributed broadcast encryption scheme that supports up to
N users in the random oracle model.

Remark 5.40 (Very-Selective Security). As discussed at the end of Section 1.1, the recent work of [AMR25] show
how to construct a registered ABE scheme without random oracles and which achieves a notion called “very-selective”
security where the adversary has to commit to the randomness of its key-generation queries (as well as the challenge
attribute) ahead of time. While our focus in this work is on the standard security definition of registered ABE which
allows the adversary to register its own keys, for sake of comparison, we note here that it is straightforward to achieve
very-selective security in the plain model with a small tweak to Construction 5.6.

Since the adversary in the very-selective security commits to all of the keys in advance, we can simply include
the re-randomization components (yo1, . . ., yon, do) in the CRS instead of generating it at aggregation time. As such,
we no longer require the random oracle to compress this tuple. In this setting, we no longer need the NIZK proofs of
well-formedness or the explainable sampling procedure (we just publish the sample (yq1, ..., Yo, do) in the CRS).

6 Adaptively-Secure Distributed Broadcast Encryption

In this section, we show that the same re-randomization technique we used to construct registered ABE can be used
to construct an adaptively-secure (distributed) broadcast encryption scheme from the ¢-succinct LWE assumption
in the random oracle model. We do this by first constructing a distributed broadcast encryption (DBE) scheme
that is semi-statically secure from the ¢-succinct assumption in the random oracle model. Then, using existing
transformations [GW09, KMW?23], we can generically compile the semi-statically-secure scheme into an adaptively-
secure construction (with only constant overhead). While this transformation only works in the random oracle model,
our base broadcast encryption scheme is already in the random oracle model, so there is essentially no additional
cost for realizing adaptive security. Previously, the only construction of adaptively-secure (distributed) broadcast
encryption relied on witness encryption in the random oracle model [FWW?23]. All other lattice-based constructions
of (centralized or distributed) broadcast encryption [BV22, Wee22, Wee24, CW24] only achieved selective security.
Note that an (adaptively-secure) distributed broadcast encryption directly implies an (adaptively-secure) centralized
broadcast encryption scheme (with linear-size public parameters); namely, the public key for the centralized broadcast
encryption scheme can simply be a list of the public keys for each user.

Distributed broadcast encryption. We now give the formal definition of distributed broadcast encryption
from [BZ14, KMW23]. We define both adaptive security and semi-static security [GW09, KMW23].

Definition 6.1 (Distributed Broadcast Encryption [BZ14, KMW23]). Let A be the security parameter and N be
the number of users. An N-user distributed broadcast encryption scheme IlpgE is a tuple of efficient algorithms
IIpge = (Setup, KeyGen, IsValid, Encrypt, Decrypt) with the following syntax:

« Setup(1*,1V) — pp: On input the security parameter A and the number of users N, the setup algorithm outputs
the public parameters pp.

« KeyGen(pp,i) — (pk;,sk;): On input the public parameters pp and an index i € [N], the key-generation
algorithm outputs a public key and secret key (pk;, sk;).

« IsValid(pp, i, pk;) — b: On input the public parameters pp, an index i € [N], and a public key pk;, the
validity-checking algorithm outputs a bit b € {0, 1}.

« Encrypt(pp, {(J, pk;)}jes, #) — ct: On input the public parameters pp, a collection of public keys pk; and a
message y € {0, 1}, the encryption algorithm outputs a ciphertext ct.

« Decrypt(pp, {(j, pk;) }jes, ct, (i, sk;)) — p: On input the public parameters pp, a collection of public keys pk;,
a ciphertext ct, and a secret key sk; for an index i, the decryption algorithm outputs a message p € {0, 1}.
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We require that IIppg satisfy the following properties:

« Completeness: For all , N € N, and all indices i € [N], it holds that

pp «— Setup(l’l, lN) _

Pr |IsValid(pp, i, pk;) = 1: (pk.,ski) — KeyGen(pp, i) | = *

« Correctness: We say Ilpgg is correct if for all A, N € N, all indices i € [N], all sets S € [N] where i € S,
all pp in the support of Setup(14, 1), all (pk;, sk;) in the support of KeyGen(pp, i), all collections of tuples
{(J, pk;)}jes\(iy where IsValid(pp, j, pk;) = 1, and all messages p € {0, 1}, we have

Pr[Decrypt(pp, {(J, pk;)}jes. ct, (i, sk;)) = p : ct « Encrypt(pp, {(j, pk;)}jes, )] = 1.

« Adaptive security: For a security parameter A, a bound N on the number of users, and a bit b € {0, 1}, we
define the adaptive security game between an adversary A and a challenger as follows:

Setup phase: The challenger begins by sampling pp < Setup(1%,1V). and gives the security parameter
14, the number of users 1V, and the public parameters pp to A. The challenger also initializes an empty
dictionary D and a counter ctr = 0 for keeping track of key-generation queries as well as an empty set C
for keeping track of corrupted keys.

Query phase: Algorithm A can now make the following queries:

« Key-generation query: On input a slot index i € [N], the challenger samples (pk;, sk;) «
KeyGen(pp, i) and replies to A with pk;. The challenger also increments the counter ctr = ctr + 1
and adds the mapping ctr — (i, pk;, sk;) to A.

» Corruption query: On input an index i € [ctr], the challenger responds with D[ctr]. The challenger
also adds ctr to C.

Challenge phase: After A is done making queries, it specifies a challenge set S C [ctr]. The challenger
checks that S N C = 2 (i.e., that the adversary did not corrupt any index in the challenge set). For each
Jj € S, let D[j] = (ij, pk;, sk;). The challenger additionally checks that the indices i; are all distinct (i.e., at
most one public key associated with each slot). If either check fails, the challenger halts with output 0.
Otherwise, the challenger computes ct, < Encrypt(pp, {(i;, pk;)} jes, b) and sends ct, to A.

Output phase: At the end of the game, algorithm A outputs b’ € {0, 1}, which is the output of the
experiment.

We say the distributed broadcast encryption scheme is adaptively secure if for all polynomials N = N(A), and
all efficient adversaries A, there exists a negligible function negl(-) such that for all A € N,

IPr[b’ =1|b=1] —Pr[b' =1 b =0]| = negl(}) (6.1)

in the adaptive security game. We say that the scheme is adaptively secure for up to N users if Eq. (6.1) holds
for the specific value of N.

« Succinctness: There exists a fixed polynomial poly(-) such that for all A, N € N, all subsets S € [N], all
public parameters pp in the support of Setup(1%, 1), all key-pairs (pk;, sk;) in the support of KeyGen(pp, i)
for i € S, all messages p € {0, 1}, and all ciphertexts ct in the support of Encrypt(pp, {pk;}ies, g, S), it holds
that |ct| < poly(A +log N).

Definition 6.2 (Semi-Static Security). Let IIpge = (Setup, KeyGen, IsValid, Encrypt, Decrypt) be a distributed broad-
cast encryption scheme. For a security parameter A, a bound N on the number of users, and a bit b € {0, 1}, we define
the semi-static security game between an adversary A and a challenger as follows:

. Setup phase: On input the security parameter 1* and the number of users 1V, the adversary outputs a set

S§*c

[N].
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. Key-generation phase: The challenger samples pp « Setup(1%4,1V). Then for each i € §*, the challenger
samples (pk;, sk;) < KeyGen(pp,i). It gives (pp, {(i, pk;) }ies) to A.

« Challenge phase: Algorithm A chooses a challenge set S C S*. The challenger replies with the challenge
ciphertext ct, < Encrypt(pp, {(i, pk;) }ies, b).

« Output phase: At the end of the game, algorithm A outputs b’ € {0, 1}, which is the output of the experiment.

We say the distributed broadcast encryption scheme is semi-statically secure if for all polynomials N = N (1), and all
efficient adversaries A, there exists a negligible function negl(-) such that for all 1 € N,

IPr[b’ =1|b=1] —Pr[b' = 1| b =0]| = negl(}) (6.2)

in the semi-static security game. We say that the scheme is semi-statically secure for up to N users if Eq. (6.2) holds
for the specific value of N.

Theorem 6.3 (Semi-Static to Adaptive Security [GW09, KMW23]). Suppose IpgE is a distributed broadcast encryption
scheme that satisfies semi-static security. Then, there exists an adaptively-secure distributed broadcast encryption scheme
I}, that satisfies adaptive security in the random oracle model.

6.1 Semi-Statically-Secure Distributed Broadcast Encryption from Lattices

In this section, we give our construction of a semi-static secure distributed broadcast encryption scheme from
¢-succinct LWE in the random oracle model, where £ = N - poly(4,log N), A is a security parameter, and N is a bound
on the number of users. We use the same re-randomization technique as in our registered ABE scheme from Section 5
and Construction 5.6. In distributed broadcast encryption, there is no aggregation algorithm, so the re-randomization
of the “aggregated” key happens at encryption time instead. In addition, in distributed broadcast encryption, the
challenge ciphertext is always encrypted to a set of honestly-generated public keys, so we no longer need to extract
the secret keys for adversarially-chosen public keys in the security reduction. This means we do not need to include
NIZK proofs of knowledge in the base scheme.

Construction 6.4 (Distributed Broadcast Encryption). Let A € N be a security parameter, N € N be the number of
users, and n, m, q be lattice parameters. Let opp, Okey, Oagg, OLWE be Gaussian width parameters and ey, fagg be norm
bounds. Let k = 3nmlogq, m’" = n[logq], and £, = Nm’ be fixed dimensions. All the above parameters are functions
of A and N. Our construction relies on the following additional primitives:

« Let IIpgs = (DGS.SamplePre, DGS.Explain) be a (p’, g10ss)-explainable discrete Gaussian preimage sampler.
Let Apgs(A, N) be the security parameter for the sampler. Additionally, let p = p(Apgs, A, N) be a randomness
length that upper-bounds p’ for all sampler instances in the construction.

« Let {H b 10,1} — {0, 1}’1} ey De a family of hash functions which we model as a random oracle in the security
analysis.

We construct our distributed broadcast encryption scheme Ilpge = (Setup, KeyGen, IsValid, Encrypt, Decrypt) as
follows:

« Setup(1%,1V): On input the security parameter A and the bound on the number of users N, the setup algorithm
proceeds as follows:

1. Sample trapdoor (A, Uy, Tg) < SuccinctTrapGen(1”, 1b, q,m, Opp).
2. Compute the trapdoor (V,Z,R, Ty, T;) « Transform(A, Uy, Ty, N) using Lemma 4.7, where

A —Z(Ik ® 1‘1)
V= : = [Iv ® A | Mzg] € ZgV<"N*R), (6.3)
A| -Z(I; ®ry)
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3. Sample vectors p, ti,...,tx & zy.
Output pp = (A, p,V,Z, {13, ti}ic[n], Tv, T;) where R = [r; | --- | rn].
KeyGen(pp, i): On input the public parameters pp = (A, p,V,Z, {1;, t;}ic[n], Tv, T;) and an index i € [N], the
key-generation algorithm samples
Y1
: « SamplePre(V, Ty, 17; ® p, Okey), (6.4)

YN
d

where n; € {0, 1}V is the the i standard basis vector, y; € Z™ for each i € [N], and d € Z*. If ||y;|| > Prey for
any i € [N], it sets
y1
=Ty G n(n; ® p).

YN
d

Finally, it sets W = Z(d ® I,,) € Z7*™ and outputs the public key pk = (W, {y;} ;) and the secret key sk = y;.

IsValid(pp, i, pk;): On input the public parameters pp = (A,p,V,Z, {r;, t;};e[n], Tv, T3), an index i € [N], and
a public key pk; = (W;, {yi j};#i), the validity-checking algorithm outputs 1 if the following holds:

Vj#i :Ayi’j = Wl-rj and ”y,')j“ < ﬂkey-
Otherwise, the algorithm outputs 0.

Encrypt(pp, {(j, pk;)}jes, #): On input the public parameters pp = (A, p, V, Z, {r;, t; }ic[n], Tv. T3), a collection
of public keys pk; = (W}, {y;, }/#;) for each j € S = {iy,...,i|s}, and a message p € {0, 1}, the encryption
algorithm samples

R ~n m
— —
s Zq € DZ,O’LWE

,EE {0,111, Kw & {0, 1™, k, & {0,1}™,

If |le]| > vm - oLwe, it sets e = 0™ instead. It computes (Mg, Ts) < DimRed(A, Mzg, Ty, S), sets Vg =
[Iis| ® A | Ms], and samples

Yo,i;

— DGS.SamplePre(lADGS, Vs, Ts, o™V, Oagg; Hy (), (6.5)
Yo,iis)
do

where y, ; € Z™ for each j € S, dy € ZF. If ||yo ;|| > Pagg for any j € S, it sets W = 0"™ and y, ; = 0™ for all
Jj € S. Otherwise, it leaves y( ; unchanged and sets Wy = Z(do ® L,). It sets Ws = 3 ;c¢ W and outputs

ct=(&s'A+e,s"(Wo+Ws) +e'Kw,s'p+e'ky +p-g/2]).

Decrypt(pp, {(j, pk;) }jes, ct, (i, sk;)): On input the public parameters pp = (A, p,V,Z, {ri, ti}ic [N}, Tv, T3), a
collection of public keys pk; = (W, {y; j}j+;) for each j € S, a ciphertext ct = (¢, ¢}, c}, c3), and a secret key
ski=yii € Zg for an index i € S, the decryption algorithm computes ({yo,;} jes, do) from & as in Eq. (6.5) and
computes

T T
Z=C3+ Gl — €| Yii +Yo,i + Z Yii | € Zg,
jes\{i}

and outputs | z] where | z] outputs 0 if —q/4 < z < g/4 and 1 otherwise. If i ¢ S it outputs 0.
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Theorem 6.5 (Completeness). Suppose q is prime,n > A, m > 3nlogq, opp > O(f*m?), and Puey > opp - O(fy*m?).
Then, Construction 6.4 is complete.

Proof. Let A, N € N and take any index i € [N]. Let
pp = (A, p.V.Z {r;, ti }ie(n), Tv. Tz) « Setup(1%,1V),
and sample (pk;, sk;) < KeyGen(pp, i). Then, we can write
pk; = (Wi, {yi;}j») and sk;=y;;.
We show that IsValid(pp, i, pk;) = 1 with probability 1:

« Since opp > O(£2m?) > (méy + m) - log(né), Lemma 4.5 implies that ||Ty|| < v/moypp. By Lemma 4.7, we have
ITvIl < Vmoyp - tom* < opp - O(Lm?).

« Next, [Ty - G\ (n; @ p)|| < m'N||Tyl| < opp - O(fo°m?) < Prey by definition of £ and the assumption on fiey.
Thus, [|yi ;]| < Prey for all j € [NT].

« By construction of V (Eq. (6.3)) and the fact that V- Ty = G,n, Lemma 3.8 and Eq. (3.1) ensure that
0= AYi,j - Z(Ik ® I‘j)di = AYi,j — Z(Ik ® l‘j)(di ® 1) = Ay,"j — Z(dl ® Im)l'j
holds for all j # i. By definition, KeyGen sets W; = Z(d; ® I,;,), implying

AYi,j = Z(dl ® Im)rj = Wil‘j.

Thus, IsValid(pp, i, pk;) always outputs 1. O

Theorem 6.6 (Correctness). Suppose q > 4m*?a1we (N Prey + Pagg) + 8bm>oLwEOpp, q is prime,n > A, m > 2nloggq,

Opp = O(£*m?), Prey > opp - O(fy*m?), and Ipgs is correct. Then, Construction 6.4 satisfies correctness.

Proof. Let A, N € N and take any index i € [N]. Let pp = (A,p,V,Z,{r;, ti}ic(n], Tv. T3) Setup (14, 1V) and
(pk;, sk;) « KeyGen(pp, i). Parse pk; = (W;, {y;;};zi), and sk; = y;;. By the analysis in Theorem 6.5, we always
have

||yl‘,i|| < ﬂkey and AYi,i =Wi;r; + P- (66)

Take any set S € [N] and any collection of public keys {pk;} jes\(i} where pk; satisfies IsValid(pp, pk;, i) = 1. This
means that for all j € S\ {i},
Ayji=W;r; and |[lyjill < fiey- (6.7)

Take any message p € {0,1} and let ct = (£, c],c],c3) < Encrypt(pp, {j, pkj}jes,p). Lets € Z" e € Z;", Kw €
{0,1}™*™ k, € {0,1}™ be the components sampled by encryption, and let ({yq}jes,do) be computed as in Eq. (6.5)
from &. By the structure of V (Eq. (6.3)) and correctness of IIpgs, the vectors yo; and dy from Eq. (6.5) satisfy the
relation Ay ; — Z(Ix ® r;)dy = 0". This means

Ayoi =Z(Ix ®r;)do = Z(dp ® Iy,)r; = Wor;.
By definition of Encrypt, we conclude that (W, {yq } jes) satisfy
lyoill < Bagg and Ayo; = Wor; (6.8)
Consider the output of the decryption algorithm Decrypt(pp, {(j, pk;)}jes. ct, (i, sk;)). First,

| yii+ o+ Z Vii|=s"A|yii+yoi+ Z yii|+e | Vii+Yoi+ Z Viil-
jes\{i} jes\{i} jes\{i}

é
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Combined with Egs. (6.6) to (6.8), this becomes

CI Vii +Yo,i+ Z Yii|= ST(WiI'i +p+ W()I'i) + Z STle'i + él
jes\{i} jes\{i}
= ST (Wsri + P + W()I'i) + él’

using the fact that Wg = ;s W; and i € S. Next,

cs+cyri = |q/2] +s'p+s"(Wo + Ws)r; + ek, + e'Kwyr; .
~—— ———

€2

Putting everything together, we have

C3 +c£r,— - CI Yii +y0,i + Z Yii|= K- |_q/2J — él + éz.
jes\{i}

It suffices to show that |é; — é;| < q/4 always holds:
« By construction, ||e|| < vVmopwe.

« Since ||y ;,ill < Prey for j € S and |lyoill < Pagg. it follows that
|61] < Nm*2Beyorwe + m*/2 Pageorwe < m* 201w (NPiey + Page)-

« Next, ky € {0, 1}, Kw € {0, 1}™™ and ||r;|| < ||Tol| - {om* by Lemma 4.7. Since ||To|| < v/mopp, by Lemma 4.5,
we have
lés| < ieTkp| + |eTKwr,~| < m3/20'|_WE + mS/ZGLWE ] £ ZmeSO'LWEO'pp.
Correctness holds when g > 4 |é; — é;/, so it suffices to set

3/20'LWE(Nﬁkey + ﬁagg) + SfomBO'LWEO'pp. O

q=4m
Theorem 6.7 (Semi-Static Security). Suppose the following constraints hold:
o Lattice parameters: q > 2 and q is prime,n > A, m > 3nloggq.

« Width parameters: opp > O(,*m?), Okey = o(t*m®) - Opps Prey = VMOiey, Pagg = VMOagg, and
2/065 > ga0e > max{2* (bym* appPrey) s O(ym®?) - Gpp0loss }-

Suppose also that Tpgs is correct and explainable. Then, under the £y-succinct LWE assumption (Assumption 3.10) with
parameters (n, m, q, oLwe, Opp), Construction 6.4 is semi-statically secure for up to N users in the random oracle model.

Proof. Take any polynomial N = N(A) and any efficient adversary A for the semi-static security game, and suppose
A wins the game with non-negligible advantage ¢. For ease of exposition, we assume that A never queries the
random oracle on the same input more than once; this is without loss of generality since we can generically transform
any adversary that does not satisfy this property into one that does by simply maintaining a table of random oracle
input/outputs corresponding to the queries the adversary made.
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Hybrid sequence. We now define a sequence of hybrid experiments. Our hybrids are parameterized by a bit
b € {0,1} and a polynomial p € poly(1). We omit the index p when the hybrid definition is independent of the choice
of p.

. Hyb(()b>: This is the semi-static security game with challenge bit b € {0,1}. At the beginning of the game,
the adversary A declares the set S* C [N]. The challenger then samples pp « Setup(1%, 1V), (pk;, sk;) «
KeyGen(pp, i) for each i € S*, and sends (pp, {(i, pk;) }ies) to A. Adversary A then declares the set § C S*
and the challenger replies with ct; < Encrypt(pp, {(i, pk;)}ies,b). To recall, the challenger samples the
components as follows:

— The challenger starts by sampling
(A, Uy, T) < SuccinctTrapGen(1", lf",q, m, Opp)

(V,Z,R, Ty, T;) < Transform(A, Uy, Ty, N)
pot,.. .ty & zZ;

It parses R = [r; | - - | ry] and sets the public parameters to be
pp = (A) P, V, Z’ {rl') ti}iE[N]; TV’ Tz)'
— To generate the public key for i € S*, the challenger samples

Yi1

K; = i I SamplePre(V, Ty, n; ® p, Okey)s (6.9)
YiN
d;

where y;; € Z7 and d; € Z(’;. If ||yill > Prey for any i € [N], it sets
Y1
=Ty - G,y (n; ®p). (6.10)

YN
d

It sets W,’ = Z(dl ® Im) and pkl = (W,’, {yi,j}j#i)~
— Finally, to generate the challenge ciphertext for the set S, the challenger samples s < Zg,e D7
& & {0,114 Kw & {0,13™™, and k, & {0,1}™. If |le]| > vm - oLwe, it sets e = 0™. It computes

(Mg, Ts) < DimRed(A,Mzg, Ty, S) for Mz as in Eq. (6.3), and sets Vs = [I|s] ® A | Ms]. Finally, it
computes and y* = H, (&)

s

Yo.iy
Ko = D= DGS.SampIePre(lADGS,VS,TS, o™V, Oaggs V') (6.11)
Yo.iys,
dy

where yo; € Z™ foreach j € S, dy € 7k, and S = {in,.. . is1} I lyojll > Bagg for any j € S, it sets
Wy = 0™ and y, ; = 0" for all j € S. Otherwise, it leaves y, ; unchanged and sets Wy = Z(dy ® I,,). It
sets Ws = ) jes W and constructs the challenge ciphertext as

cty = (£, ¢}, ch03) = (£, sTA+e,s"(Wo + W) +e'Kw,s'p+e'ky, +b - [g/2]).

At the end of the experiment, algorithm A outputs a bit b’ € {0, 1}, which is the output of the experiment.
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Hybib): Same as Hybéb), except for all i € §*, the challenger samples the public key for user i as

W; &2 d; Z;kley(vec(Wi)), Vje [N]\ {i}, yij « A;! (Wir)).

Olkey

If ||yijll > Prey for any j € [N], it still sets y; ; and d; according to Eq. (6.10). Note that in this experiment, the
challenger does not sample the “secret key” y; ;.

Hybgb): Same as Hybib), except for all i € S* the challenger samples a vector y;; « A;kley (W;r; +t;) and
outputs 0 if ||y; j[| > Piey for any j € [N] instead of setting y; ; as in Eq. (6.10) The challenger also no longer
sets e = 0™ if ||e|| > /m - oLwe in the challenge phase. Note that the adversary’s view does not depend on y; ;.

Hybgb): Same as Hybéb), except for all i € S*, the challenger samples
k; < SamplePre(V, Ty, n; ® ti, Okey),
derives y;1,...,yin, d; asin Eq. (6.9), and sets W; = Z(d; ® L,,,).

Hybib): Same as Hybgb), except the challenger samples the seed £* & {0, 1} for the challenge ciphertext at
the start of the experiment. The challenger also samples y* <~ {0,1}” at the start of the experiment. If the
adversary queries H on &* before the challenge phase, the challenger aborts and outputs 0. If the adversary
queries H on & after the challenge phase, the challenger replies with y*.

Hybéb): Same as Hybib) , except in the setup phase, the challenger constructs (A, Uy, Tp) as

A&z Up & 20 Ty [, ® A | Upl, ! (G,

Opp
After computing (V,Z,R, Ty, T;) < Transform(A, Uy, Ty, N), the challenger aborts and outputs 0 if

IToll > Vmopp,  ITvll > &m® - I Toll,  or [IRIl > fym® - [[Toll.

Hybéz,): Same as Hybéb), except after generating the challenge ciphertext, the challenger now computes
y’ « DGS.Explain(170%5, 17 Vg, T, 0"V, kg, 0agg)-

Asin Hybéb), the experiment aborts and outputs 0 if the adversary queries H on &* before the challenge phase.
If the adversary queries H on & after the challenge phase, the challenger now replies with y’.

(b)
6,p°

0]
7.0’
(Wor)) for j € S to construct xy. The challenger outputs 0 if |yo ;|| > fagg for any j € S instead of

except the challenger samples x, < (Vs), ! (0™V).

(b),
Hyb7’p. Same as Hyb -
Hybg;): Same as Hy

-1
Oagg

except the challenger samples dy «— DIS(y , sets Wy = Z(dy ® I;,), and samples
£40agg
Yoj < A

setting yo ; = 0" and Wy = 0™
()

Hybéf;): Same as Hyb&p ,

except the challenger samples W, <- Zy™anddg SamplePre(Z, T;, vec(Wy), Oagg).

Hybigjo: Same as Hyb;bP), except the challenger samples W <~ 7™ and sets Wy = W — W,

Hybill”)p: Same as Hybﬁg))p, except the challenger sets p = Ak,, W = AKy.

Hybig,)p: Same as Hybﬁ’jo, except the challenger samples k, « A;algg(ti) for i € [N] and for each i € S it sets

Voi =Kwri = 2jesyji + ki,

Hyb(b) : Same as Hyb(b) except the challenger samples ki, . . ., ki

13,p° 12,p°

R Dggagg and sets t; = Ak, foralli € [N].
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. Hybiijoz Same as Hybg))p, except the challenger samples ¢; - Z/ and sets ¢; = ¢;Kw, ¢3 = c]k, +b - [¢/2].

XON

®)
®. b

- Hy 14,p°

Same as Hy except the challenger samples p <- Zg and c3 & Zy.

We write Hybgb) (A) to denote the output distribution of an execution of Hybgb) with adversary A. We now argue
that each adjacent pair of distributions are indistinguishable.

Lemma 6.8. Supposen > A, m > 3nloggq, q is prime, o,y > (mby + m) log(nty), and ovey > 36°m°/? - 6. Then, there
exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{" (A) = 1] = Pr[Hyb'? (A) = 1]| = negl(1).

Proof. The statistical indistinguishability of the two hybrids follows directly from Corollary 4.10. Given n > A,
m > 3nloggq, q is prime, opp > (méy + m)log(n), okey = 36>m’? - g, by Corollary 4.10 with overwhelming
probability over honestly generated (A, V,Z, Ty), the following two distributions have negligible statistical distance

« Sample
Yi1
; «— SamplePre(V, Ty, n; ® t;, Oey),

YinN
d;

and output ({yi,j}jii’ dl)
« Sample W; & ZyMmd; Z;kley(vec(Wi)), and for each j # i, sample y; j « A;kley (W;r;). Output ({yi;} ;2 di)-

The first distribution corresponds to Hybéb) and the second distribution corresponds to Hybib). O

Lemma 6.9. Supposen > A, m > 3nlogq, opp > (méy+m)log(nty), and Prey > Vmoey. Then, there exists a negligible
function negl(-) such that for allb € {0,1} and all A € N, |Pr[Hyb§b)(ﬂ) =1] - Pr[Hybgb) (A) = 1]| = negl(A).

Proof. First by Lemma 4.5, given n > A, m > 3nlogg, and oy, > (mfy + m)log(nf), the distribution of A is
statistically close to uniform. Since m > 3nlog g, we can appeal to Lemma 3.5 and a union bound to get that with
overwhelming probability ||y ;|| < Vmokey < Prey for all i € $* and j € [N]. Also by Lemma 3.5, we can conclude
that ||e|| < \/EO']_WE. O

Lemma 6.10. Supposen > A, m > 3nlog g, q is prime, opp > (méy +m) log(nty), and oxey > 36°m°/? - 6. Then, there
exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyby” (A) = 1] - Pr[Hyb{" (A) = 1]| = negl(A).
Proof. This lemma follows by the same argument as in the proof of Lemma 6.8. O

Lemma 6.11. There exists a negligible function negl(-) such that for allb € {0,1} and all A € N,
| Pr[Hyb5" (A) = 1] ~ Pr[Hyb{” (A) = 1]| = negl(2)
r[Hyb, r[Hyb, negl(1).

Proof. In Hyb;b), the challenger samples & & {0,1}* after the adversary submits its challenge query. Let Q,, =
poly(4) be a bound on the number of random oracle queries algorithm A makes. By a union bound, with probability
1 — Qro/2"* over the choice of £, the adversary does not query the random oracle on & prior to the challenge phase.
Conditioned on &* not being queries prior to the challenger phase (which happens with overwhelming probability),
the distribution of y* = H,(&") is uniform over {0, 1}*. This is the distribution of y* in Hybib) and thus the claim
holds. O
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Lemma 6.12. Supposem > 3nlogq, q is prime, and o,, > (mfy + m) log(néy). Then, there exists a negligible function
negl(-) such that for all b € {0,1} and all 2 € N, | Pr[Hyb\" (A) = 1] = Pr[Hyb'" (A) = 1]| = negl(A).

Proof. Since op,p > (mty + m) log(nf,), by Lemma 4.5, the following distributions are statistically indistinguishable:

R nxm R nfyXm
A & 2™ Uy & Zg }

. n 14 .
{(A, Uy, Ty) « SuccinctTrapGen(1”,1%, g, m, app)} and {(A, Uy, Tp) : Ty — [l @ A | Uo];plp(Gneo)-

Moreover, ||To|| < v/moy, in the left distribution. By Lemma 4.7, || Ty||, IR < [ Tol| - &om? and the claim holds. O

Lemma 6.13. Suppose ({’Om5/2 “ Opp) * Ologs < Oagg < 24065 gnd Tpgs is explainable (Definition 4.1). Then, for every
polynomial p, there exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

b b
| Pr[Hyb” (A) = 1] = Pr[Hybg) (A) = 1]| = 1/p(2) + negl(A).
Proof. By the abort condition in Hybéb) and Lemma 4.6, in the encryption phase the challenger always ensures
ITsll < ITvll < I Toll - bom® < &om®? - op,.

Now, given || Ts||-0loss < Tagg < 2406s and ||0"N || < 2*ocs, by the explainability of IIpgs, the following two distributions
have 1/p(A) + negl(A) statistical distance:

*+ Dsamplepre: Sample y & {0,132, K9 DGS.SampIePre(l’lDGS,VS,TS, o™, Oagg; ¥), output (%o, y).

* Dexplainp(2): Sample y & 0,1}, ko DGS.SamplePre(lADGS,VS, T,,0™N, Oagg: ¥)- Then resample the ran-
domness y’ & DGS.Explain(1#ves, 171 Vg, T, 0"V, ko, Oagg)- Output (xo,y’).

In Hybéb), the challenger sets H(&") = y* as in Dsamplepre Whereas in Hybé,bp), the challenger sets H(£*) ==y’ asin
Deyplainp(1)- The remainder of the experiment is unchanged so the lemma follows. m]

Lemma 6.14. Suppose (foms/2 “ Opp) * Oloss < Oagg < 24068 gnd TIpgs is correct (Definition 4.1). For every polynomial p,
there exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb") (A) = 1] = Pr[Hyb") (A) = 1]| = negl(1).
Proof. By the abort condition in Hybéb) and Lemma 4.6, in the encryption phase the challenger always ensures
ITsll < ITv]l < IToll - &ym® < &ym™ - o

Now given ||Tsl| - Oloss < Oagg < 240cs and HO"N || < 24oas by correctness of IIpgs, the following two distributions
have negl(1) statistical distance:

{x — DGS.SampIePre(l’lDGS,VS, Ts, 0"V, oagg;y)} and {x — (Vg) ! (O”N)}.

Oagg
The left and right distributions correspond to Hybé’bp) and Hyb;bp) respectively. O

Lemma 6.15. Supposem > 2nlogq, q is prime, 0agg > 4log(fym), and Pagg > \/M0,gg. Then, for every polynomial p,
there exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{") (A) = 1] = Pr[Hybg") (A) = 1]| = negl(A).

Proof. The indistinguishability of the two hybrids follows from Lemmas 3.5 and 3.7. Since m > 2nlog g, q is prime,
and o, > 4 log(£ym), with overwhelming probability over random A & ngm, the statistical distance between the
following distributions is negl(n) by Lemma 3.7:
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« Sample and output x « (Vs);! (0™V).

Oagg

« Sample and output x, where

yO',il Yo.i, Z(Ix ®1,)do
Ko = . :. where dy « D%Uagg and — (Iis; ® A);;gg ,
?1’35‘ Yoig Z(le ® i )do

and S = {il,...,i|5|}.

The first distribution corresponds to Hybg;). By Lemma 3.5 and a union bound, ||yo,j|| < Vmoagg < Pagg forall j € S

with overwhelming probability in the second distribution. Thus, the second distribution is statistically close to Hybé?
since Z(Ix ® rj)dy = Wor;. O
Lemma 6.16. Suppose q is prime, and 0,55 > k lognm. Then, for every polynomial p, there exists a negligible function

negl(-) such that for all b € {0,1} and all € N, | Pr[Hybg) (A) = 1] = Pr[Hyb") (A) = 1]| = negl(1).

Proof. First by Lemma 4.7, given £, > Nm’, the marginal distribution of Z (hence Z) is statistically close to uniformly
random, ZT; = Gy, and HTZH = 1. Hence by Lemma 3.6, given that Z € ngXk satisfies k = 3nmlogq > 2nmlogq, q

is prime, and 0,4, > klognm > log k, with overwhelming probability over the choice of Z, the following distributions
have negligible statistical distance:

5 WO (L anm
{(do, vec(Wo) = Zdo) : dp — Dg%gg} and {(do, vec(Wy)) : a > }

do — Z;, (vec(Wo))

Furthermore, by Lemma 3.8, given that ZTZ = Gpm and o,4g 2 klognm = k||T;|| log nm, the following distributions
have negligible statistical distance:

{dg « SampIePre(Z T5,vec(Wy), 0ag¢)} and  {dy < Z;:gg (vec(Wy))}.
The lemma now follows by a hybrid argument. O

Lemma 6.17. For every polynomial p, allb € {0,1}, and all A € N, Pr[Hybng) (A)=1] = Pr[Hybig’)p(.?l) =1].

Proof. In both experiments, Wj is uniformly distributed. Thus, these two experiments are identically distributed. O

Lemma 6.18. Supposen > A, m > 2nlogq and q > 2 is prime. Then, for every polynomial p, there exists a negligible

function negl(-) such that for all b € {0,1} and all A € N, | Pr[Hyb{y) (A) = 1] = Pr[Hyb{}) (A) = 1]| = negl(A).

Proof. By Lemma 3.3, for all e € Z¢/, the following two distributions are statistically indistinguishable:

A &K gnxm
q bl

} and { (A, [p | Wg],eTR*) . R*& {0, 1}m><m+1,

[p | Wg] & Zp=m*t

A & gmxm
= Tp*) . q
{(Aa AR , € R ) . R* (i {0, 1}m><m+1

By setting R* = [k, | Kw], the left and right distributions correspond to Hybﬁ’jo and Hybigjo, respectively. O

Lemma 6.19. Suppose m > 2nlogq, q is prime, and 0,gg > ZA({’Om‘*appﬂkey). Then, for every polynomial p, there exists
a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{?) (A) = 1] = Pr[Hyb ;) (A) = 1]| = negl(}).
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Proof. First, for i € S we observe

W()I‘i = W;;I'i — Z eri - (Wil'i + ti) +t; = Ale‘i - Z AYj,i - Ayi),' +t;.
jeS\i jeS\i

()

This means y,; < A;algg (AKwr; — Yjes\i Ayji — Ayii +t;) in Hyb ]

. Now, fori € S, let

Vo, = Kwr; — Z Vii = Yii-
JjeIN\i

We bound ||§o|| for all i € S:
« By the abort condition introduced in Hyb;b), lyijll < Brey holds foralli € S, j € [N].

e . b
« By the abort condition introduced in Hybg ) Tl < Vmoyp, and |[R|| < fym? - || To|| < fym®/2o,.

« Additionally, ||Kw|| < 1 by definition. Thus, for i € S we have

I¥0.ill = || Kwr; — Z Vi = Viil| < om™ %65 + Nfiey-
JEINT\i

Thus, we also have [[§o:ll> < Vml[§oill < fomopp + VMNPiey. Since oagg > 2% (lym*oppPiey), We conclude that
VII¥0,ill2/0agg is negligible. By Theorem 4.3, for each i € S, the following distributions are also statistically close:
(A

Oagg Oagg

(t,~+A§zO,,~)} and {A—l (t,~)+§70,,~}.

The left and right distributions correspond to Hybi% and Hybglz’jp respectively. The lemma then follows by a hybrid
argument. O

Lemma 6.20. Supposem > 2nloggq, q is prime, and 0,45 > log m. Then, for every polynomial p, there exists a negligible

function negl(-) such that for allb € {0,1} and all A € N, |Pr[HybgL(3{) =1] - Pr[HybgL(?{) = 1]| = negl(A).

Proof. By Lemma 3.6, given that A is sampled uniform randomly, m > 2nloggq, q is prime, and .5, > logm, the
following two distributions have negligible statistical distance:

{(kti,Akti) ky, — D’foaagg} and {(kti,t,-) Lt & 70k, <—A;algg(t,-)}.

Since the sampling procedure is identical for all i € [N], the lemma follows by a hybrid argument. O

Lemma 6.21. Suppose the £y-succinct LWE assumption (Assumption 3.10) holds with parameters (n, m, q, 6Lwe, Opp)-
Then, for every polynomial p, there exists a negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{;) (A) = 1] = Pr[Hyb;) (A) = 1]| = negl(}).

Proof. Suppose there exists a bit b € {0, 1} such that |Pr[Hyb§?p(3{) =1] - Pr[HybEZ,(ﬂ) = 1]| > ¢ for some
non-negligible e. We use A to construct an adversary 8 that breaks the £-succinct LWE assumption with parameters

(n,m, q, oLwe, O-pp):

1. At the beginning of the game, algorithm B receives a tuple (A, ¢}, Uy, T¢) from the £-succinct LWE challenger
and runs (V,Z,R, Ty, T;) < Transform(A, Uy, Ty, N). It parses R = [r; | --- | ry]. Algorithm 8B aborts with
output 0 if [| To|| > Vmoypp, [Tyl > fom?® - [ Tol|, or |[R]| > fym? - || Tol|.
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2. Algorithm B samples Ky « {0,1}"™ k, « {0,1}"", and k, « D’Zf’(,ag for i € [N]. It sets t; = Ak, for
i € [N],p=Aky,, Wy = AKw, ¢, = c[Kw, c3 = ¢k, + b - [¢/2], and

pp = (A,p, V. Z, {ri, ti}ic(ny, Tv, T3).

3. Algorithm B runs A to get S* C [N]. Foreachi € S*, algorithm B samples x; < SamplePre(V, Ty, 17, ®1;, Oiey)
and sets W; = Z(d; ®1,,,), where y; j and d; are derived as in Eq. (6.9). If [ly; ;|| > ey for any j € [N], algorithm
B aborts and outputs 0. Otherwise, algorithm B sets pk; = (W, {y; ;}iz;) for i € S* and gives (pp, {pk;}ies+)
to AtogetS C S

4. Algorithm B samples & & {0, 1}*. If algorithm A queries the random oracle on &* prior to the challenge phase,
then B outputs 0. On all other random oracle queries, algorithm B responds with a random string y <~ {0, 1}*.

5. Algorithm 8B runs (Mg, Ts) < DimRed(A, Mzg, Ty, S) for Mzr as in Eq. (6.3), sets Vs = [I|s] ® A | Mg],
and sets Wy = W3 — Ws. Next, algorithm 8 samples dy « SamplePre(Z T, vec(Wy), 0age) and sets yo; =
Kwri — 2 jes yji + ke, for i € S. Algorithm B aborts and outputs 0 if |lyq ;|| > Bagg for any j € S. If the checks
pass, algorithm 8 sets

Yo,iy

Ko = s

Yo,ig
0

and computes y’ « DGS_Exp[ain(llDGS, IP(A),VS, Ts, 0™V ko, cragg). If A queries the random oracle on &*, then
algorithm B responds with y’.

6. Algorithm B gives ct; = (& ¢}, ¢}, c3) to A and outputs whatever A outputs.

First, we argue that algorithm 8B perfectly simulates an execution of Hybg’; or Hybii’,)p. By definition, The f-succinct
LWE challenger samples (A, Uy, T) as

A& ZZM Uy & 2™, Ty e (I, @ A | ULG) (Gag)-

This is exactly the specification in Hybg’i{J and Hybgjo. We conclude that algorithm B perfectly simulates the setup
(b)

phase, the public keys, and the random oracle queries exactly as in Hyb%’jO or Hyb,, >

and e « D7! . then algorithm 8 perfectly simulates an execution of Hyb(b) (A). If ] & Zg, then algorithm 8

13,p
bii; (A). Thus, algorithm B breaks £-succinct LWE with the same advantage ¢. O

If c] =s"A +e" where s & zy

simulates Hy

Lemma 6.22. Supposen > A, m > 2(n+ 1)logq, and q > 2 is a prime. Then, for every polynomial p, there exists a
negligible function negl(-) such that for allb € {0,1} and all A € N,

| Pr[Hyb{?) (A) = 1] - Pr[Hyb() (A) = 1]| = negl(2).

Proof. This follows from Lemma 3.3 applied to the matrix [ cA{ ] € Zé’”l)xm. O

Lemma 6.23. For every polynomial p and all A € N, Pr[Hybgg’)P (A)=1] = Pr[Hybg’)p (A) =1].

Proof. By construction, the challenger’s behavior in Hybggij is independent of the challenge bit b € {0, 1}, so the
adversary’s view in the two distributions is identical. O
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Proof of Theorem 6.7. To finish the proof of Theorem 6.7, we show that Construction 6.4 is semi-static secure by
combining Lemmas 6.8 to 6.23. By assumption, there exists an adversary A that wins with advantage ¢(1), which
means for all A € N we have |Pr[Hyb(§0) (A) =1] - Pr[Hybél)(ﬂ) = 1]| = &(A). Therefore, there exists some
polynomial p” such that for infinitely many A € N, ¢(1) > 1/p’(A). Let p(1) = 3p’(1). By Lemmas 6.8 to 6.23, we
have for all A € N (and recalling that for i < 5, Hybi? (A) = Hybgb) (A)),

14
| Pr[Hyb{® (A) = 1] = Pr[Hyb{" (A) = 1]| < D" |Pr[Hyb{}) (A) = 1] - Pr[Hyb{, (A) = 1]|
i=0

+|Pr[Hyb'Y (A) = 1] - Pr[Hyb'} (A) = 1]|

14
+ > Pr[Hybl) (A) = 1] = Pr[Hyb[}) (A) = 1]|

i+1,p
i=0
<2/p(A) +6(A),
where 6(4) = negl(A) is a negligible function. Thus, for infinitely many A € N, 2/p(1) + §(1) = 1/p’(A) = 3/p(A).
Hence §(1) = 1/p(A) for infinitely many A, contradicting the fact that  is negligible, which proves the theorem. O

Parameter instantiation. Let A be a security parameter and N be a bound on the number of users. We can
instantiate the lattice parameters in Construction 6.4 to satisfy Theorems 6.5 to 6.7:

« We set the lattice dimension n = (Alog N)'/¢ for some constant ¢ € (0,1). and m = 3n log g. Recall that
fp=Nm' < Nm.

« We can bound ojoss(Apgs, nN, mN +k, q) by é(fOZmS/lzDGS). Below, we show that we can set Apgs = (5(/1 log N).
Here O(-) suppresses poly(log A, loglog N) terms.

« We set opwg = poly(n), opp =~O(£’02m2), Okey = O(&°m®) - opp = O(&°m"), Prey = Mokey = O(£°m®),
Oagg = 2 om* Opp Prey Oloss = 27 - O(£"'m A2 ), and Pogg = VM Oagg.

« We set the modulus g to be prime such that
q= 2t . (j(golom19/12DGS) - poly(n) = 90(Alogmlog fylog Apgs) _ 5O(Alog Nlog Aogs) < ohocs — zé(ns)’
where t}}e third equality comes from logm = (5(1), and we set Apgs such that Apgs = (5(/1 log N) and Apgs >
log g = O(Alog N) - polylog(4pgs).

With this setting of parameters, we obtain a semi-statically-secure distributed broadcast encryption scheme with the
following parameters (for simplicity, we assume N > A):

« Public parameter size: The public parameters pp have size |pp| = N? - poly(4,log N).

« Public key size: Each user’s public key pk consists of a matrix W € ngm and N — 1 cross-terms y; € Zg, so
Ipk| < (n+ N)mlogq = N - poly(A,log N).

- Secret key size: The secret key for user i € [N] consists of a vector y; € Z7, so [sk;| = O(mlogq) =
poly(4,log N).

« Ciphertext size: The ciphertext for any set S C [N] and message u € {0, 1} consists of of 2m + 1 elements of
Z4 and 24 bits, so |ct| = poly(A,log N).

Combined with Theorem 6.3, we now obtain an adaptively-secure distributed broadcast encryption scheme:
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Corollary 6.24 (Adaptively-Secure Distributed Broadcast Encryption). Let A be a security parameter and N = N(A)

be any polynomial. Let £ > N - poly(A,log N). Under the £-succinct LWE assumption with a sub-exponential modulus-
to-noise ratio, there exists an adaptively secure distributed broadcast scheme in the random oracle model. The size of the
ciphertext and a user’s secret key is poly(A,log N). The the size of a user’s public key is N - poly(A,log N) and the size of
the public parameters is N? - poly(A,log N).

Remark 6.25 (Adaptively-Secure Centralized Broadcast from ¢-Succinct LWE in the ROM). A distributed broadcast
encryption scheme generically implies a centralized broadcast encryption scheme (with a long public key). Namely,
the master public key for the centralized broadcast encryption scheme will consist of the public parameters pp for
the distributed broadcast encryption scheme together with public keys for the N users. Thus, Construction 6.4 also
implies an adaptively-secure centralized broadcast encryption scheme with O(N?)-sized master public key.

7 Explainable Discrete Gaussian Preimage Sampler

In this section, we show how we can combine the preimage sampling algorithm of Gentry, Peikert, and Vaikun-
tanathan [GPV08] and the explainable discrete Gaussian sampler by Lu and Waters [LW22] to obtain an explainable
discrete Gaussian preimage sampler as defined in Definition 4.1.

Notation. Throughout this section, we write R* to denote the set of positive real numbers. Throughout this section,
we will often describe algorithms (parameterized by a security parameter) as having real-valued inputs for ease of
notation. In these cases, we assume that the input is represented as a value with ©(A) bits of precision. As usual, for
o > 0, we write Dz to denote the discrete Gaussian distribution with width ¢. For ¢ € R and ¢ > 0, we write Dz »
to denote the discrete Gaussian distribution with center ¢ and width ¢.

Explainable discrete Gaussian sampler. We begin by recalling the explainable discrete Gaussian sampler
from [LW22] that supports sampling a discrete Gaussian over the integers.

Theorem 7.1 (Explainable Discrete Gaussian Sampler over Z [LW22, Appendix B]). Let A be a security parameter.
There exists a polynomial p = p(A) and a pair of efficient algorithms (SampleDG, ExplainDG) with the following syntax:

. SampleDG(l’l, o, ¢;r) — x: On input the security parameter A, a width parameter o € R*, a center ¢ € R, and
randomness r € {0, 1}, the discrete Gaussian sampling algorithm outputs a sample x € Z.

« ExplainDG(1%,1%, 0, ¢, x) — r: On input the security parameter A, a precision parameter k, a width parameter
o € R*, a center ¢ € R, and a value x € Z, the explain algorithm outputs randomness r € {0, 1}”.

Moreover, the algorithms satisfy the following properties:

« Correctness: There exists a negligible function negl(-) such that for all A € N, alllog A < o < 2%, and allc € R
where |c| < 2%, the statistical distance between the following two distributions is negl(1):

r & {(), I}P(A)
{x '  SampleDG (12, 0, ¢; ) and {x PX — DZ,O‘,C} .

Moreover, forall A € N, and allc,0 € R,

Pr [lz —c| < 6V : z « SampleDG(1%, o, c; r)] =1.

- Explainable: There exists a negligible function negl(-) such for all A € N, alllog A < o < 2%, and all ¢ € R where
lc| < 2%, the statistical distance between the following distributions is 1/x + negl(1):

& (0,130

} and (x,r): x« SampleDG(lA,O', cr’)
ro— ExplainDG(lA, 1%, 0,¢,x)

r& {0,130
X — SampleDG(lA, 0,¢;r)

{(x, r):
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Ajtai trapdoors. Let A € Z;X’" be a matrix and y € Zg be a vector in the column-span of A. Previously,
Gentry, Peikert, Vaikuntanathan [GPV08] showed how to sample from the distribution A}!(y) given a short basis
T € Z™™ where AT = 0 mod q and T is full rank over the reals (i.e., a short basis for the lattice A*(A) =
{x € Z™ : Ax = 0 mod q}). We give the formal definition below:

Definition 7.2 (Ajtai Trapdoor [Ajt96, adapted]). Let n,m, q be lattice parameters and A € Z7*™ be a matrix. We say
that a matrix T € Z™ ™ is an Ajtai-trapdoor for A if AT = 0 mod ¢ and T is full rank over R.

Ajtai trapdoors from gadget trapdoors. Micciancio and Peikert [MP12, Lemma 5.3] showed that a gadget
trapdoor for a matrix A directly implies an Ajtai trapdoor for the same matrix A of comparable quality. Technically,
their work considers a slightly different formulation of gadget trapdoors (i.e., a short matrix T where A[H =G,)
whereas in this work, we adopt the convention of taking a gadget trapdoor to be a short matrix T where AT = G,
(without the extra identity matrix). Nonetheless, their approach still applies. We state the lemma below, and for
completeness, include a proof of this statement in Appendix B.3.

Lemma 7.3 (Ajtai Trapdoor for Gadget Matrix [MP12, §4.2]). Let n, q be lattice parameters and m’ = n [log q]. Then
the gadget matrix G, € ZZX’"' has an Ajtai trapdoor S, € Z™*™ where ||S|| = 2. Moreover, there is an efficient, explicit,
and deterministic algorithm that computes S,, in poly(n,logq) time.

Lemma 7.4 (Gadget Trapdoor Implies Ajtai Trapdoor [MP12]). Let n, q be lattice parameters and let m" = n [log q].
Take any A € Zg™™ and T € ZZ‘X”‘/ where AT = G,. Let T = [I,, - TG, (A) | TS,] € Z;nx(m”" ), where S, € ZZ‘/X’”'
is an Ajtai trapdoor for G, Then AT’ = 0 mod q and T’ is full rank over R.

Preimage sampling using Ajtai trapdoors. The work of [GPV08] describes an efficient algorithm SamplePreGPV
to efficiently sample from the distribution A!(y) given an Ajtai trapdoor for A. From Lemma B.1, the distribution of
A (y) is precisely the distribution X + D+ (a) o, —x, Where X is an arbitrary solution to Ax = y. The work of [GPV08,
§4.2] describe how to sample from the distribution Dy (a),»-x given an Ajtai trapdoor for A, which immediately
implies an algorithm for sampling from A} (y):

Algorithm 3: The preimage sampling algorithm SamplePreGPV from [GPV08, §4.2, adapted].

SamplePreGPV(lA, ATy, 0):
1. If T € Z™™ is not an Ajtai trapdoor for A € ngm, abort.

2. Use Gaussian elimination to compute a vector x* € Zg' such that Ax" =y. Compute the Gram-Schmidt
orthogonalization T of matrix T (from left to right). Both of these steps are deterministic. Parse T =
[t ] - [tm]and T=[t; [ -+ [ tm].

3. Letu, =0andc,, = —x*.Fori=mm-1,...,1,do:

(a) Letc, = (c;, t;)/(ti, ;) € R and o] = o/||ti[|2 > 0.
(b) Sample z; < Dz, !

(c) Letci—y =c¢; — z;t; and u;—1 = u; + z;t;.

4. Output x* + uy.

Theorem 7.5 (Preimage Sampling [GPV08]). Let n, m, q be lattice parameters. There exist a negligible function negl(-)
such that for all (A, T) where T € Z™*™ is an Ajtai trapdoor for A € Z7*™, and all targetsy in the column space of A,
the following hold:

« Forall o > 0, the output x < SamplePreGPV(A, T,y, o) satisfies Ax =y.

« Forallo > ||T|| - Vmlog m, the statistical distance between the following distributions is negl(m):
{x « SamplePreGPV(A,T,y,0)} and {x — A;l(y)} .
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Explainable sampling for the distribution A '(y). Algorithm 3 essentially reduces the problem of sampling
A!(y) to the problem of discrete Gaussian sampling over the integers. Thus, we can directly combine Algorithm 3
with the Lu-Waters explainable discrete Gaussian sampler over the integers (Theorem 7.1) to obtain an explainable
discrete Gaussian sampler for sampling from A7!(y). We now describe the construction.

Construction 7.6 (Explainable Sampler for A!(y)). Let (SampleDG, ExplainDG) be the explainable discrete
Gaussian sampling algorithms described from Theorem 7.1, and let py be the associated randomness bound. Let
p(A,n,m, q) = m-po(32Am> log q) and 010ss (A, n, m, q) = 18m>/? log(mA) log log g. We construct an ( p, 0joss)-explainable
discrete Gaussian preimage sampler as follows:

. Samp]ePre(lA,A, T,y, 0;r): On input the security parameter A, a matrix A € Z’qlx’", a trapdoor T € Zq’"xm', a
target y € Z], a width parameter o > 0, and randomness r € {0, 1}*, the sampler algorithm proceeds as follows:

- Let Ay = 32Am3log q.
— Let Thjuai € Z;"X’” be the first m linearly-independent columns of [I,, — TG,,'(A) | TS,] where S,, is the
Ajtai trapdoor for G, from Lemma 7.3. Here, we consider linear independence over R.

— Letr = rq||-- - |lrm where r; € {0, l}p/'". Run SamplePreGPV(lA",A, TAjtai» ¥» 0), except in Step 3b of
Algorithm 3, sample z; « SampleDG(1%, oi,ci;r;) foralli € [m].

. /1 K . N N P N nxm
« Explain(1%,1%,A, T, y, %, 0): On input the security parameter A, a precision parameter k, the matrix A € Zq R

atrapdoor T € Z;"X'"', atargety € Z7, a preimage x € Z™, and a width parameter o > 0, the explain algorithm
proceeds as follows:

- If Ax # y mod g, output L. Otherwise, let Ay = 32Am® log q and k, = mx.

— Let Tajtai € Z;"X’" be the first m linearly independent columns of [I,, — TG;,*(A) | TS, ] where S,, is the
Ajtai trapdoor for G, from Lemma 7.3. Here, we consider linear independence over R.

— Asin SamplePreGPV (Algorithm 3), deterministically compute the Gram-Schmidt orthogonalization TAjtai
of matrix T and the vector x* € Z"Z" where Ax" = y. Parse Tajrai = [t1 | -+ | tm] and Tajai = [t1 ] -+ - | tm].

— Let uy = x — x*. Compute z = T;jltaiuo over the real numbers. Abort if there exists any i where z; ¢ Z.
Otherwise, write Uy = ;e Ziti-
- Letey, =—x* . Fori=mm-—1,...,1, do:
« Let ¢; = (c;, t;)/(t;, t;) € R and o) = a/|ltill2 > o.
» Compute r; « ExplainDG(l"O, 1, ¢}, 07, z;).
» Let c;_1 = ¢; — z;it;.

Output r =ry|| - - - ||7m.

Theorem 7.7 (Correctness). For all functionsn > A, m = poly(A), there exists a negligible function negl(-) such that

forall A € N, all matrices A € Z3*™ and T where AT = Gy, and all targets'y € Zg where |ly|| < 2%, the following hold:
« Forall o > 0, the output x < SamplePre(1*, A, T,y, 0), satisfies Ax = y.

« For all width parameters 2* > o > ||T|| - 18m*? log(mA) loglog q, the statistical distance between the following
distributions is bounded by negl(1):

{x — SamplePre(lA,A, T,y, o)} and {x — A;l(y)}

Proof. Take matrices A and T where AT = G. Take any target y € Zg where [ly|| < 2" and any width parameter
2} > ¢ > ||T|| - 18m3?log(mA) loglog q. Consider the output distribution of x < SamplePre(1*, A, T,y, o). First,
consider the matrix Tajiaj computed by SamplePre. By Lemma 7.4, A - Tajtai = 0 mod g, and moreover, Tajii is linearly
independent over R. Thus Taji; is an Ajtai trapdoor for A. The first requirement now follows by Theorem 7.5. For the

second requirement, we start by showing that the intermediate variable c¢; and o] chosen by SamplePre are properly
bounded:
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Lemma 7.8. Take any matrix A € ngm and suppose T is a gadget trapdoor for A. Take any targety € Zg where

llyll < 2* and any width parameter o where 2* > o > ||T|| - 18m*?log(mA) loglog q. Then the centers c; € R and width
parameters o; € R fori € [m] chosen by SamplePre(1}, A, T, y, 0) satisfy lci| < 2% andlog Ay < ol < 2%,

Proof. First, we bound || Tjwill. By Lemma 7.3, ||S|| < 2, so we conclude that || Tajwill < 2m’||T|| < 2m||T||. Let
Tajtai = ﬁl | --- | tm] be the Gram-Schmidt orthogonalization of Tajtai- First, we bound o]. By construction,
o; = o/|ltill2.

« Forall i € [m], we have N
I < I Tajtaill < ITajeaill < 2m - I T|| < 2™ - m (7.1)

This yields an upper bound
[tills < Vm - NIl < Vm - [ Tajaill < 2 [T]) - m*/? < 2240 m?2, (7.2)
Thus, for all i € [m], we have

18||T|| - m*?log(mA) log 1
o] = ”{U” > i m2”T|Tg(ﬂ;/2) %8084 > 9log (mA) loglog q > log Ag = log (mA) +2log m+loglog q+5.
ill2 -m

« Next, T is an orthogonal basis for R” and T is an integer matrix. Thus, [Ticim) Itill2 = | det(T)| = | det(T)| > 1.
By Eq. (7.2), we now obtain the lower bound

. | det(T)| 1
lItill2 = = 2 T ot (7.3)
[Tz lItjll — (21m372)
Thus, for all i € [m], we have,
o; = ”{0” < 2/1 . (2A+1m3/2)m—1 < 22m/1 . 23/2mlogm < 24m2/1 < 2/10_ (7.4)
ill2

Next, we bound the center c] for each i € [m]. Then, we have the following:
« First, ¢, = —x", where x* € Z¢". Thus, [len|| = [[x*]| < q.
 Next, for each i € [m], the sampler algorithm samples z; « SampIeDG(l’l‘), o, ¢l r;). By Theorem 7.1, for all
i € [m], it holds that |z; — ¢]| < al.’\//l_o.

« By construction, ¢; = —x" = ¥} .; zit;. From Eqs. (7.1) and (7.4), ||t;|| < 2**'m and 0} < 24 (M m32ym=1 for
all j € [m]. This means

lleall < M5+ > 131 - el < g+ > (lej | + 0j3/2o) - (2+'m)

j>i j>i
m
<q+m-2t Ay (@M 4 Z I} - (2**'m).
j=it
+ By definition of ¢; and using Eq. (7.3), we have for all i € [m],

(c-,f—) B
lej| = 22 < melel| - ([ Tajeail] - (274 1m3/2)2(m=1)

' (ti, t;)

<l - (2 m) - (25?220

m
< (q+ 2Am\/)._0) . (2/1+1m3/2)3m—1 + Z |C;| -m- (2/1+1m)2 . (21+1m3/2)2(m—1)

j=i+l

m
< (J'\//TO' (ZA+1m3/2)3m+ Z |C;-| . (2/1+1m3/2)2m.

J=i+l
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In particular, this means that for all i € [m],

m
]| < q- \/A_O' (2/1+1m3/2)3m . Z(z/l+lm3/2)2m(m—z).

j=i

Therefore, for all i € [m], we can bound

Il <q- /AO . (2/1+1m3/2)3m m- (2/1+1m3/z)2m2—2m
<gq //10 . 2(A+1)(2m2+m)m3m2+1.5m
< q-6Am*logq- 26Am’ _ pd.5m*
< 6q2 L gTAm? | 4.5m?
< 23+7m2/1+4.5m2 log m+2logq

< 2321m3 logg _ 9o
The lemma follows. m]

Completing the proof of Theorem 7.7. Theorem 7.7 now follows from Lemma 7.8 and Theorems 7.1 and 7.5:

+ By Lemma 7.8, for all targets y € Zj where |ly|| < 2" and all width parameters o where 2! > o >

IIT|| - 18m®?log(mA)loglog g, the centers ¢; € R and width parameters o; € R for i € [m] chosen by
SamplePre(l)‘, A, T,y, o) satisfy |c]| < 2% and logig < o] < 2h,

+ By Theorem 7.1 this means that the statistical distance between the distributions z; < Dz, ., and z; «
SampleDG (1%, ¢;, 0;; ;) can be bounded by a negligible function £(1) = negl(1). Note here that 1o > A.

« Since SamplePreGPV samples z; for each i € [m], the statistical distance between the output distribution of
SamplePreGPV (A, Tajtai, ¥, o) and that of SamplePre(lA, A, T,y, o) is at most m - ¢(4), which is negligible when
m = poly(A).

« Finally, Tajtai is an Ajtai trapdoor for A and || Tajtill < 2m [|T||. By Theorem 7.5, for all & > ||T]| - 2m*?logm >
HTAjtai“ - yYmlog m, the distribution SamplePreGPV (A, Tajii, y, 0) and A (y) are statistically close. O

Theorem 7.9 (Explainability). There exist a negligible function negl(-) such that for all A, x € N, all matrices A €
Z;X’” and T where AT = Gy, all targets'y € Zg where |ly|]| < 2%, and all width parameters 2* > o > ||T|| -

18m*? log(mA) loglog q, the statistical distance between the following distributions is bounded by 1/x + negl(2).
* Dsamplepre: Sample r & 40,1} and x « SamplePre(lA, A, T,y, o;r). Output (x,r).

* Diyplain: Sampler’ & 0,1}, x « SamplePre(l’l,A, T,y,0;7r"), andr & Explain(ll, 1%, A, T,y,x, o). Output
(x,7).

Proof. Consider an execution of x « SamplePre(l’l, ATy, o;r')andr & Explain(l’l, 1,A, T,y, x, 0). We start by
arguing that the two algorithm compute the exact set of centers ¢/, ..., c;, and widths o7,..., o7,.

« Both SamplePre and Explain compute the same Gram-Schmidt orthogonalized basis T, and solution x* (since
these steps are deterministic).

+ By construction, SamplePre outputs x = x* + ug and up = 2};c(p] ziti, where z; are the coefficients it sampled.
Since Tajtai is a basis for R™, given u, € R™, the decomposition uy = Zie[m] z;t; is unique. On the other hand,
the Explain algorithm computes the coefficients z; such that x — x* = }};¢[,,] ziti. Therefore Explain computes
the same coefficients zi, . . ., z,, as those originally sampled by SamplePre.
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+ Since SamplePre and Explain both set ¢, = —x*, and moreover, the values of ¢, . . ., ¢, are fully determined by
Z1, . . ., Zm and Tajii, we conclude that the two algorithms also compute the same set of ¢y, ..., ¢p.

» Since the centers c; and the widths o] are completely defined by c; and Ty, the variables are computed in an
identical manner in SamplePre and Explain.

By Lemma 7.8, we have that |cj| < 2% and log Ay < o] < 2% for all i € [m]. By Theorem 7.1, there exists a negligible
function negl’(+) such that the following two distributions have at most 1/ko + negl’(4¢) statistical distance.

« Sample r; & {0,1}?/™ and z; « SampleDG(1%, ¢;,07;r;) and output (r;, z;).
« Sample r] < {0, 10em 2 SampIeDG(l",clf, AR ExplainDG(1%, 1’<',c§,alf,zl-), and output (r;, z;).

The first distribution corresponds to the joint distribution of (r;, z;) in SamplePre while the second distribution
corresponds to that of (r, z;) in Explain. Since there are m such pairs, the statistical distance between the distribution

of (ri,...,"m»21,...,2m) from SamplePre and (ry,...,"m, 21, ..., 2zm) from Explain is at most m/xo + m - negl’ (A) =
1/k + negl(A). Since the distribution of (ry, ..., m, 21, ..., zm) in the two distributions uniquely determine (x,r) and
vice versa, the claim follows. O
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A Registered Attribute-Based Encryption Definitions

In this section, we give the formal definition of key-policy registered ABE adapted from [HLWW23]. For full generality,
we decouple the policy-family parameter from the security parameter (i.e., allow these to be set independently). We
consider the same relaxations from Section 5.1 (where the key-generation algorithm is allowed to depend on the

policy).

Definition A.1 (Registered Attribute-Based Encryption [HLWW23, adapted]). Let A be a security parameter and 7
be a policy-family parameter. Let X = {X;}, <)y be a family of attributes and P = {P,},ciy be a set of policies on X
(where each P € P, is a mapping P: X; — {0, 1}). A registered key-policy attribute-based encryption scheme with
attribute space X and policy space P consists of a tuple of efficient algorithms ITrage = (Setup, KeyGen, Register,
Encrypt, Update, Decrypt) with the following properties:
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« Setup(1%,17) — crs: On input the security parameter A and the policy-family parameter , the setup algorithm
outputs a common reference string crs. We assume crs contains an implicit description of 1* and 17.

+ KeyGen(crs, aux, P) — (pk, sk): On input the common reference string crs, auxiliary state aux, and a decryption
policy P € P, the key-generation algorithm outputs a public key pk and a secret key sk.

« Register(crs, aux, P, pk) — (mpk, aux’): On input the common reference string crs, auxiliary state aux, a
decryption policy P € P,, and a public key pk, the registration algorithm deterministically outputs the master
public key mpk and an updated state aux’. We assume mpk also contains an implicit description of 1* and 17.

« Encrypt(mpk, x, g) — ct: On input the master public key mpk, an attribute x € X;, and a message p € {0,1},
the encryption algorithm outputs a ciphertext ct.

« Update(crs, aux, pk) — hsk: On input the common reference string crs, auxiliary state aux, and a public key
pk, the update algorithm deterministically outputs a helper decryption key hsk.

« Decrypt(sk, hsk, x, ct) — p: On input the master public key mpk, a secret key sk, a helper decryption key hsk,
an attribute x € X;, and a ciphertext ct, the decryption algorithm either outputs a message p € {0,1} or a
special flag 4 = GetUpdate to indicate an updated helper decryption key is needed to decrypt. This algorithm
is deterministic.

Definition A.2 (Bounded Registered ABE [HLWW23, Definition 4.4]). We say that a registered ABE scheme IIgage
is bounded if there is an a priori bound on the number of registered users in the system. In this setting, the Setup
algorithm takes as input a bound parameter 1V which specifies the maximum number of registered users the scheme
supports. In the correctness and security definitions (Definitions A.3 and A.4), the adversary specifies the bound 1V
at the beginning of the correctness or security game, and moreover, the adversary in the game can make a maximum
of N registration queries.

Correctness and security requirements. We now define the correctness and efficiency requirements of a
registered ABE scheme. Our definitions are essentially the same as those from [HLWW?23], just adapted to the
key-policy setting.

Definition A.3 (Correctness and Efficiency of Registered ABE). Let IIrage = (Setup, KeyGen, Register, Encrypt,
Update, Decrypt) be a registered key-policy ABE scheme with attribute space X = {X;},cy and policy space
P = {P;},en- For a security parameter A and an adversary A, we define the correctness experiment as follows:

« Setup phase: On input the security parameter 1%, the adversary A outputs the policy family parameter 17.
The challenger samples the common reference string crs « Setup(1%, 17) and gives crs to A. The challenger
also initializes aux = L. and two counters ctr[reg] = 0 to keep track of the number of registration queries and
ctr[enc] = 0 to keep track of the number of encryption queries. Finally, it initializes ctr[reg]* = oo as the index
for the target key (which will also be updated during the game).

« Query phase: During the query phase, the adversary A is able to make the following queries:

— Register non-target key query: In a non-target-key registration query, the adversary A specifies a
public key pk and a policy P € P,. The challenger increments the counter ctr[reg] = ctr[reg] + 1 and
registers the key by computing (mpk [ ,eq], 2ux’) = Register(crs, aux, P, pk). The challenger updates its

auxiliary data by setting aux = aux’ and replies to A with (ctr[reg], mpky[,eq], 2UX).

— Register target key query: In a target-key registration query, the adversary specifies a policy P* € P;.
If ctrreg]* # oo, then the challenger replies with L. Otherwise, the challenger increments the counter
ctr[reg] = ctr[reg] + 1, samples (pk*, sk*) « KeyGen(crs, aux, P*), and registers (mpkm[reg],aux’) =
Register(crs, aux, P*, pk). It computes the helper decryption key hsk® = Update(crs, aux, pk*). The
challenger updates its auxiliary data by setting aux = aux’, stores the index of the target identity

ctr[reg]* = ctr[reg], and replies to A with (ctr[reg], mpkctr[reg], aux, pk*, hsk*, sk*).
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— Encryption query: In an encryption query, the adversary submits the index ctr[reg]* < i < ctr[reg]
of a public key, a message ficir[enc] € {0, 1}, and an attribute xctr[enc] € Xr. If the adversary has not yet
registered a target key, or if P* (xctr[enc]) = 0, then the challenger replies with L. Otherwise, the challenger
increments the counter ctr[enc] = ctr[enc]+1 and computes ctetr[enc] < Encrypt(mpk;, Xcer[enc]» Hetr[enc])-
The challenger replies to A with (ctr[enc], cteerfenc])-

— Decryption query: In a decryption query, the adversary submits a ciphertext index 1 < j < ctr[enc]. The
challenger computes y/; = Decrypt(sk®, hsk*, x;, ct;). If }; = GetUpdate, then the challenger computes
hsk* = Update(crs, aux, pk™) and recomputes y} = Decrypt(sk”, hsk*, xj, ct;). If/l} # Jj, the experiment
halts with output b = 1.

If the adversary has finished making queries and the experiment has not halted (as a result of a decryption
query), then the experiment outputs b = 0.

We say that ITrage is correct and efficient if for all (possibly unbounded) adversaries A making at most a polynomial
number of queries, the following properties hold:

« Correctness: There exists a negligible function negl(-) such that for all A € N, Pr[b = 1] = negl(1) in the
correctness game.

« Compactness: Let N be the number of registration queries the adversary makes in the above game. There
exists a universal polynomial poly(-) such that for all i € [N], [mpk;| = poly(4 + log i). We also require that
the size of the helper decryption key hsk* satisfy |hsk*| = poly(A + log N) (at all points in the game).

« Update efficiency: Let N be the number of registration queries the adversary makes in the above game. Then,
in the course of the above game, the challenger invokes the update algorithm Update at most O(log N) times,
where each invocation runs in poly(log N) time in the RAM model of computation. Specifically, we model
Update as a RAM program that has random access to its input; thus, the running time of Update in the RAM
model can be smaller than the input length.

Definition A.4 (Security of Registered ABE). Let ITrape = (Setup, KeyGen, Register, Encrypt, Update, Decrypt) be a
registered key-policy ABE scheme with attribute space X = {X;},cy and policy space P = {P,},cn- For a security
parameter A, an adversary A, and a bit b € {0, 1}, we define the following game between A and the challenger:

« Setup phase: On input the security parameter 14, the adversary A outputs the policy family parameter 17. The
challenger samples the common reference string crs < Setup(1%,17) and gives crs to A. It then initializes the
auxiliary input aux = L, a counter ctr = 0 for the number of honest-key-registration queries the adversary has
made, an empty set of keys C = @ (to keep track of corrupted public keys), and an empty dictionary mapping
public keys to registered attribute sets D = @. For notational convenience, if pk ¢ D, then we define D[pk] = 2.
to be the empty set.

+ Query phase: Adversary A can now issue the following queries:

- Register corrupted key query: In a corrupted-key-registration query, the adversary A specifies a
public key pk and a policy P € P,. The challenger registers the key by computing (mpk’, aux’) =
Register(crs, aux, P, pk). The challenger updates its copy of the public key mpk = mpk’, its auxiliary data
aux = aux’, and adds pk to C. Finally, it updates D[pk] = D[pk] U {P}. It replies to A with (mpk’, aux’).

— Register honest key query: In an honest-key-registration query, the adversary specifies a policy P € 7.
The challenger increments the counter ctr = ctr + 1 and samples (pk,,, skctr) < KeyGen(crs, aux, P), and
registers (mpk’, aux’) = Register(crs, aux, P, pk,). The challenger updates its public key mpk = mpk’,
its auxiliary data aux = aux’, and D[pk,] = D[pk,] U {P}. It replies to A with (ctr, mpk’, aux’, pk,).

— Corrupt honest key query: In a corrupt-honest-key query, the adversary specifies an index 1 < i < ctr.
Let (pk;, sk;) be the i'" public/secret key the challenger samples when responding to the i* honest-key-
registration query. The challenger adds pk; to C and replies to A with sk;.
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«+ Challenge phase: The adversary A specifies an attribute x* € X and the challenger replies with the challenge
ciphertext ct* « Encrypt(mpk, x*, b).

« Output phase: At the end of the game, algorithm A outputs a bit b’ € {0, 1}.

Let S = {P € D[pk] : pk € C} be the set of policies associated with corrupted public keys. We say that an adversary
A is admissible if for all P € S, it holds that P(x*) = 0. We say that a registered ABE scheme is secure if for all
efficient and admissible adversaries A, there exists a negligible function negl(-) such that for all 1 € N, we have that
|Pr[d’ =1|b=0] -Pr[b’ =1|b=1]| =negl(A) in the above security game.

Remark A.5 (Weaker Notions of Security). Similar to Definitions 5.3 and 5.4, we can consider weaker security notions
such as attribute-selective security (where the adversary in Definition A.4 has to commit to its challenge attribute x*
at the beginning of the security game) and security without corruptions (where the adversary in Definition A.4 is not
allowed to make any corruption queries). Moreover, the transformations described in Remark 5.5 can be leveraged to
achieve full adaptive security.

The [HLWW23] transformation. As mentioned above, the work of [HLWW23] shows how to generically compile
a slotted registered ABE scheme (e.g., Definition 5.1) into a standard registered ABE scheme (Definition A.1). The
transformation still applies with the relaxation of registered ABE we consider (Remark 5.2) where we allow the
key-generation algorithm to take the policy as input, provided that we apply the relaxation to both the slotted
registered ABE scheme and the normal registered ABE scheme. We state the main theorem below:

Theorem A.6 (Registered ABE from Slotted Registered ABE [HLWW23, §6]). Suppose there exists a slotted registered
ABE scheme with attribute space X and policy space P. Then, there is a registered ABE scheme with the same attribute
space X and policy space P. The transformation preserves the security properties (e.g., adaptive security, attribute-
selective security, or security without corruption queries) of the slotted scheme. If the CRS size of the slotted scheme is
polylogarithmic in the number of slots, then the transformed scheme supports an unbounded number of users; otherwise,
the transformed scheme supports an a priori bounded number of users (Definition A.2).

B Additional Lattice Properties

In this section, we recall some additional lattice preliminaries and then give the proofs of Theorem 4.3 and Lemma 7.4.

Lattices. For a positive integer m, a lattice A C R™ is a discrete additive subgroup of R™. We say A is full-rank if A
is generated as the set of all integer linear combinations of m linearly-independent basis vectors by, ..., b,, € R™.
For a lattice A C R™, the dual lattice is defined to be A* = {w € R™ | ¥x € A : w'x € Z}. For a matrix A € Z;’X’", we
define the full-rank g-ary lattices

A*(A) = {xe€Z" : Ax=0mod g} C Z"™
A(A) = {y € Z™ : y = A"x mod q for some x € Z™}.

By definition, A(A) = q - (A*(A))*. For a vector x € R™ and a lattice A C R™, we write x + A to denote the coset
{x+y:y €A} of A associated with x. We write A]°(A) = mingzvea ||V]| to denote the £,,-norm of the shortest
non-zero vector in A.

Discrete Gaussians over lattices. For a Gaussian width parameter o > 0 and a center ¢ € R™ we write p,: R™ — R
to denote the Gaussian function p,¢(x) = exp(—7||x — c||5/0*). When ¢ = 0, we simply write p(x) = pso(x).
For a lattice coset x + A, we define ps (X + A) = Yyexin Poc(y). The discrete Gaussian distribution Dz, with
width o > 0 and center ¢ € R is defined to be Dz 5 c(x) = ps.c(x)/ps.c(Z) for all x € Z. We write Dz, = Dz,40. In
particular, Dzm , = D%g. More generally, we define the discrete Gaussian distribution D+ Over a lattice coset
x + A with width ¢ and center ¢ € R™ to be the distribution

Poe(y)
DX+A,U,c (y) 1= { Poc (y+A)

yeEx+A

0 otherwise.
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As usual, when ¢ = 0, we simply write Dyia o = Dx+A 0.0

Lemma B.1 (Distribution A !(y) [GPV08, Lemma 5.2]). Take any matrix A € ZZX’”, anyy € Zg in the column-span
of A, and any x* € Z where Ax* =y. Then A7'(y) = X" + D1 (A).0,-x'-

The smoothing parameter. Next, we recall the notion of the smoothing parameter [MR04]. For an m-dimensional
lattice A and a positive real number ¢ > 0, the smoothing parameter 1.(A) is the smallest real value ¢ > 0 such that
p1/o(A") < 1+ e We now state some properties on the smoothing parameter:

Lemma B.2 (Smoothing Parameter [MR04, Lemma 4.4, implicit]). Let A € R™ be a lattice. Then, for all ¢ € (0, 1), all
o > n:(A), and allc € R™, psc(A) € [12£,1] - ps(A).

1+

Lemma B.3 (Smoothing Parameter Bound [GPV08, Lemma 5.3]). Let n, m, q be lattice parameters with q prime and
m > 2nloggq. Then, there is a negligible function ¢(m) = negl(m) such that for all but a q~"-fraction of matrices
A € ZX™, it holds that n.(A*(A)) < logm.

Subgaussian random variables. Next, we recall the concept of a subgaussian random variable; our presentation
is adapted from [MP12, §2.4]. For § > 0, a random variable X with values in R is §-subgaussian with parameter ¢ > 0
ifforallt € R,

Elexp(27tX)] < exp(d) - exp(ma’t?).

By Markov’s inequality, if X is 5-subgaussian, then
Pr[|X]| > t] < 2exp(8) exp(—rt?/c?). (B.1)

A vector-valued random variable x € R™ is §-subgaussian with parameter o if for all vectors v € R™ where ||v||, = 1,
the distribution x"v is §-subgaussian with parameter 0. The work of [MP12] showed that the discrete Gaussian
distribution over any lattice coset is subgaussian:

Lemma B.4 (Discrete Gaussians are Subgaussian [MP12, Lemma 2.8]). Let A C R™ be a full-rank lattice and suppose

o = n:(A) for some e € (0,1). Then, for all c € R™, the distribution Deip o is In (%)—subgaussian with parameter o.

Kullback-Leibler divergence and Pinsker’s inequality. For discrete probability distributions D, D’ over a
common support X, their Kullback-Leibler divergence is defined to be Dy (D||D’) = Y yex D(x)In D) Next,

D' (x) *
Pinsker’s inequality relates the statistical distance between two distributions to their Kullback-Leibler divergence:

Fact B.5 (Pinsker’s Inequality). Let D, D’ be discrete probability distributions with a common support. Then,

, 1
AD, D) < \IEDKL(Z)”D’)’

where A(D, D’) denotes the statistical distance between D and D’.

B.1 Proof of Theorem 4.3 (Smudging Lemma)

We now give the proof of Theorem 4.3. By Lemma B.3, there exists a negligible function ¢(m) = negl(m) such that
for all but a g~ "-fraction of matrices A € ZZX’", 7:(A*(A)) < log m. In the remainder of this proof, we restrict our
attention to matrices A where 17.(A*(A)) < logm. Take any vector y € Z! in the column span of A, any vector
z € Zg, and o > logm. Let t € Z7' be an arbitrary vector where At = y. By Lemma B.1,

A;l(y + AZ) =t+z+ DAJ-(A),U,—t—z

z+A;' (y) =z+t+Dpr(a) ot
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The statistical distance between A!(y + Az) and z + A, ! (y) is thus the statistical distance between the following
distributions:
Dy == Dpr(a)o—t and Dz = Dpr(a)g,-t-z-

We start by computing the Kullback-Leibler divergence between these two distributions:

Di(DillD2) = ) Di(x)log g;gg
N
= XeAZ(A) Di(x)log pptgjzt(A(A(?zi»
i ;% xe;A> priloe ex?ff; 7||1|)+( :ilfn/%a/zz)
= % % XE;A) Di(x) (2(x + )"z +22)
| e D e

where 7z = z/||z||, is a unit vector. Since ¢ > logm > 7.(A*(A)), we can appeal to Lemma B.2 to conclude that

Po-t(AT(A)) € [1—:1] - pe(AT(A)) and  py 1, (AT (A)) € [%; 1] < po(AF(A)).
Next, :
Poat(AH(A) _ po(A(A)  _1we 26 _
Pt (A-(A) © T (AL(A))  T-e Iy = 1+o (B.3)

where § = % Next,

pU,—t(x) T~ po‘(x+t) Tx
——— (x+t)'z= — (x+1)'Z
1 1
xeAL(A) po-t(AT(A)) xeA*(A) po(t+As(A))
(u) (B.4)
pPou TS T
= AL Az Z= E“‘—DHAL(A),HH z
uet+AL (A) ‘Da(t +A (A))
Since o > n,(A*(A)), by Lemma B.4, the distribution D (a)+tc is &’ -subgaussian with parameter o where §’ = In 11%’;
Since ||Z||, = 1, this means the random variable u'z is §’-subgaussian with parameter o. Thus, for all ¢+ > 0, by

Eq. (B.1),

1+
Pr[|u'z| > ¢ : u ¢ Dyps(a)o] < 2exp(8’) exp(—rt?/o?) = 2- N £ -exp(—rt?/c?).

We can now compute the expectation as

1+¢

0.

R . 14+4¢ [
EueDypr ), W2 = ZPr[|uTz| >t]<2- 1—_5/0 exp(—nt®/o?) dt = —
=1

Substituting back into Eq. (B.4), we have

Po,-t(x) T S
———(x+t)'z2=Eyep_,,,, UZ

T Al (A).o _

L BB (A)) i

IA

- 0.

™
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In combination with Egs. (B.2) and (B.3), we have

2
rlil | 2xllzl, 1+e

D1(D1]|D2) < (1+9) 5 :
o o 1-¢

Since ¢ = negl(m), we can bound (1 + ¢)/(1 — ¢) < O(1) and similarly, § = 2¢/(1 — ¢) < O(1). Moreover, when
o = ||zl lzll, /o < 1 so we conclude that Dk (D1]|Dz) < O (]|z]|, /o). By Pinsker’s Inequality (Fact B.5), we conclude
that

A(AS ' (y +Az).z+ AN (y)) = A(D1, D2) < O(Yllzll; /o)
B.2 Proof of Lemma 4.7 (f-Succinct LWE Trapdoor Transformation)

The proof is implicit in [CW24, Theorem 5.1]. We reconstruct the algorithm here for completeness (and make its
properties explicit). We start by defining the Transform(A, U, T, N) algorithm:

« Sample (ZTZ) — TrapGen(1"™,q,k). Let Z = [21 | -+ | Zum] € ZZ”’Xk. LetZ =1[Zy]| --- | Zg] € ngmk
where vec(Z;) = z; for all i € [k].

« Parse the matrix U and the gadget matrix G, 5 as follows:

Ul X X
U2 1,1 1L,Nm
U=|.| and Guw=|: - |,
) X “ e X ,
U, N,1 N,Nm

where U; € ngm foralli € [¢] and x;; € Z foralli € [N], j € [Nm']. For alli € [N], set
Xi1
Xi2

N n
X; = . < Zq

Xjr

« Foralli € [N] and j € [Nm'], compute d; = T;G;,},(vec(U;)) and

Yia1
Yiz2
= TGy, (%;)
Yie
r;
wherey; j, 1; € Z;", d; e ZS.
« Define the matrices
A o) R
V= : and Ty = ' :

YN1 *  YNNm

A|l-Z(I;®r
(k N) _d1 _de,.

LetR=[ry | --- | ry] and output (V,Z,R, Ty, T3)

We verify the above algorithm satisfies the desired conditions as follows.
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« Since (Z, T;) < TrapGen(1™™, g, k), by Lemma 3.8, ZTZ = Gpm, ||IT;|l = 1, and Z is statistically close to
uniform. Moreover,

Zd; = Z - T;G,}, (vec(U;)) = Gy, - G, (vec(U;)) = vec(U;).

Since Z = [vec(Z,) | --- | vec(Z)], this means Z(d;®1,) =U;.
« Similarly, since [I; ® A | U] - T = Gy, we have that
Yi1
Yiz2
[L®A|U]-| : | =[L®A|U]-TG,, (%) = %;.
Yie

rj

By construction of %;, this means
Ayij+ Ut = X 5.

« Putting the pieces together, we now have

AY1,1 + Z(Ik ® rl)dl e AY1,Nm/ + Z(Ik ® I'l)de'
V- Ty =
AyN1+Z(e ®@rn)dy - Aynnm + Z(Ie @ ) AN
Ay 1 +Z(di ®In)r -+ Ayinm + Z(dNpy ® L)1y
_AYN,I + Z(d1 ® Im)I'N e AYN,Nm’ + Z(de/ ® Im)l‘N
Ay +Uirp -+ Ayinm +Unmry X1t XLNme
Ayni+Uiry -+ AYNNm +UNmIN|  [XN1 0 XNNm

« From Lemma 3.8, ||T;|| = 1. Thus, ||d;|| < mm’. Next, |ly;;ll, [|r;|| < ||T|| - £m’. Since m" < m, we can bound
IR|l, [Tyl < |IT|| - £m? and the claim holds. ]

B.3 Proof of Lemma 7.4 (Gadget Trapdoor Implies Ajtai Trapdoor)

The proof follows via the same construction as that used in [MP12, Lemma 5.3]. We include the proof here for
completeness. It is easy to see that AT’ = 0 mod ¢:

AT = A- [I,, - TG,'(A) | TS,] = [A — ATG; ! (A) | ATS,] = [A — G,G; (A) | G,S,] = 0™™*™) mod g,

using the fact that AT = G, and G,S, = 0 mod g (since S, is an Ajtai trapdoor for G,). Next, we show that T” has full
rank. To do so, consider the matrix S from [MP12, Lemma 5.3]:

§: | T . I 0 — Im_TGr_ll(A) TS, eZ(m+m')><(m+m')
0 ILn| |-G;'(A) S, -G;'(A) S, :

Since Sy, is full rank (over R), det(S,) # 0. Next, det(S) = det(S,) # 0, so S is also full rank over R. This means that
the first m rows of S (i.e., the matrix T’) are linearly independent over R. This means T’ is full rank (over R).
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