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Abstract. Self-pairings have found interesting applications in crypto-
graphic schemes, such as ZSS short signatures and so on. In this paper,
we present a novel method for constructing a self-pairing on supersingular
elliptic curves with even embedding degrees, which we call the Ateil pair-
ing. This pairing improves the efficiency of the self-pairing computation
on supersingular curves over finite fields with large characteristic. On the
basis of the nr pairing, we propose a generalization of the Ateil pairing,
which we call the Ateil; pairing. The optimal Ateil; pairing which has the
shortest Miller loop length is faster than previously known self-pairing
on supersingular elliptic curves over finite fields with small characteristic.
We also propose a new self-pairing based on the Weil pairing which is
faster than the previously known self-pairing on ordinary elliptic curves

with embedding degree one.
Keywords: Tate pairing, Weil pairing, Self pairing, Pairing based cryptography.

1 Introduction

Since pairings on elliptic curves have found many cryptographic applications [23],
it leads to fast developments of algorithmic foundations of pairings. Two exten-
sive surveys of pairing computations can be found in [2] and [9]. More recently,
a multitude of efficient techniques which speed up pairing computations have

been proposed. We categorize them into the following cases:
— Shortening the loop length in Miller’s algorithm. In the case of the Tate
pairing, we refer to [7, ?,?,16, 31, 15, 32, 25, 12]. In the case of the Weil pairing,
we refer to [33,12,30].



— Speeding up the basic doubling and addition steps in Miller’s algorithm [1,
6].
— Speeding up the final exponentiation in the computation of the Tate pairing

or its variants [24].

All of the above improvements are very practical and lead to fast implemen-
tations. Pairings which feature specific properties are often required in crypto-
graphic applications. In particular, the self-pairing e(P, P) has been used in a
wide range of cryptographic applications including, but not limited to, short
signatures [28,27], ID-based Chameleon hashing schemes [29], on-line/off-line
signature scheme [27]. To the best of our knowledge, there is no other study
for computing self-pairings except [21]. It is known that e(P, P) will be equal
to one if we directly compute the Tate or Weil pairings. Thus the latter P
should be mapped to another point which is independent with P for keeping
non-degeneracy in cryptographic protocols and schemes. Note that the distor-
tion map exists only on supersingular curves and ordinary curves with embedding
degree one [18]. Therefore, we will mainly consider the self-pairing computation
in the two cases.

In this paper, we present a new self-pairing on supersingular elliptic curves
with even embedding degrees, which we call the Ateil pairing. There are two
points to call this name. Firstly, it is like the Tate pairing, but faster than the
self-pairing based on the Tate pairing (hence we miss the “T”). Secondly, it comes
from the Weil pairing (hence we add“eil” in the end). This new pairing only has
one Miller loop despite it is devised by the Weil pairing. We show that it is the
fastest self-pairing on supersingular elliptic curves over finite fields with large
characteristics. Based on the 5y pairing, we present a natural generalization of
the Ateil pairing, which we call the Ateil; pairing. The optimal Ateil; pairing
with the shortest Miller loop is faster than the self-pairing based on the nr
pairing. In the case of ordinary elliptic curves with embedding degree one, we
apply the denominator elimination technique in the computation of the self-
pairing based on the Weil pairing. Note that this technique does not exist when
computing the self-pairing based on the Tate pairing on the same curves. It is
shown that our new self-pairings achieve better performance than the previously
known self-pairings at any security level.

The remainder of this paper is structured as follows. In Section 2, we provide

some background and notation used through this study. In Section 3, we pro-



vide a method for constructing self-pairings on supersingular elliptic curves with
even embedding degrees. In Section 4, we present a new self-pairing on ordinary
elliptic curves with embedding degree one. In such, we provide an analysis of the
computational complexity of the presented self-pairing and give a comparison to

the complexity of different self-pairings. We draw our conclusion in Section 5.

2 Mathematical Preliminaries

2.1 Tate Pairing

Let F; be a finite field with ¢ = p™ elements where p is a prime, and E be
an elliptic curve defined over F,. Consider a large prime r such that r|#E(F,),
where #E(F,) is denoted as the order of the rational points group E(F,). Let k
be the embedding degree with respect to 7, i.e., the smallest positive integer such
that rl¢g" —1.Let P € E[r] and R € E(F ). For each integer i and point P,
let f; p be a rational function on E such that (f; p) = i(P) — (¢P) — (i — 1)(O).
Assume that D is a divisor which is equivalent to (R) — (O) with its support
disjoint from (f, p). Denote p, by the algebraic group of r-th roots of unity in
Fyx. The reduced Tate pairing [8] is a bilinear map

e:Elr] x E(Fu)/rEFx) — pr,

-1

é(Pa R) - fT,P(D) "

Note that the evaluation of f, p at the divisor D can be computed by Miller’s
algorithm in polynomial time [19, 20].

2.2 Weil Pairing

Using the same notation as previous, one may make a few slight modifications
and then define the Weil pairing. Let k£ be the minimal positive integer such that
E[r] C E(F,). Suppose that P, Q € E[r] and P # Q. Let Dp and Dg be two
divisors which are equivalent to (P) — (O) and (Q) — (O), respectively. Assume
that f, p and fr o are two rational functions on E satisfying (f,,p) = rDp and

(fr.@) = rDq, respectively. The Weil pairing [20] is a bilinear map

é: Elr] x E[r] = pr,



. -~ » frp(Q)

é(P,Q) =(-1) FrolP)’
In general, computing the Weil pairing is always slower than computing the
reduced Tate pairing since it involves two Miller loops [9]. However, it has been
shown that the variant of the Weil pairing is faster than that of the Tate pairing
on certain pairing-friendly curves [30]. This results also indicate that the special
structure of the Weil pairing is useful for pairing computations. In the following,
we will take full advantages of the symmetry of the structure of the Weil pairing

and then present new self-pairings with great efficiency.

3 The Ateil Pairing Approach

In practical implementations, the self-pairing e(P, P) can be designed by T'ype 1
pairings [11], i.e., it can be constructed on supersingular elliptic curves with
even embedding degrees. For interests, we cite all cases as Table 1. Note that
the computation of the pairings on F; and Es has been discussed [18]. In the
mean time, The nr pairing can be defined on E5 and Ey [3]. Since the distortion
map ¢ [26] is an isogeny, we list its dual isogeny ¢! for convenience.

In this section, we will explore the computation of the self-pairings on the
curves given in Table 1. Our general understanding of the construction of the

self-pairings comes mostly from the following theorem.

Theorem 1. Let E be the supersingular curves over the ground field F, given
in Table 1. Let v be a large prime diwiding the order of E(Fq). The embedding
degree with respect to r is equal to k. Let my be the Frobenius endomorphism and
take P € G1 = Ker(mq — [1]) N E[r]. The self-pairing based on the Weil pairing

can be given by
es(P.P) 2 &(P,¢(P))"" =V = f,p(o(P))*" 1,
Proof. It follows from the definition of the Weil pairing that

es(P, P) 2 &(P,g(P))""" 71 = <%>2W—1>.

Since the distortion map in Table 1 is an automorphism, we have

k/2_

fr,¢(P)(P)(‘1 1) _ fT,P(¢71(P))(qk/271)’



Table 1. Popular pairing-friendly curves with distortion maps

‘ No. ‘ Elliptic curve data ‘ Distortion map ‘ k ‘
Ei:y?=2% — 3z over Fp, o (z,y) = (—=z,iy),
1 | where p =3 (mod 4). o (z,y) = (—z,—iy), 2
#EF,) =p+1 where i> +1 = 0.
Ey:y?=2%—1over Fp, ¢: (z,y) — (Bz,y),
2 | where p =5 (mod 6) o' (z,y) = (B2,y), 2
#EF,) =p+1 where 24+ +1=0.

¢: (z,y) = (x4 y+sz+t),

E3:y2+y:x3+x+bOV6rF2h 1 2
“Fi(r,y) = (x+ st y+sr+t+1),
3 |where b=0 or 1. ¢ :9) ( ’ ) !

where s € Fyor and t € F
BB (Fy) = 20 £2000/2 11 (Lodd) | s o
satisfy s*+s+1=0and t“+t+s=0.

¢: ($7y)_> (a_$77:y)7

1 (o) = (o — 2 —iy),
4 |whereb=1 or —1. ¢ (z,y) (a — x, —iy) 6

where 7 € Fa2; and o € Fa:
#EG(]FSL) = 3l + 3(l+1)/2 +1 (l Odd) 32! 331

Ey:y’4+y=2a>—2x+bover Fy,

satisfy i = —1 and o® —a —b=0.

which has been discussed in Proposition 2 of the paper [21]. Now it suffices to

demonstrate that
1

mﬂqm*” = frp(d(P)@ D,

(
ie.
- /2_
(fr,P(¢ 1(P))f7',P(¢(P)))(qk -1 =1. (1)
Let P = (zp,yp) € G1. We will show that the equality (1) holds in the following.

Case 1. We first consider the curve E;. Let ¢ = p, where p = 3 (mod 4). The
rational function f, p can be written as a(z) + b(x)y, where a(x) and b(x) are

the rational functions over the finite field Fy in terms of = [10]. We have
frp(¢71(P)) = a(~xp) — b(—zp)ypi
and
fr.p(6(P)) = a(—zp) + b(=zp)ypi.
It follows from Fermat’s little Theorem and 2 + 1 = 0 that

(frp (61 (P) frp(d(P)) @D = 1.



Case 2. Now we consider the curve Es. Let ¢ = p, where p = 2 (mod 3). Similar
to Case 1, the rational function f,. p can be written as c(y) + d(y)z + e(y)z?,
where ¢(y), d(y) and e(y) are the rational functions over the finite field F, in
terms of y. Applying 82 + 8+ 1 =0, we get
Frp(@71(P)) =c(yp) + d(yp)zpf + e(yp)ap 5
=(c(yp) — e(yp)ap) + (d(yp)zp — e(yr)a})p

and

fr.p(3(P)) =clyp) + d(yp)zpB* + e(yp)azd 5
=(c(yp) — d(yp)zp) + (e(yp)zh — d(yp)zp)B
=(c(yp) — e(yp)rp) — (d(yp)zp — e(yp)zp) (B + 1).

It follows from Fermat’s little Theorem and 5% 4+ 3 + 1 = 0 that

yp
yp

(fr,P(rzS’l(P))fryp(¢(p)))(q’“/271) -1

Case 3. Now we consider the curve E3. Let ¢ = 2!. Similar to the above, the
rational function f, p can be written as a(z) + b(x)y, where a(x) and b(x) are
the rational functions over the finite field IF; in terms of z. For convenience, we

use the notation a and b for a(xp + s?) and b(zp + s2), respectively. Then

frp(¢71(P)) =a+byp +szp +t+1)
=(a+byp +bszp) +b(t+1)

and
fr,p(¢(P)) =a+byp + sxp +1)

=(a + byp + bsxp) + bt.

Since s € F /2 and t2 +t = s, it follows from Fermat’s little Theorem that

(frp (L (P) frp(d(P)) @~ = 1.

Case 4. Now we consider the curve Ey. Let ¢ = 3!. The rational function fr.p
can be written as a(z) + b(x)y, where a(z) and b(x) are the rational functions
over the finite field IF, in terms of x. For convenience, we use the notation a and

b for a(a — zp) and b(a — zp), respectively. Then

frp(¢7'(P)) = a+bypi



and
fr.p(¢(P)) = a — bypi.

It follows from Fermat’s little Theorem that

- k/2_
(fr.p(® 1(P))fryp(¢(p)))(q D —1.
Therefore the equality (1) holds in all cases. This completes the whole proof.

We call our new pairing in Theorem 1 the Ateil pairing. In the case of the
supersingular curves with embedding degree k = 2, we see that at any security
level the Ateil pairing is faster than the self-pairing based on the reduce Tate
pairing since the final exponentiation of the former is simpler than that of the
latter and both of them have the same Miller loop. However, in the case of the
supersingular curves with embedding degree k = 4 or 6, the self-pairing based
on the nr pairing whose Miller loop is half the length of that required for the
reduced Tate pairing. This leads to the proposed pairing in Theorem 1 is slower
than the self-pairing based on the np pairing in this case. We next provide the
improvement of the Ateil pairing, as compared to the self-pairing based on the

Nr pairing.

3.1 An Improvement on the nr Pairing

Our goal is to construct a new self-pairing which has the same Miller loop as the
nr pairing. It is known that the i pairing is the fastest pairing on supersingular
elliptic curves over finite fields with small characteristics 2 or 3 and Hess et. al
give another approach for the nr pairing in Section 3.2 of [13]. We will mainly
consider the self-pairing computation in this case. The following lemma is useful
for generating the Ateil pairing on supersingular elliptic curves over finite fields

with small characteristics.

Lemma 1. Let F be the supersingular curves defined as Theorem 1. Let r be a
large prime satisfying r | #E(F,) and denote the trace of the Frobenius endo-
morphism with t, i.e., #E(F,) = ¢+ 1 —t. The embedding degree with respect
to r is equal to k. Write T = t — 1. For T* = (t — 1)" = ¢ mod r where
1<i<k—1, we denote T; = T mod r. Let a be the smallest positive integer
such that T =1 mod r. There exists an integer L such that T —1 = Lr. Given
the two points P, QQ € Gy = Ker(ng — [1]) N E|r], we have



k/2_1)e
(P (@) -0t = _Fnup(@(Q) %
é(P,6(Q)) Fr.o(@ L(P)) ’

where ¢ = Z;:Ol T4 g% = ag*= D (mod r).

Proof. It is obvious from the definition of the Weil pairing and f, 4)(P) =
fr.0(¢71(P)) (see Proposition 2 of [21]) that

N 2_ frp(B(Q)) \or(g*/2-1 frep(3(Q)) \agr/2-1
é(P, $(Q))2@* 1L — (I )2L(a ) = (LB y2(g ).
(Fol@) i P T 1 (P)
Applying the identity Lr = T/* — 1 into the above equation, we obtain

Jra-1.P(0(Q)) 221y _ frz p(6(Q)) 2/ 1)
fre—1.0(07H(P)) fre. (971 (P)) "
1

Since (74 o m)(P) = [q|P = [T]|P, we have #(P) = [T"]P = [T;]P. Due to the
discussion in Section 3.2 of [13] (or see the proof of Theorem 1 in [3]), we see

that

&(P, ¢(Q))2" " DL = (

Fro p(6(Q)) = (fr,,p((Q))Zi= T @)
Using the same argument for lea’ Q(¢_1( P)), we have

a—1pla=1=j) j

fre.@(@™ ' (P) = (fr.o(e™ " (P)))=i= T : (3)

i

Substituting (2) and (3) into the equation (1), we have

é(P. Q)Q(qk/z_l)L = (M)Q(qk/z—l)c

7 friq(e=1(P))
where ¢ = Z? ;é Tiailijqj = a1V (mod 7). This completes the whole proof.
fr;,p(9(Q))

?

On the basis of Lemma 1, we can define a new powered pairing as (W

which will be non-degenerate provided that r { L. It has the same loop length as

the nr pairing when ¢ = 1. Despite this new pairing has the simple exponentia-

tion, it is slower than the np pairing since it involves two Miller iteration loops.
. . .. fr;, P(#(Q)) \2(¢*/2-1

Applying Q = P in the new defined pairing (W) (g ), we have the

following results.

Theorem 2. Using the same notation as above, the self-pairing based on the nr

pairing can be given by

f1,.p(¢(P))

Py = (e,

es(P, P) = (

)2(¢"2=1)



Proof. Tt is immediate from the proof of Theorem 1 and Lemma 1.

We call our new pairing in Theorem 2 the Ateil; pairing. Some remarks on

the Ateil; pairing are stated as follows.

Remark 1. A series of the Ateil; pairing can be obtained as i varies. We call
the Ateil; pairing with the shortest Miller loop is optimal. Due to the discussion
in [25,12], the optimal Ateil; pairing has the same loop length as the nr pairing.

Remark 2. The loop length of the Ateil;, pairing is as same as that of the np
pairing when ¢ = 1. For T; < 0, the generalized version of the Ateil pairing
suggests to use T; - (T;)*/? = T; - (—1) (mod r) provided that k > 2.

Remark 3. At any security level, the optimal Ateil; pairing will be faster than
the self-pairing based on the nr pairing since the former has a simpler final

exponentiation than the latter and both of them have the same Miller loop.

Remark 4. The optimal Ateil; pairing on supersingular elliptic curves over finite
fields with characteristic three can achieves better performance when imple-

menting ZSS short signatures [28].

4 Self-pairing on Elliptic Curves with Embedding Degree

one

Since the distortion maps exist on not only supersingular elliptic curves but also
ordinary elliptic curves with embedding degree one, we will consider self-pairing
computation on the latter curves in this section. Koblitz and Menezes first gave
the concrete construction of ordinary curves with embedding degree one and
analyzed the efficiency of pairing computations on these curves [18].

Assume that the prime p = A%+ 1. The equation of the elliptic curve Ej5 over
I, is defined by

Es :y? = 2® + ax,

where a = —1 or —4. The order of the group E5(F,) is #E5(F,) = p — 1. Note
that the distortion map on Es is given by ¢ : (z,y) — (—z, Ay). In the following,
we will provide the efficiency of the computation of self-pairings based on the

Weil and Tate pairing, respectively.
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4.1 Self-pairing Based on the Weil pairing

It is known that the denominator elimination techniques can be used for speeding
up the reduced Tate pairing [4] and the powered Weil pairing [18,17] due to the
final exponentiation. However, these methods can not be applied in the case of
pairing computations on the curve E5 with embedding degree one. To apply the
denominator elimination techniques in self-pairing computations, we will define
a new fixed power of the Weil pairing. Let P € E5(F,) have prime order r. The
self-pairing based on the Weil pairing can be defined as

es(P, P) = é(P,¢(P))*. (4)

The following lemma shows that the proposed self-pairing (4) can be com-

puted efficiently.

Lemma 2. The denominator elimination technique can be applied when com-

puting the self-pairing (4) on the curve Es with embedding degree one.

Proof. In the case of the doubling steps of the self-pairings, after initially setting
T =P, f1 = fa =1, for each bit of » we do

T 2T

S lrr(o(P))

o1 (6(P))
l¢<T> (1) (P)

f2 — f2 U¢(2T)(P)

ff1

Assume that P = (xp,yp) and 2T = (z2r, y2r). We obtain ¢(P) = (—zp, Ayp)
and ¢(2T) = (—x2r, Ayzr). It is easy to check that

var (¢(P)) = —xp — zar
Vg(2r)(P) =227 — 2P = (—1) - v27(0(P)).

Note that we can ignore —1 due to the final power four. Thus the denomina-
tors in the doubling steps can be eliminated. Similarly, it can be seen that the
denominators in the addition steps can be also eliminated. This completes the

proof of Lemma 2.

Now we will consider the doubling and addition steps of self-pairing compu-

tations in Miller’s algorithm.
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Doubling Step Assume that T = (zp,yr), [2]T = (xor, yor) and P = (zp,yp).
Let I7 7 be the equation of the tangent line through the point T" and A be the
slope of the line. We have

lrr(6(P)) = (Ayp —yr) — M—2p —x7) = (—yr + AM(zp + 27)) +yp - A

Observe that if the slope of the tangent line through the point T is A, then
the slope of the tangent line through the point ¢(T) is —AA. It follows that

Lory.om)(P) = yp — Ayr + AX(zp + 27).

Then

(= A)lyry.ep)(P) = (—yr + AMzp + 21)) — ypA.

Since A* =1 (mod p) and the final power equals four, we can replace lo(ry,o(r)(P))
by (—=Algr),6(r)(P)) in the whole computation.
Note that we can cache Ry = A - yp. The formulas for the doubling steps in
affine coordinates will be given by
B 322 + a
2yr
ti=—yr+ A (xp+ar), ta=Ri, fi + fi-(t1 +t2), fo f3-(t1 —t2)

A zor = N° = 2273 Yor = N+ (x7 — Tar) — Yr

The total cost of the operation for the doubling steps in affine coordinates will
be 114+5M+4S, where I, M and S denote the costs of inversion, multiplication
and squaring in the ground field F,,.

Now we consider the operation count for the doubling steps in Jacobian
coordinates. A point (X,Y,Z,W = Z?) in the modified Jacobian coordinates
corresponds to the point (z,y) in affine coordinates with z = X/Z2, y = Y/Z3.
Let T = (Xr,Yr, Zp,Wr = Z2) and N = 2T = (Xn,YN,ZN,WN = Z%).
Based on the explicit-formulas database given by Bernstein and Lange [5], the

following formulas compute a doubling in 6 M + 10S.

B =X2,C =Y} D =C*E =W#};S =2((Xr + C)>~B-D); M = 3B+aE;
Xy =M?*-2S8Yy=M-(S—Xy)—8D;Zn = (Yr + Zr)* = C — Wr;
wy = Z3;t1 = Zn -Wr - Rystg = =20+ M - (Wr - xp + X7);

L=t +toylo=t1 —to; f1 < fi-lis fa = f5 1o
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Addition Step Assume that T' = (z7,yr), P = (zp,yp) and N =T + P =
(xn,yn). Let I p be the equation of the line through points T' and P. Denote
by A the slope of the line [7 p. We have

lr,p(¢(P)) = (Ayp —yp) — AM(—zp —2p) = (—yp + 2Azp) + yp - A.

Observe that if the slope of the line through points T" and P is A, then the slope
of the line through points ¢(T) and ¢(P) is —AA. It follows that

lor),e(P)(P)) = (yp — Ayp) — (=AN)(zp — (—zp)) = A(—yp + 2AzP) + yp.
Then
(=A)lsry,6p) (P) = (—yp +2Xzp) — yp - A.
Since A* =1 (mod p) and the final power equals four, it follows that lycry,6P)(P))
can be replaced by (—Alyr),¢p)(P)) in the whole computation.

Similar to the doubling step, we can cache Ry = A -yp. The formulas for the

addition steps in affine coordinates can be given by

N _Yr—yr.

,xN:)\2—$P_-77T§ yn =X (zp —TN) — YP;
T —Xp
ty =—yp +2X-xp; ta = Ry, f1 < fi-(t1+12), fo fo-(t1—12)

The total cost of the operation for the addition steps in affine coordinates will
be 1I+5M+18.

Now we consider the operation count for the addition steps in Jacobian co-
ordinates. Note that we will cache Ry = A - yp, R3 = y%, and Ry = z%. Let
T = (XT,YT, ZT, WT = Z%) and N = (XN,YN, ZN, WN = ZJ2V) = T+P. Based
on the explicit-formulas database given by Bernstein and Lange [5], the following
formulas compute an addition step in 9M + 75.

Us=ap -Wr;So = (yp) - Zr - Wr; H =Us—Xr; HH = H* I = AHH;

J=H-I;:M = So-Yp; R=2M;V = X1 - I; Ry = R*>, Xy = Ry—J—2V;

Yy =R-(V-XN)2Yr-J; Zn = (Z7 + H)> Wr—HH; Wy = Z3;

t :(ZN +R1)27WN+R3; to :(ZN +yp)2*WN*R3+2((R + ZP)27R27R4);
L=ttty lbo=ti—ty; fi=/fi-li; fo=fa-lo;

4.2 Self-pairing Based on the Tate Pairing

The self-pairing can be defined on the basis of the reduced Tate pairing. Similar

to the paper [18], we could choose R to be the point (0,0) on the curve E5. Thus
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the divisor D equals to (¢(P) + R) — (R). The self-pairing based on the Tate
pairing is given by
fr.p(¢(P) + R) yo=1)/r.
fr.p(R)
Note that we can not replace the divisor D by the point ¢(P) for computing
the reduced Tate pairing &(P, ¢(P)). We next analyze the cost of the doubling

es(PaP):é(Pv(b(P)):( (5)

and addition steps for computing &(P, ¢(P)) in detail.

Doubling Step Let T' = (xp,yr) and 2T = (zar,yor) in affine coordinate
systems. The function I 7 and vor correspond respectively, to the tangent line
to the curve E5 at the point 7" and the vertical line through the point 27'. For
each bit of r we do
3x%4a
C 2yr
fi < f1 lrr(@(P) + R) - var(R); fo < f3 - lrr(R) - vor(¢(P) + R).

The formulas need 1I4+8M+4S to compute the doubling step in affine coor-

A

Tor = A — 227; yor = N+ (7 — 21) — YT

dinates. Koblitz and Menezes have considered the doubling steps which cost
13M+9S in Jacobian coordinates [18]. Ionica and Joux have given the improved

formulas for the doubling steps in this case which cost 10M+10S [14].

Addition Step Assume that T' = (z7,yr), P = (zp,yp) and N =T + P =
(zn,yn). The formulas for the addition steps will be given by

N_Yr—up,

rr —Tp

fifilrp(@(P) + R) vy p(R); f2 < folrp(R) - vrip(¢(P) + R).

2

IN =N —zxp—a1; yn =X (Tp —TN) — YP;

The total cost of the operation for the addition steps in affine coordinates will
be 1I4+8M+1S. Ionica and Joux have developed the improved formulas for the
addition steps in Jacobian coordinates which cost 18M+3S [14].

4.3 Efficiency Consideration for Self-pairing on the Curve with

Embedding Degree one

In this subsection, we compare the efficiency of computing the self-pairings
with different structures on the curve E5. We first note that the presented self-

pairing (4) has the simpler final exponentiation than the reduced Tate pairing (5)
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which leads to the reduction of the computational complexity. Furthermore, we
summarize the computational costs of basic doubling and addition steps for dif-

ferent pairings into Table 2.

Table 2. Comparison of Basic Steps for Different Self-pairings on Curves with Em-
bedding Degrees one

‘Coordinate System Self-pairings ‘Doubling Steps|Addition Steps

Affine coordinate Proposed pairing (4)|  1I4+5M+4S 1I+5M+18S
Tate pairing (5) 11+8M+4S 11+8M+1S

Jacobian coordinate |Proposed pairing (4) 6M+10S IM+-T7S
Tate pairing (5) 10M+10S 18M+-3S

As shown in Table 2, computing the proposed self-pairing (4) needs fewer
multiplications than computing the reduced Tate pairing (5) on the curve Ej
with embedding degree one in each step. We conclude that the proposed self-
pairing (4) is faster than the self-pairing (5) based on the Tate pairing at any

security level.

5 Conclusion

In this paper, the computation of the self-pairing is considered in all cases. Using
the symmetry of the structure of the Weil pairing, we have presented the Ateil
pairing with one Miller loop. The proposed pairings achieve better performance
than the previously known self-pairings at any security level. From the Ateil
pairing approach, we see that the variant of the Weil pairing may be preferred

in certain cases.
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