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Abstract. RSA is one of the well-known public key cryptography algorithms 

(asymmetric encryption cryptosystem) , it has been more than 40 years since it was 

put forward. There are countless literatures on RSA related issues; hot discussion 

and popularization in academic and industrial circles, it is one of the typical public 

key cryptosystems. The reliability of RSA algorithm mainly depends on the 

factorization of large integers mentioned in the principle of RSA algorithm 

because it is extremely difficult to factorize very large integers. Unfortunately, 

there is no sufficient way to break the RSA. Due to the low efficiency and 

decryption speed of RSA computing, many scholars are committed to improving 

the efficiency of RSA algorithm, Ping Li and Yong Li’s algorithm (hereinafter 

referred to as Li-Li algorithm) is one of the research literature. A hybrid 

encryption algorithm based on XOR operation proposed by Li-Li has defects, this 

defect is not easy to detect, this paper will point out the problem and give 

examples to prove the authors claims. 

Keywords. RSA algorithm; XOR operation; Large number decomposition 

problem 

1. Introduction 

With the development of information technology, today's society has entered the 

information age, that is, based on modern communication network and database 

technology, collect relevant information into the database. However, in the process of 

information exchange and transmission, it also faces many security risks. Our personal 

information, computer hardware, software and data have been maliciously or 

accidentally damaged, tampered with and leaked. In August 2013, the data leakage of 

YAHOO [1] had caused the information of more than 1 billion users to be leaked; In 

March 2017, a major data leakage event occurred at AJL[2]. A hacker hacked 4 million 

800 thousand related personnel 'data through loopholes, And so on. RSA was one of the 
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well-known non dual encrypted techniques. This makes us more aware of the 

importance of personal information protection. Therefore, in order to better and faster 

guarantee the transmission of information files, people have developed some better 

calculation methods for confidential information files. RSA was one of the well-known 

non dual encrypted techniques. 
Table 1   Related  Literatures 

Particular    

year 

algorithm autograph Cloud app other 

2010  Fang et al.[3]   

2011  Liu and Zhan[4] Zhang et al. [17]  

  Liu et al.[5]   

2012 Guo and Liu[6]    

2013 Li and Li[7]    

2014 Liu  et al. [8]    

2015    Liu et al. [9] 

    Wu and 

Liu[10] 

2016    Zhang et al. 

[11] 

2017    Yan et al. [12] 

2018 Ye et al. [13]   Zhang et al. 

[15] 

 Fang and Liu[14]   Liu et al. [16] 

2019 Liu and Xu[18]  Chen and Liu[19]  

2020 Yang et al. [20]  Zhong et al. [21]  

RSA had a wide range of applications, and its application in digital signatures was 

like that in documents [3, 4, 5], The discussions on cloud advertising and security were 

like [17, 19, 21], and the most extensive ones were about the research on the 

calculation itself, like [6, 7, 8, 13, 14, 18,20]. RSA can also be discussed in conjunction 

with other fields, such as the contact with Goldbach [9], the application of anonymous 

express information system [10], the application of internal control of enterprises 

[11,12], the application of free card bank mobile payment [15], the application of [16] 

for anonymous complaints, and so on. All show that people are deeply interested in 

RSA. See Table 1 for details. 

2. Review of Li-Li algorithm 

The ideas of Li Ping and Li Yong (hereinafter referred to as Li-Li algorithm) [7] are 

mainly through XOR operation and RSA algorithm [22]. The encryption of key and 

plaintext makes the speed of information encryption faster, so a hybrid encryption 

algorithm based on XOR is proposed. In this section, we will introduce the principle of 

RSA algorithm in sequence, and then introduce the operation idea of Li-Li algorithm, 

as shown below.  

2.1 The of RSA algorithm 

RSA is a public key cryptography algorithm. Its name is composed of the initials of the 

last names of several developers, namely Ron Rivest, Adi Shamir and Leonard 

Adleman. RSA algorithm uses different encryption keys and decryption keys to encrypt 

information, which ensures that the information will not be decrypted and disclosed by 
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others in the process of transmission. However, the efficiency is low and the process of 

encryption and decryption is slow. Principle of RSA algorithm: According to the 

elementary number theory, the number obtained by multiplying two prime numbers is 

used as the public key, it is extremely difficult to decompose this product into the 

original two prime numbers, that is, the so-called large number decomposition problem. 

There are many literatures on large number decomposition, but there is no effective 

method to decompose large numbers. RSA shows its security based on the premise of 

the difficulty of large number decomposition. 

The principle of RSA algorithm is as follows: 

step 1. Randomly select two prime numbers  and  ,and calculate 

     (1) 

step 2. Then calculate 

 

p

   (2) 

step 3. Randomly select a public key value  to satisfy  and 

calculate the value of   as follows 

    (3) 

step 4. A message    is encrypted to obtain ciphertext   which is calculated as 

follows 

    (4) 

step 5. The more the ciphertext    is restored, the following operations are performed 

     (5) 

The order of the above equations from (1) to (5) is the famous RSA algorithm principle. 

The public key pair parameter is  and the key pair parameter is   

according to the principle of RSA algorithm, parameter     is not public, 

and only    and    are public. 

2.2 The Li-Li Algorithm 

Based on Li Ping-Li Yong algorithm, it is assumed that Alice, the publisher, encrypts 

and transmits  

g

  and    to Bob, the receiver, and Bob uses the key given by Alice 

combined with XOR operation to decrypt and restore    and    . The specific Li-Li 

algorithm is shown in Figure 1. 

step 1. Alice randomly selects a    value and performs XOR operation on message    

and   , as shown in equation (6). 

    (6) 

step 2. Use RSA public key    to encrypt its    , see equation (7). 

    (7) 

Then transfer   and   to Bob. 

step 3. When Bob receives     and     from Alice, he first uses RSA key    to 

obtain the value of   as follows 

    (8) 

step 4. After obtaining   ,    is used to XOR     to restore the content of message  

 . 

     (9) 
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Figure 1.  Li-Li algorithm protocol diagram 

Equations (6) to (9) are the essence of the Li-Li algorithm. 

The beauty of the Li-Li algorithm lies in: 

1) In the process of communication between the two sides, the message    is not 

transmitted. The attacker cannot calculate the message     through the intercepted    

and      . based on this, Alice and Bob do not have to worry about disclosing the 

content. 

2) During transmission, the key values    and    are not present, and it is impossible 

for an attacker to obtain this value from empty space. 

2.3 Data from experimental results 

1) Randomly select two prime numbers    and   , and calculate 

  . 

2) Suppose   , and    , because      then 

 . 

3) Assume that the message is digitized to    . 

4) Randomly select    value as   . 

5) Calculate   . 

6) Calculate     and pass     and    to Bob. 

7) Bob calculates the value of    after receiving     and      . 

 . 

8) Calculate the    value again, 

 . 

The above is the calculation process and experimental data of Li-Li algorithm. 

3. Our comments

Li Ping-Li Yong algorithm proposed a new hybrid encryption algorithm. The security 

of this algorithm is the same as that of RSA algorithm. When the algorithm 

communicates with each other and does not transmit information   , the second 

cannot read  . For RSA algorithm, the initial version uses the Euler function [23]  

  . However, in order to improve computational efficiency while maintaining the 

same security, in the second version of the RSA algorithm modification [24], has been 

changed to     as follows 

    (10) 

Is there a number  and it is satisfied 

      (11) 

It is known from reference [8] that whether there is a more efficient method to solve    

   as one of the methods to calculate    is our follow-up work. 
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4. Conclusions 

To sum up, whether there is a    for    generated by any prime numbers  and    to 

meet equation (11) is a problem worthy of discussion, which is not only related to the 

security of RSA algorithm, but also discussed by number theory or computer algorithm. 

For solving , it will be listed as the research direction in the future. 
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