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On the Secrecy Performance of Random VLC
Networks with Imperfect CSI and Protected Zone

Jin-Yuan Wang, Yu Qiu, Sheng-Hong Lin, Jun-Bo Wang, Min Lin, and Cheng Liu

Abstract—This paper investigates the physical-layer security
for a random indoor visible light communication (VLC) network
with imperfect channel state information (CSI) and a protected
zone. The VLC network consists of three nodes, i.e., a transmitter
(Alice), a legitimate receiver (Bob), and an eavesdropper (Eve).
Alice is fixed in the center of the ceiling, and the emitted signal
at Alice satisfies the non-negativity and the dimmable average
optical intensity constraint. Bob and Eve are randomly deployed
on the receiver plane. By employing the protected zone and
considering the imperfect CSI, the stochastic characteristics of
the channel gains for both the main and the eavesdropping
channels is first analyzed. After that, the closed-form expressions
of the average secrecy capacity and the lower bound of secrecy
outage probability are derived, respectively. Finally, Monte-Carlo
simulations are provided to verify the accuracy of the derived
theoretical expressions. Moreover, the impacts of the nominal
optical intensity, the dimming target, the protected zone and the
imperfect CSI on secrecy performance are discussed, respectively.

Index Terms—Visible light communications, Average secrecy
capacity, Secrecy outage probability, Imperfect CSI, Randomly
deployed receivers, Protected zone.

I. INTRODUCTION

Recent advances in light-emitting diodes (LEDs) are de-
riving a resurgence into the use of visible-light for wire-
less communications. This novel technology is called visible
light communications (VLC) [1]. While the radio frequency
wireless communications (RFWC) serve outdoor users or fast
moving vehicular users, VLC can serve indoor users in future
fifth generation (5G) wireless communications. Therefore, in
future 5G technologies, VLC is considered to be a compelling
technology for supplementing RFWC [2].

To improve system performance, a lot of work has been
presented in the last decade to investigate VLC in terms of
channel modelling [J3], channel capacity analysis [4]], modula-
tion [5], coding [6]], indoor positioning [/]], underwater com-
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munication [8|], and hardware design [9]]. Although extensive
work on VLC has been performed, most of them focus on the
point-to-point (P2P) communications. Nowadays, the research
focus is being changed from P2P communications to network-
ing aspects. Under VLC network scenarios, the data privacy
and confidentiality are becoming more and more important for
users. However, in many practical VLC scenarios, multiple
LEDs are often employed for better illumination and thus
the eavesdroppers are able to perform interception as long as
they are in the area illuminated by one or multiple LEDs.
Moreover, even when eavesdroppers are not allowed to access
the specified area, they may still be capable of intercepting the
information through the structure of the physical environment,
such as keyholes and windows [10]]. Therefore, the security is
still a crucial issue for VLC, even if it is more advantageous
than RFWC in terms of inherent security.

Recently, the physical-layer security (PLS) has emerged
as a promising solution to protect information delivery from
eavesdropping. In RFWC, the PLS has been extensively in-
vestigated. However, the derived results in RFWC cannot be
directly applied to VLC for the following reasons [11[: (a)
The transmitted optical intensity signal in VLC must be non-
negative, while the signals in RFWC are with bipolar complex
values; (b) The illumination and communication are simul-
taneously implemented in VLC, while only communication
is considered in RFWC; and (c) the dimming control is an
important consideration in VLC for power savings and energy
efficiency, which is not considered in RFWC. Compared to
the numerous studies in RFWC, few work has been presented
for PLS in VLC. As a fundamental performance indicator, the
secrecy capacity of VLC has been investigated [12]-[16]]. In
[12], the secrecy capacity for a direct current based multiple
input single output (MISO) VLC is analyzed, and a uniform
input distribution is employed to derive the secrecy capacity
bound. By using a truncated generalized normal (TGN) input
distribution, the secrecy capacity and secure beamforming for
MISO VLC are investigated in [13] and [14], respectively.
Considering the signal constraints of VLC, the uniform and
TGN input distributions are generally not optimal. By using
the variational method, an improved input distribution can
be obtained [4]. By employing the variational method, three
lower bounds of secrecy capacity for VLC are obtained in
[15], where the upper bounds are obtained in [[16]. Note that
refs. [12]]-[16] focus on the fixed transceivers. To achieve
a better understanding of the inherent security capabilities
of VLC, more practical conditions (such as the distribution
of randomly deployed receivers) should be considered. By
employing the uniformly distributed receivers, the secrecy



outage probability (SOP) for the hybrid VLC/RFWC system
is studied in [[17]]. With spatially random terminals in VLC,
the closed-form expressions for the SOP and the average
secrecy capacity (ASC) are derived in [18]. In [19] and
[20], the SOP and beamforming are analyzed respectively
for VLC with randomly located eavesdroppers. However, the
dimming requirement for indoor VLC is not considered in
[17]-[20]. Moreover, the aforementioned works are carried
out by assuming that the channel state information (CSI) is
perfect. In practice, it is difficult to obtain perfect CSI because
of channel estimation and quantization errors.

In this paper, the PLS for indoor VLC is further investigated.
A more realistic three-node secure VLC network is estab-
lished, which includes a transmitter, a legitimate receiver, and
an eavesdropper. At the transmitter, the transmit visible-light
signal satisfies the non-negativity and the dimmable average
optical intensity constraint. To improve the secure perfor-
mance, an eavesdropper-free protected zone is employed. Both
the legitimate receiver and the eavesdropper are uniformly
distributed. Moreover, the imperfect CSI at the receiver (CSIR)
is considered for both the main and the eavesdropping chan-
nels. The main contribution of this paper is the derivation of
closed-form expressions of the ASC and the lower bound of
SOP for the VLC network with the imperfect CSIR and the
protected zone. Based on the derived theoretical expressions,
some interesting insights are provided. Finally, Monte-Carlo
simulations are provided to verify the accuracy of the derived
theoretical expressions.

The rest of this paper is organized as follows. Section
presents the system model. In Section the random channel
characteristics is shown. Then, Section and Section [V]
derive the closed-from expressions of the ASC and the lower
bound of SOP, respectively. Numerical results are provided in
Section Finally, Section concludes the paper.

II. SYSTEM MODEL

As illustrated in Fig. E], we consider an indoor VLC network,
which includes a transmitter (i.e., Alice), a legitimate receiver
(i.e., Bob), and an eavesdropping receiver (i.e., Eve). For
Alice, one LED is employed as the lighting source, which
is installed in the center of the ceiling to ensure the illumi-
nation and transfer information to Bob. When Alice transmits
information to Bob, Eve as an eavesdropper can also receive
the information. At both Bob and Eve, the photodiode (PD) is
employed to receive the information and perform the optical-
to-electrical convention.

To facilitate the analysis, the receiver zone S is assumed to
be a disc with radius D, and the projection of Alice on the
receiver zone is the center of the disc (i.e., point O), as shown
in Fig. [ To improve the secure performance, a protected
zone P is employed [21]], which is also a disc with center
O and radius p. The protected zone is an eavesdropper-free
area, which is formed either inherently or intentionally [22].
Therefore, we assume that Bob is uniformly distributed in zone
S, and Eve is uniformly distributed in zone S\P. According
to the above setup, the probability density functions (PDFs)

Fig. 1.

An indoor VLC network with a protected zone.

of the positions of Bob and Eve are, respectively, given by

fou) =L, ues 0

where U and W denote the positions of Bob and Eve.

Without loss of generality, we assume that both Bob and
Eve can be illuminated by the LED, and thus the incidence
angle ¢, (k = B for Bob, and k = E for Eve) cannot exceed
the field of view of the PD ¥, i.e., 0 < ¢, < .. In indoor
VLC, the channel gain Hj can be written as [3]]

(m+1)A
27rdz

where dj, and ¢ denote the distance and the irradiance angle
between Alice and Bob (or Eve); A denotes the physical area
of the PD, m is the order of the Lambertian emission, g is the
concentrator gain of the PD, 7T is the optical filter gain.

Moreover, the normal vectors of the transceiver planes
are supposed to be perpendicular to the ceiling, and thus
cos(¢r )= cos(vr)=l/dy, where [ is the vertical height be-
tween Alice and the receiver plane. Therefore, the channel
gain in () can be further written as

(m + 1)AT,gl™ Tt
2m

where 7y, is the distance between the projection point O and
the k-th receiver, as shown in Fig.

Owing to the channel estimation error, the CSIR is im-
perfect. According to the ellipsoidal approximation, the CSI
uncertainty can be deterministically modeled as [23]]

H, = Tsgcos™(¢r) cos(Yr), k=Bor E, (2)

m

(ri +1%)” > k=BorE, (3)

Hy =

Ay, =105 Hy, || < e,k =BorE, )

where 7, is the uncertain parameter, ¢ is the uncertainty bound.
Therefore, the received signals at Bob and Eve can be

written as .
{ Yg = Hg X + Zp (5)

Yg = Hp X + Zg

where X denotes the input optical intensity signal; Zp ~
N(0,0%) and Zg ~ N(0,02) are the additive white Gaussian
noises at Bob and Eve, and 03 and o2 are the corresponding
noise variances.



In VLC, the intensity modulation and direct detection
(IM/DD) are often employed, and thus X in (5)) must satisfy
the non-negative constraint, i.e.,

X >0. (6)

To satisfy the illumination requirement, the average optical
intensity cannot change with time. Therefore, the dimmable
average optical intensity constraint is expressed as

E(X)=¢P, @)

where ¢ € (0,1] is the dimming target, P is the nominal
optical intensity of the LED.

III. CHANNEL CHARACTERISTICS ANALYSIS

In this paper, Bob and Eve are spatially random deployed
receivers. The stochastic characteristics of the channel gains
for both the main channel and the eavesdropping channel will
be analyzed in this section.

According to Fig. [I] eqgs. (I) and (3)), the PDFs of Hg and
Hpy, are derived in the following theorem.

Theorem 1: When Bob is uniformly distributed in zone S
and Eve is uniformly distributed in zone S\P, the PDFs of
Hp and Hg, are given, respectively, by

fHB (h) ::1h7ﬁ717 Umin S h S Umax» (8)

and ,
frg(R)=Z2h™ 75 1 i < h < i, ©)

where =1, 22, Umin, Umid and vmax are expressed as

2 ((m+ 1)Anglm+1>""2+3

= = 10
' (m+3)D? o2 (10)
_ 2 (m + 1) AT, glm+1\ 75 an
2T (m+3)(D? — p?) o ’
1) AT, gl™+!
v = EVATGU oy omgs g
2
DAT glm+!
Umid:(m+ JATg (P2 +12)" "2, (13)
2
and AT, glm+!
= DAL oo, (14)
2T
Proof: See Appendix [ |

Remark 1: When Bob is uniformly deployed in zone S and
Eve is uniformly distributed in zone S\P, both and @]) are
monotonically decreasing functions with respect to h. When
p=0in (9), the protected zone disappears, the distribution of
Hy: is the same as that of Hg. Moreover, with the increase of
p, the value of vy;q in @) decreases, and thus the curve of
frg(h) is compressed to the left.

To justify Remark [I] Fig. 2| shows the comparisons between
the PDF of Hp and the PDF of Hg when m =T, =g =1,
A= lcm?2, | = 3m and D = 5m. According to this figure, it
can be observed that the above remark is verified.

10°
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Fig. 2. Comparisons between the PDF of Hp and the PDF of Hg when
m=Ts=g=1, A=1cm?, | =3m and D = 5m.

IV. AVERAGE SECRECY CAPACITY ANALYSIS

In this section, the ASC performance for the random VLC
network will be analyzed. By considering the imperfect CSIR,
the randomly deployed receivers and protected zone for VLC,
the instantaneous secrecy capacity (SC) cannot be used to
evaluate the system performance. Based on the derived instan-
taneous SC result in our previous work [16]], the ASC will be
analyzed to evaluate the secrecy performance. Moreover, some
insights will also be provided.

In our previous work [16], tight lower and upper bounds
on the instantaneous SC for indoor VLC has been derived.
Without loss of generality, a lower bound on the instantaneous
SC in [16] is employed to analyze the ASC, which is shown
in the following Lemma.

Lemma 1: For VLC with constraints (6) and (7), a lower
bound on the instantaneous SC is given by

2
1 TE_ .
Cs:{ 2 In (2770123

0, otherwise

ef?P2H2+2mo2 e
Héeﬁ?w%B) VEXHe = He (g5

where \/ £ Veor/(V2rog).
In Lemmal [l] the lower bound (I3) is derived based on the
perfect CSIR. In this paper, when considering the imperfect
CSIR, the lower bound (T5) should be modified as
{ ij ifXHB > Hg
Cs =

0, otherwise ’ (16)

B

where y 2 105" Veor/(V2mog), and CF is given by

C’+=11n< %

2
2mwog

e€2P210°5 HE + 2703 an

10 H32P2 + 02 )
According to (I6), the ASC for the random VLC network
is defined as
ﬁs =

" / " ot (@) fr (y)dady.  (18)

Umin

Note that holds because Hp and Hp are independent of
each other. In @I) C is positive for some cases, while the
value of C, is zero for other cases. Moreover, the value of @I)
also depends on the integral region. Fig. [3] shows five cases

min



Fig. 3.

Five cases of the integral region of (T8).

of the integral region in (I8). According to the five cases, the
ACS in can be written as

3 VYmin

0, if x < Umax
Umax
[l

Hu(2) [ CF frrg (y)dy dar, if Zmin <y < i
X . -
Lo deE(y)fg *CF fug (z)dxdy, if pud <x <1

VUmax
min

i
I

L3 @) [0 C frgly)dyda

B i : i
+ Jemia fre(2) [, CF fre(y)dyda, if 1<y < Jmid

min

fvvmax fHB(x)fvmid ijHE(y)dyda:, if X2 uid

min VUmin Umin

19)
By solving (I9), the theoretical expression of the ASC is
derived as the following theorem.
Theorem 2: By considering the imperfect CSIR and pro-
tected zone, the ASC for the random VLC network with
constraints (6) and (7) are given by

; Umin
0,if x < -~
Cl, if 7,”“““
. %mgx
Co, if Jmid < x <1

Cs, if 1< y < oia
Cu, if x > Lmid

Umin

Cs= (20)

where (' is given by

(m+3)5152
4

Uiy

3'3/\ wamavmax; 1052
4 X 2mog
B

C) =

nB
-2 [m+3 v el0s
(Y m+d)\< r;lnavmaxa )

min 2’ 27ra%3

@

_X_m

n

2 m+3 075
— xmts A s Umins XVUmax, D)
4 oq

—2e [(m+3 10
+ Um£&+3 A <7 Uminy XVmaxs — 5 ) (21)
2 g

[t

Moreover, Cy and Cs are given by (22) and (23) as shown at
the top of the next page. Cj is given by

(Mm+3)E1Z2 | -2 —-2\  [m+3 el0s
C4=f Uit Vmid A T VminYmaxsTy e

B
nE
-2 - \ m+3 _ _ 1075
“|VYmin T Umax »Umin,Vmid, ~ 3 y
2 og

(24)

where A(a, b, c,d) in 21)-(24) is defined as

Aa,b,c,d) = a (bii — cié> In (2rogog)

L v s om0 o] L1145
+§c G33 [dch 1Ld0
1 1
— b TGS [dePQbQ 1’1’13% },(25)
’ 2q°?

and GZ‘;[] denotes the Merjer’s G function [24].
Proof: See Appendix [ |

Remark 2: From Theorem |2 with the increase of the un-
certain parameter 7p, X increases, and the integral range
of the ASC also enlarges. Therefore, the ASC will increase
with the increase of np. This indicates that the larger the
uncertain parameter of the main channel is, the better the
secure performance becomes. Similarly, we can also conclude
that the ASC performance degrades with the increase of 7.

Remark 3: With the increase of P, the integral range of
the ASC does not change, but the instantaneous SC increases
first and then tends to a stable value, and thus the ASC also
increases first and then tends to a stable value.

Remark 4: Intuitively, when the radius p is larger, the
feasible zone of Eve (i.e., S\P) becomes smaller. In this
case, the eavesdropping channel gets worse than the main
channel. Therefore, with the increase of the radius p, the ASC
performance improves. Oppositely, when p = 0, Eve can be
deployed in the same zone as Bob, the worst ASC achieves.
In a word, the secrecy performance improves by using the
protected zone, however, the complexity of the system also
increases. Therefore, a tradeoff between secrecy performance
and system cost should be considered for practical systems.

V. SECRECY OUTAGE PROBABILITY ANALYSIS

In this section, the SOP for the random VLC network
with imperfect CSI will be derived. It is very hard to obtain
a closed-form expression for the exact SOP. Alternatively,
a closed-form expression for a lower bound of the SOP is
derived.

To facilitate the analysis, the instantaneous SC in (@ can
be further written as

1 1+J :
C. - §ln(1+Jg)71foBZHE ’ 26)
0, otherwise
where Jg and Jg are defined as
IB 25272
Jp = 5267505_: = @7)
T — 10"TE§22P2H§
E
According to (8)), the PDF of Jg is given by [25]
= 2rod ~we o
fos ()= o5 W Jm )
2p21022,2 . 2p210-2,2
e P 102 Viin < ,Sef P<10 : UmaX_(zg)
2rog 2mog



Cy=

4 min 2 ' x ' x 2o}

2 m+3
) [0
>X+3<4,

=129 | —
(m+3)=, 2[1]

e10”
2mo

) Umaxa

O\ (er?)7 Umid
2 X

2
B

mi-#d)\ <m+3 Umin VUmid 610”}3 ) —X_

ng
107 —mis (M3
Umins Umid» 072 +Umax T,

g
mis/\ m+3’ 'Umln, vmld el0 ; + U;u,rr,l% o v;:g%
4 X X 2mod

107%
Vrnins Umnid. 2>] L@
(o

E

4

2 2 .
4+ (o7 Py mFE ) m+3 Umid
min mid 9 X )

nB
m+3_ _ — m—+3 Umia €l075 _
Cs :1:2{Umm+3 >‘< B » Umin; 77 m —X

Umid

2
2 m+3 Umid el0® __2_ Vmid\
mE3 )\ . Db B mEs _
4 s Umin, Y 271_0_2 Vmin 7X
nE
m+3 10°% m+3 1075 VUmid
x )\< 2 » Umin; XUmin ) XT'L+3>‘< 7vain7vmidv2> + ( - >
o 4 og, %

el0%
Umax; -
2w ]23

E

s m+ 0%
) /Umg)L(Jrs‘| )\ (7 Umin, Umid; 2> } 9 (23)
X 2 o)

" (3 10%
A — 5 XVUmin, Umid, 2
2 o
3

Fig. 4. Five cases of the integral region of (3I).

Similarly, according to @[), the PDF of Jg is given by [25]

1
= 0’2 T mi3 1
fJ ] :<nE) j7m+371’
2 (7) o

2 2 2 p2
]‘0 g 5 min < ] 10 5 5 Pv mld (29)
9E oR

Moreover, eq. ([26) can be further expressed as

1 14J .
o Sin (B it > g o)
0, otherwise
According to (30), the SOP is defined as
1 1+Jp 1
P = —1 —1
SOP T<2 H(1+JE> n%h)
= Pr(Jp < U»+-JET%h-—1)
A
> Pr(Js < Jeym) = Plop 3D

where ¢, > 1 denotes the equivalent threshold of the signal-
to-noise ratio.

Note that the value of (3I) also depends on the integral
region. Fig. ] shows five cases of the integral region in (31).
According to the five cases, the lower bound of SOP in @)

can be written as

O if Yeh < X2 Ymin

nud

E max th 2 ’Umm
Simmm Fre@U5" " Fr0)dydz, ifx® 73 <7m<x
Tth
JE m x th X
L e @ fasydz, i < s g
Psor= Jvax e , (32)
th
JE, min [IY mmeB(y)dde‘F
]E max JB max X Vax X% s
fJB max fJE ]B min frs@dydz, if <'Yth< 2
N fin
2 Vpnax
1, if v >X° e
g2 P2 c£2P210 "% 2
where Jp min = T JB,max = de
Fe2p2p2, 105 €2P%2,
JE min — — 2 and JE max — 7d

By solving @) the closed-form expressmn of the lower
bound of the SOP is obtained in the following theorem.

Theorem 3: By considering the imperfect CSIR and pro-
tected zone, the SOP for the random VLC network with
constraints (6) and (7)) are given by

lf Vih < X2 Ymin

nud

Slv if X2 min <’Yth <X

Psop=1{ Sa, if x? < Yen < X2 a; . (33)
S37 if X ln’x;( < Vih < X2 max
mi 2
1, if v > x22 b
where Sp, S; and S3 are given by
1
_ T w3 1
S = w(m+3)2 B, 17;;13 l(i;m? JE$;§‘|
1
2
_ J T m+3
= Dy | () o e
2 Vth
2yt (s _ s
52 = d)(m + 3) B,;rnlin ( E,gin - E,Iﬁax)
Y 2 ~mrs | pmwas s
- §(m+ 3) Yth JE,min ~ YE,max |’ (35
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Theortical results
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Proof: See Appendix @ ]

Remark 5: With the increase of -, the value of the
lower bound of the SOP also enlarges. Finally, when -, >
X202 0k /U2, the lower bound of the SOP becomes one, and
the information cannot be transmitted securely.

Remark 6: Similar to Remark {4 the SOP performance can
also improve with the increase of p.

VI. NUMERICAL RESULTS
In this section, the derived theoretical expressions of the
ASC and the lower bound of the SOP will be verified by using
Monte-Carlo simulations. The main simulation parameters are
listed in Table [

TABLE I
MAIN SIMULATION PARAMETERS.

ASC (nats/transmission)

0.5+

0.0

-10 0 10 20

T T T T T
30 40 50 60 70

P (dB)

Fig. 5. ASC versus nominal optical intensity P with different p when ng =

10, ng = 1,1 = 4m, and D = 8m.
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2.5

n
o
1

s
o
1

g
=}
1

Order of Lambertian emission m 6

Physical area of PD A, 1 cm?
Optical filter gain of PD Ts 1
Concentrator gain of PD g 3
Noise variances 0%, 0% 1

ASC (nats/transmission)

It
2]
1

A. ASC results

Fig. 5] shows the ASC versus the nominal optical intensity P
with different p when ng = 10, g = 1,1 = 4m, and D = 8m.
As can be observed, when P is small, all ASCs are zeros. With
the increase of P, the ASCs increase and then tend to stable
values, which verifies Remark El Moreover, with the increase
of the radius p of the protected zone, the ASC performance
improves dramatically, which coincides with Remark W] This
is because Eve is located farther away from Bob when the
protected zone is larger.

Fig. [6] plots the ASC versus the nominal optical intensity P
with different ng when p =4, ng = 1, l = 4m, and D = 8m.
According to (E[), it is known that the estimated channel gain
Hp increases with the increase of np. Larger Hpg will lead to
a good ASC performance. Therefore, the ASC performance
improves with the increase of ng, which consists with that in
Remark 2} This indicates that the larger the uncertainty of the
imperfect CSI, the larger the gap between the realistic ASC
and the estimated ASC becomes.

Fig. [7] shows ASC versus dimming target £ for different
nominal optical intensity P when p =2m, ng = 10, ng = 1,
{ = 4m, and D = 15m. As can be observed, the ASC increase

0.0 +

-10 0 10 20

Fig. 6.

ASC versus nominal optical intensity P with different np

30 40 50 60 70
P (dB)

when

p=4nmg =1,1=4m, and D = 8m.

3.0 T T T T T T T T T T
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g
Fig. 7. ASC versus dimming target £ for different nominal optical intensity

P when p=2m,ng =10, ng =1, =4m, and D = 15m.
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Fig. 8. SOP versus np with different ng when p = 4m, P = 60 dB,
! =4m, D = 8m, and v, = 3.

with the increase of P, which consists with that in Fig. E] and
Fig. @ Moreover, when P = 35 and 50 dB, the ASC varies
fast with dimming target. Moreover, the larger the dimming
target, the larger the ASC will be. However, when P = 70 dB,
the values of ASC are almost the same for different dimming
targets.

Moreover, it can be found from Fig. [5}Fig. [7] that all
theoretical results match simulation results very well, which
indicates the correctness of the theoretical analysis.

B. SOP results

Fig. [§] shows SOP versus 7np with different nr when
p=4m, P =60dB,! = 4m, D = 8m, and v, = 3.
As can be observed, the SOP performance improves with the
increase of np, and deteriorates with the increase of ng. This
is because larger np and nmg will result in larger estimated
channel gains Hg and Hg, respectively. Larger Hg leads to
better secrecy performance while larger Hy, leads to worse
secrecy performance.

Fig. [0 shows SOP versus 7 with different p when P = 60
dB,! =4m, D = 8m, 11, = 3, and ng = 1. It can be observed
that the SOP performance improves with the increase of the
radius of the protected zone p, which consists with that in
Remark [6} Expanding protected zone decreases the estimated
eavesdropping channel gain Hy, which improves the secrecy
performance of the VLC system.

Fig. shows SOP versus np with different ~¢;, when
P =60dB,! =4m, D = 8m, ng = 1, and p = 4m.
It can be observed that the value of SOP becomes larger
as the increase of <, which means that the system secrecy
performance is degrades. The conclusion derived in Fig. [I0]
verifies the correctness of Remark [3

In Fig. [8}Fig. [I0] it can be observed that the theoretical
values for the lower bound of SOP agree with the simulation
values for the lower bound, which verifies that the theoretical
analysis is correct. At the same time, the gap between the
theoretical lower bound and the exact simulation result is also
small, which indicates that the scaling method for deriving the
lower bound of SOP is reasonable.
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Fig. 9. SOP versus np with different p when P = 60 dB, [ = 4m, D = 8m,
Yen = 3, and ng = 1.

0.7 —7r . r - T . 1 T T T T T * 1
*  Simulation results, exact
0.6 f O Simulation results, lower bound|
Theortical results

SOP

Fig. 10. SOP versus ng with different v, when P = 60 dB, [ = 4m,
D =8m, ng =1, and p = 4m.

VII. CONCLUSIONS

This paper investigates the PLS performance for a random
VLC network with Alice, Bob, and Eve. By considering the
protected zone, imperfect CSIR, and the randomness of Bob
and Eve, the closed-form expressions of the ASC and the
lower bound of the SOP are derived, respectively. Moreover,
some insights are obtained, which can be utilized for prac-
tical system design. Numerical results show that the gaps
between theoretical results and simulation results are small,
which indicates that the derived theoretical expressions can
be used to evaluate PLS for VLC. Moreover, it is shown
that the nominal optical intensity, the dimming target, the
protected zone and the imperfect CSI have strong impacts on
the secrecy performance. The derived theoretical expressions
and results regarding parameters that influence the secrecy
performance will enable system designers to quickly evaluate
system performance without time-consuming simulations and
determine the optimal available parameter choices when facing
different security risks.



APPENDIX A
PROOF OF THEOREM

According to Fig. |1} the projection of Alice on the receiver
zone is the center of zone S, and Bob is uniformly distributed
in zone S. Therefore, the cumulative distribution function
(CDF) of rp is given by

——5rdrdd =

27
Fro(r) / / B

By using (A.I), the PDF of rg is further written as
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According to and (A.2), the PDF of Hp can be derived
as
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Therefore, eq. (8) holds.
Because Eve is uniformly distributed in zone S\ P, the CDF
of rg is given by

2
TEP

Fro(re) = py——s.p <t < D. (A4)
By using (A.I)), the PDF of rg is further written as
2TE
fre(re) = D2 P <rg<D. (A.5)

According to and (A.5)), the PDF of Hg, can be derived
as 23]
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Therefore, eq. (9) can be easily derived.

APPENDIX B
PROOF OF THEOREM

Case 1: When x < vpin/Vmax, by observing Fig. C,=0
is straightforward.
Case 2: When Umin/Umax < X < Umid/Vmax. We have
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4 :/J _ §ln{o}23(e§2P210 TBJJQ—I—ZWU%)}]"HB(Q:) frg(y)dyde

Umin

I
Xvnnxl S Vmax
[ Suleor o ol o) J, nse)tzance.

min

I

where I; can be written as
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Similarly, I5 in (B.I) can be derived as
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By submitting and (B.3) into (B.I), C can be derived.
Case 3: when Upmid/Umax < X < 1, we can get (B.4) as
shown at the top of the next page, where D; can be written
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By submitting (B.3)), and (B.7) into (B.4), C5 can be

derived.
Case 4:

m+3
min

)(B 6)

m+3

Ds

When 1 < x < Umid/Vmin, We have

Ymid

[ / CL” Fny (9)clyd

min min

Cy =

+ / " (@) / " L9 fu (y)dyder, (BB)

mid .
% min

Az

where A; and A, can be written as

_ = B’
A :(m+3)~1~2{um$+3 A<m+37vmin”l)mid el0 5> —Xfﬁ
X

4 2 2710}

1
B __2
m+3 VUmid elOT 7% Vmid m+3
XA » Umin, 5 3 - ’Umi’r'; —[—
4 X  2mog %

mt3 107 m+3 107
yUmin, XVUmins, —5— Xer A 7X’Umin7vmidaa_72
X

XA ——
(2 crE &
N 10
VUmi m m
)
2 oq

(B.9)



Ymid

== Xz vnmx Umid
=1=2 x =3 _mis _mis _ mis
Co= > / _ 1n[0]23(e§2P210 5 x2+27ra]23)}x mﬁ/ y~ m8 dydx -|—/v . { (ef P210% ¢ +27T0‘B)} m+a/ - dydx
min Vinin mi vmm
X
D1 D2
VUmid e 5 Umax ts
— / In [27r0123 (107312§2P2 + U%)} Yy~ mE3 / x~ m3dady p, B.4)
Umin %
D3
Case 4: When X2 Tmax <y < X2 Zmax we can get
nB
—viﬁ \ MA3 Umid " el o
mid 2 ) yUmax 27TO'2 PL . 5152 27‘('0']230']23 3 2
SOP — 4 7E+77B (m + )
i3 1% 1075 g1 P
A 5 Umins Umids 5~ | ¢ - (B.10) L . J -k
Og W Jo s | g mEs “B,max
B,min E,min Yth
Submitting and (B.10) into (B.§), C5 can be finally :
derived. 2,5, 2%0}23 0]23 m+3 )
Case 5: When x > Vmid/Umin, We have T 10 RS cgi i (m 4+ 3)
Ca=As|, _ vmi B.11 __z2
4— A2 |X m]i ( ) " _ mﬂ—s _#4—3 3 JB,max m+3
. . . . “th E,min
After some simplifications, C can be finally derived. “th
,ﬁ
=120 2rodo? "
APPENDIX C + . nE+mf E (m+3)?
4 P4
PROOF OF THEOREM[3] 1075 “eg'P
2 .
Case 1: When vy, < xzzr;—f:, we have Pk, = 0. y J_ﬁ—,] 5| IB,max) ™ —m+3 (C3)
V2. mi B,min B,max Yth E max
Case 2: When x?2pin < ~y, < x?, we have
mid
- = 9 —rs Case 5: When vy, > x? 232 we have Plyp = 1.
—]—2 7TU U mm
PL BYE ( + 3)2
SOP — 4 1 7}E+71B €4P4 m
1 REFERENCES
- m+3 JB,min m+3 - ﬁ
X JB min ~ YE,max .
’ Yth ’ [1] D. Karunatilaka, F. Zafar, V. Kalavally, and R. Parthiban, “LED based
. indoor visible light communications: State of the art,” IEEE Commun.
- = 27‘1’0 U T m+3 Surv. & Tutor., vol. 17, no. 3, pp. 1649-1678, Third Quarter 2015.
_ =1=2 BYE (m + 3)2 [2] S. Wu, H. Wang, and C.-H. Youn, “Visible light communications for 5G
8 10 'E+"B 54]34 wireless networking systems: From fixed to mobile communications,”
s IEEE Netw., vol. 28, no. 6, pp. 41-45, Nov.-Dec. 2014.
+3 JBomin \ 13 i . C.1) [3] T. Komine and M. Nakagawa, ‘“Fundamental analysis for visible-light
X ’Ythm 7’7 — Jg, x ax . communication system using LED lights,” IEEE Trans. Consumer Elec-
th tron., vol. 50, no. 1, pp. 100-107, Feb. 2004.
[4] J.-B. Wang, Q.-S. Hu, J. Wang, M. Chen, and J.-Y. Wang, “Tight
Case 3: When X2 < n < X2 Vpax , we have bounds on chanpel capacity for dimmable visible light communications,”
Umld IEEE/OSA J. Lightwave Technol., vol. 31, no. 23, pp. 3771-3779, Dec.
2013.
__1
:1:2 270_2 0_2 m+3 [5] S. Rajagopal, R. D. Roberts, and S.-K. Lim, “IEEE 802.15.7 visible
PSLOP = - B'E (m+ 3)2 light communication: Modulation schemes and dimming support,” IEEE
4 10552 egd p4 Commun. Mag., vol. 50, no. 3, pp. 72-82, Mar. 2012.
. [6] S. Kim and S.-Y. Jung, “Modified Reed-Muller coding scheme made
w Jo s | g 7n‘+3 N = from the Bent function for dimmable visible light communications,” IEEE
B,min | “E,min E,max Photon. Technol. Lett., vol. 25, no. 1, pp. 11-13, Jan. 2013.
T [7]1 B. Zhu, J. Cheng, Y. Wang, J. Yan, and J.-Y. Wang, “Three-dimensional
=15, 2ra2 o2 m+3 VLC positioning based on angle difference of arrival with arbitrary tilting
_ 5 77E+n13],3 E (m + 3)2 angle of receiver,” IEEE J. Sel. Areas Commun., vol. 36, no. 1, pp. 1-15,
1075 e§4P4 Jan. 2018.
. 5 R [8] Z.Zeng, S. Fu, H. Zhang, Y. Dong, and J. Cheng, “A survey of underwater
% T m+3 T m+3 __ 7 m+3 (C 2) optical wireless communications,” IEEE Commun. Surv. & Tutor., vol. 19,
Tth E,min E,max | ) no. 1, pp. 204-238, First Quarter 2017.



[9] Y.-C. Chi, D.-H. Hsieh, C.-T. Tsai, H.-Y. Chen, H.-C. Kuo, and G.-R. Lin,
“450-nm GaN laser diode enables high-speed visible light communication
with 9-Gbps QAM-OFDM,” Opt. Exp., vol. 23, no. 10, pp.13051-13059,
2015.

[10] S. Ma, Z.-L. Dong, H. Li, Z. Lu, and S. Li, “Optimal and robust secure
beamformer for indoor MISO visible light communication,” J. Lightwave
Technol., vol. 34, no. 21, pp. 4988-4998, Nov. 2016.

[11] J.-Y. Wang, J.-B. Wang, N. Huang, and M. Chen, “Capacity analysis for
pulse amplitude modulated visible light communications with dimming
control,” J. Opt. Soc. Amer. A, vol. 31, no. 3, pp. 561-568, Mar. 2014.

[12] A. Mostafa and L. Lampe, “Physical-layer security for MISO visible
light communication channels,” IEEE J. Sel. Areas Commun., vol. 33,
no. 9, pp. 1806-1818, Sept. 2015.

[13] M. A. Arfaoui, Z. Rezki, A. Ghrayeb, and M.-S. Alouini, “On the
secrecy capacity of MISO visible light communication channels,” in Proc.
IEEE Global Commun. Conf., Washington, DC, USA, 2016, pp. 1-7.

[14] M. A. Arfaoui, Z. Rezki, A. Ghrayeb, and M.-S. Alouini, “On the
input distribution and optimal beamforming for the MISO VLC wiretap
channel,” in Proc. IEEE Global Conf. Sig. Inf. Process., Washington, DC,
USA, 2016, pp. 970-974.

[15] C. Liu, J.-Y. Wang, J.-B. Wang, J.-X. Zhu, and M. Chen, “Three lower
bounds on secrecy capacity for indoor visible light communications,” in
Proc. Int. Conf. Wirel. Commun. Sig. Process., Nanjing, China, 2017, pp.
1-5.

[16] J.-Y. Wang, C. Liu, J.-B. Wang, Y. Wu, M. Lin, J. Cheng, “Physical-
layer security for indoor visible light communications: Secrecy capacity
analysis,” IEEE Trans. Commun., vol. 66, no. 12, pp. 6423-6436, Dec.
2018.

[17] G. Pan, J. Ye, and Z. Ding, “Secure hybrid VLC-RF systems with light
energy harvesting,” IEEE Trans. Commun., vol. 65, no. 10, pp. 4348-4359,
Oct. 2017.

[18] G. Pan, J. Ye, and Z. Ding, “On secure VLC systems with spatially
random terminals,” [EEE Commun. Lett., vol. 21, no. 3, pp. 492-495,
Mar. 2017.

[19] S. Cho, G. Chen, and J. P. Coon, “Physical layer security in visible light
communication systems with randomly located colluding eavesdroppers,”
IEEE Wirel. Commun, Lett., vol. 7, no. 5, pp. 768-771, Oct. 2018.

[20] S. Cho, G. Chen, and J. P. Coon, “Securing visible light communication
systems by beamforming in the presence of randomly distributed eaves-
droppers,” IEEE Trans. Wirel. Commun., vol. 17, no. 5, pp. 2918-2931,
May 2018.

[21] W. Liu, Z. Ding, T. Ratnarajah, and J. Xue, “On ergodic secrecy capacity
of random wireless networks with protected zones,” IEEE Trans. Veh.
Technol., vol. 65, no. 8, pp. 6146-6158, Aug. 2016.

[22] A. Mukherjee and A. L. Swindlehurst, “Detecting passive eavesdroppers
in the MIMO wiretap channel,” in Proc. IEEE Int. Conf. Acoust., Speech,
Signal Process., Kyoto, Japan, Mar. 2012, pp. 2809-2812.

[23] J.-B. Wang, Q. Su, J. Wang, M. Feng, M. Chen, B. Jiang, and J.-Y. Wang,
“Imperfect CSI based joint resource allocation in multi-relay OFDMA
networks,” IEEE Trans. Veh. Technol., vol. 63, no. 8, pp. 3806-3817,
Oct. 2014.

[24] 1. S. Gradshteyn, I. M. Ryzhik, “Table of Integrals, Series, and Prod-
ucts,” 7th edn., New York: Academic Press, 2007.

[25] F. P. Kelly, “Probability,” Cambridge University, 1996.



	I Introduction
	II System Model
	III Channel Characteristics Analysis
	IV Average Secrecy Capacity Analysis
	V Secrecy Outage Probability Analysis
	VI Numerical Results
	VI-A ASC results
	VI-B SOP results

	VII Conclusions
	Appendix A: Proof of Theorem ??
	Appendix B: Proof of Theorem ??
	Appendix C: Proof of Theorem ??
	References

