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Introduction
The World Health Organization (WHO) has classified the novel 
coronavirus 2019 (COVID-19) as a pandemic due to its danger-
ously infectious situations in today’s world. The virus has been 
identified as a severe acute respiratory syndrome coronavirus 2 
(SARS-COV2) due to lack of oxygen supply to lungs [1]. COVID-
19 is a highly contiguous disease that spreads in a contiguous 
way from one person to another [2]. In order to control this 
pandemic, the entire world is working hard with all its capacity 
and might. Since its first appearances, researchers are also highly 
motivated to understand, explore, and discover new devices and 
treatments to terminate it from present generation [3]. Currently, 
COVID-19 is severely affecting healthcare centers because of its 
unknown treatment and unlimited number of cases. Scientists, 
researchers, and authors need to do some severe quantification 
in a proper and immediate manner to treat infected patients. 
According to a recent study of WHO, approximately 10.5 million 
confirmed cases, 151,000 deaths, and 10.1 million recovered 
cases were registered at the time of writing [4, 5]. These cases 
have been registered in almost the entire world from the United 
Kingdom, Italy, India, Germany, the United States, Korea, China, 
Japan, and many other countries. The immediate symptoms to 
identify any COVID-19 patient at its first instance is eye redness, 
fatigue, fever, throat infection, chills, and respiratory issues [6]. 
However, these symptoms are consistently appearing within 
four to five or more days after a patient is positive. American 
labs have realized an antidote to cure COVID-19 patients, and 
remote monitoring vaccine distribution schemes are proposed 
where these vaccines are distributed to the entire world in order 
to recover from this pandemic [7]. However, a secure and trans-
parent way to efficiently distribute the vaccines to the required 
centers still needs to be explored. 

Motivation
The integration and immense contribution of automotive 
devices, online storage, and IoT devices have made it feasible 
to generate intelligent and smart IoT-based healthcare centers. 
Nowadays, a number of healthcare centers have shifted to 

automatic techniques by exploring the novel and smart ser-
vices of the latest techniques to store and process recorded 
data. However, the huge amount of data generated by IoT 
devices makes it complex to handle and process the data 
in an efficient and secure manner. Further, the involvement 
of intruders during the communication process may further 
cause an organization to hesitate in fully adapting IoT-based 
systems. Researchers have proposed several cryptograph-
ic techniques to ensure security, generate, analyze, and dis-
tribute information among various entities. However, it may 
further lead to intermediate costs, time, and transparent over-
head among the parties [8]. The intermediaries may some-
times steal the information for third party for their personal 
benefit. Along with several success stories in the clinical and 
distribution fields, blockchain technique can be considered as 
a secure medium to conduct transparent and efficient com-
munication among parties. The distributed blockchain archi-
tecture known as DApp is the backbone of the blockchain 
mechanism in order to overcome the transparency, security, 
and privacy issues among decentralized networks for real-time 
applications. The blockchain architecture provides a reliable 
and transparent security mechanism having real-time commu-
nications among the nodes. The proposed framework ensures 
smart distribution of vaccines by a blockchain mechanism 
through an artificial neural network (ANN). The ANN scheme 
provides a viable solution in the decision making process for 
managing healthcare information. 

Contributions
The contribution of this article is to propose a secure and effi-
cient blockchain mechanism while distributing the vaccines to 
healthcare centers. The proposed mechanism uses a three-level 
distribution architecture by dividing the entities into certain 
layers for reducing the communication overhead and storage 
complexity. The potential contribution is illustrated as follows:
• A three-level distributed blockchain architecture is proposed

to securely distribute the vaccines among centers.
• The proposed mechanism uses a permissioned blockchain

network to further reduce the complexity and computational
overhead.

• The system is analyzed, simulated, and experimented over
data alteration and accurate report generation metrics
against the conventional approach.
The remaining structure of the article is as follows. The

recent literature using blockchain architecture in healthcare 
centers for ensuring secure communication is discussed. In 
addition, the article illustrates the proposed distributed architec-
ture separated into three levels. Further, the metrics for verify-
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ing the proposed phenomenon are detailed. Finally, the entire 
article is concluded including some future directions.

Related Work
Han et al. [9] proposed a self-healing secure recovery and com-
munication system. The authors proposed two different layers 
where thectop layer deploys the access control and determin-
istic link through polynomial schemes. The proposed system 
used a trust-based scheme using single value distribution where 
the performance and security can be measured using efficient 
data transmission. The proposed approach is validated through 
simulation results using IoT-based networks. Huang et al. [10] 
proposed an efficient data distribution scheme for IoT-based 
systems using sample-based modeling. In addition, a Bayesian 
classification method is used to estimate the distribution met-
rics. The proposed mechanism is validated over empirical study, 
which is analyzed over real datasets from online travel sites. The 
authors claimed that the proposed approach performs better as 
compared to conventional classification schemes.

Hao et al. [11] proposed a reliable data deletion scheme 
using an attribute-based encryption method. The authors 
proposed an outsourced policy method integrated with 
decryption and key schemes. The efficiency of the proposed 
approach was shown through a comprehensive comparison 
with data deletion parameters in cloud servers. Formal exten-
sive results were demonstrated to examine the efficiency and 
reliability of the proposed approach. Hasanat et al. [12] pro-
posed a real-time data-centric mechanism for monitoring the 
transportation and distribution of vaccines. The proposed 
system provided a unique feature of managing and creating 
the supervision mechanism using humidity and temperature of 
the carrier. The proposed mechanism has efficiently enhanced 
vaccine distribution supervision and monitoring in distributed 
scenarios. 

Nash et al. [13] developed a web-based distributed model 
for uploading, creating, and interacting with the information 
along with their test models. The article focused on entropy 
modeling using data on vaccination preventable diseases as 
an example of a modeling scheme. Jiang et al. [14] proposed 
a community priority vaccine distribution system in order to 

optimize vaccine resources. Individuals were grouped into var-
ious communities by prioritizing according to their assigned 
vaccines. The proposed approach benefited the accurate dis-
tribution of vaccines using infected and uninfected people 
through various network types. McGhin et al. [15] discussed the 
research issues and challenges of including blockchain technol-
ogies in various applications of healthcare systems. The authors 
discussed several fraud types, smart contracts, and identity ver-
ification systems by addressing the key management and min-
ing overheads. A number of potential challenges available for 
research were also discussed in this survey article. Haghighi et 
al. [16] proposed a hierarchical key establishment and authen-
tication mechanism for the IoT-based environment to ensure 
secure and reliable communication in the network. The authors 
proposed a lightweight authentication mechanism for distrib-
uting the computational load in the network. Polap et al. [17] 
proposed a neural network and blockchain-based Medical IoT 
(MIoT) network for ensuring reliable and secure data storage 
using a decentralized learning mechanism. A brief introduction 
of the related work is also detailed in Table 1. 

A number of secure mechanisms have been proposed by 
various scientists/researchers to ensure a reliable and trusted 
blockchain mechanism in a variety of healthcare applications. 
However, very few of them have focused on a secure distri-
bution mechanism (vaccines, reports, medicine distribution) 
using blockchain. In addition, the existing approaches address 
computational, storage, and communication overhead while 
distributing the products and maintaining the blockchain among 
various vendors. The aim of this article is to provide reliable 
transparency and security using blockchain while distributing 
the vaccines without increasing the delay and cost of communi-
cation among vendors.

Proposed Approach
The system model of the designed mechanism, represented in 
Fig. 1, consists of a vaccine supplier company whose headquar-
ters is situated at location A, and the vaccine supply units are 
placed at location B. Afterward, the suppliers will supply the 
vaccines to various locations including hospitals, business orga-
nizations, and others. Secure and efficient vaccine distribution 

Table 1. The security mechanisms.

Author’s name Approach Mechanism Performance

Han et al. [9]
Self-healing secure recovery and 
communication system

The proposed system uses a trust-based scheme using single 
value distribution where the performance and security can 
be performed using efficient data transmission

The proposed approach is validated through simula-
tion results using IoT-based networks

Huang et al. [10] Efficient data distribution schemes 

A Bayesian classification method is used to estimate the 
distribution metrics. The proposed mechanism is validated 
over empirical study analyzed over real datasets with online 
travel sites

The authors claim that their proposed approach 
performs better as compared to conventional classi-
fication schemes

Hao et al. [11] Reliable data deletion scheme 
The authors propose an outsourced policy method integrat-
ed with decryption and key schemes

Formal extensive results are demonstrated to exam-
ine the efficiency and reliability of the proposed 
approach 

Hasanat et al. [12] Real-time data-centric mechanism 
The proposed system has provided a unique feature of 
managing and creating the supervision mechanism using 
humidity and temperature of the carrier

The proposed mechanism has efficiently enhanced 
the vaccine distribution supervision and monitoring 
in distributed scenarios

Nash et al. [13] Web-based distributed model 
The paper focuses on entropy modeling using data vaccine 
preventable diseases as an example of a modeling scheme

—.

Jiang et al. [14]
Community priority vaccine distri-
bution system

The individuals are grouped into various communities by 
prioritizing according to their assigned vaccines

The proposed approach assist in the accurate dis-
tribution of vaccines using infected and uninfected 
people through various network types

McGhin et al. [15] Research issues and challenges
The authors discuss several types of fraud, smart contracts, 
and identity verification systems by addressing the key man-
agement and mining overheads

A number of potential challenges available for 
research are discussed in this survey paper
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is done through a level-wise blockchain network. The level-wise 
distributed blockchain ensures less complexity, storage, and size 
of validating each data unit. 

In addition, in order to trace each and every activity of all 
participating entities, suppliers have used a permissioned block-
chain as depicted in Fig. 1. The initial implementation is started 
at the headquarters, which has rights to trace every activity and 
progress at each level. Further, healthcare, business and organi-
zation fi rms, distributors, and medical stores have independent 
blockchain networks in order to maintain and trace the prog-
ress among various entities. The working progress of each entity 
at various levels is presented below.

WorkIng Process of the ProPosed aPProach
The efficient organization and management of the proposed 
blockchain system is divided into three stages. Stage 1 consti-
tutes the headquarters and distributor’s blockchain, where med-
ical stores along with distributors and headquarters combine 
to form the stage 2 blockchain. In addition, healthcare systems 
with patients’ details along with headquarters form the stage 3 
blockchain. In the proposed mechanism, the headquarters is 
the main entity, which is connected to all the levels in order to 
trace each activity by ensuring a secure and transparent system. 
The blockchain architecture including the three stages is repre-
sented in Fig. 2.

Stage 1: The genesis block of the network is set up by the 
headquarters between distributors and headquarters. The dis-
tributors start the supply process right after getting an order 
from various organizations or medical stores in accordance 
with the finished notification and product requirements. The 
transparency is provided by maintaining a stage 1 blockchain 
among headquarters and distributors upon adding all the supply 
requests in the ledger.

Stage 2: The extended blockchain is maintained at stage 
2 among distributor, headquarters, and organizations upon 
supplying the requested vaccines to the medical stores. An 
automatic notification will be received by the headquarters. 
For example, notifi cation A of supplying x vaccine units will be 
received by headquarters upon departure to corresponding 

stores. Likewise , stores 1, 2, and 3 will send a B notification 
upon receiving the vaccine units. The total vaccines produced, 
ordered, and delivered by the distributors and firms will be 
refl ected in the stage 2 blockchain network.

Stage 3: The edge level of a blockchain such as stage 3 
includes patients’ and healthcare systems. Whenever the vac-
cines are received by a healthcare system, a notification will 
be sent to the headquarters. As represented in Fig. 4, when 
healthcare systems have eceived the vaccines, a notifi cation C 
will be sent to the headquarters. The addressing of blockchain 
to several associations is illustrated as follows.

Suppose there are four entities: the headquarters as the fi rst 
that creates the genesis and a lock over the remaining progress, 
and distributors d1 and d2, which are responsible for delivering 
vaccine upon receiving order requests from various stores. Fur-
ther, medical stores determine the third entity, which accepts 
the vaccines and distributes it to remaining healthcare firms, 
which fi nally receive the vaccines to vaccinate patients accord-
ing to their demand. The tabular representation of all four enti-
ties is depicted in Fig. 3.

transParencY aMong entItIes
Suppose that upon receiving the delivery of 100 units of vac-
cine from healthcare firms, the headquarters will set up a 
generic block and orders distributors d1 and d2 to supply the 
vaccines. Let d1 have to transfer 60 vaccines and d2 40 vac-
cines; cheating while altering the units would be very diffi  cult as 
each and every activity can easily be traced by the headquar-
ters. No distributor can increase or decrease the delivering units 
without administrator permission.
• Headquarters HR generates the genesis block of transmission 

as the fi rst block among H-D1 and H-D2 by broadcasting to 
available ledgers. HR contains the details of all distributors, 
medical stores and healthcare systems.

• After that d1 and d2, upon accepting HR’s request, will start 
delivering the ordered vaccine units by adding another block-
chain in the existing network. D1 and d2 further include 
medical stores in their blockchain to ensure each other’s 
transparency.

• Medical stores may further add the healthcare systems by 
generating a new hash and adding with previous ones. 
The generated blockchain makes certain that all stores and 
healthcare systems are placed where stores may see each 
other.

• Finally, healthcare systems x, y, and z will receive the vac-
cines. Here, the blockchain is maintained among healthcare 
systems that may check each other’s delivery details.

PerforMance analYsIs
The analysis of the proposed blockchain mechanism is done in 
[9, 10], where vaccines are distributed through a blockchain 
network to the concerned patients. For verifying the systems, 
an IoT-based network is considered over 3600 epochs having 
5.1234, 6.341, and 8.678 s at diff erent levels. Synthesized data 
is generated having 1000 vaccines units that are ordered and 
requested by various entities in the blockchain network. Table 
2 represents the obtained results over existing schemes. The 
data analysis is done over true generated reports (accurate 
results) and altered data. Further, in order to analyze the com-
parative results in comparison to the baseline mechanism, a 
malicious environment is created in order to measure the data 
alteration in the network. The proposed approach is simulated 
and analyzed over various metrics for identifying the accurate 
and altered reports from the environment.
• True generated reports: It is defined as the total number 

of vaccine orders placed by healthcare systems and actual 
orders delivered by distributors.

• Alteration in data: It is known as the number of reports gen-
erated and altered by intermediate entities while placing the 
order among distributors and healthcare systems.

Figure 1. Proposed blockchain mechanism.
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results and dIscussIon
Figure 4 represents the comparison of two security measures, 
true generated reports and altered data, in the proposed and 
existing phenomena. Figure 4a represents the graph that deter-
mines the number of true reports generated by the proposed 
approach. The generated reports in the case of the proposed 
phenomenon are always true and accurate as compared to 
existing mechanisms because of maintaining a blockchain archi-
tecture among several entities. The blockchain maintains the 
transparency by ensuring accurate and correct reports by the 
IoT devices during communication. In addition, the generation 
of blockchain data requires less delay and complexity as com-

pared to existing phenomena. This is due to level-wise block 
generation, which reduces the storage maintenance in the sys-
tem.

Further, the proposed phenomenon is analyzed against the 
data alteration process. As depicted in Fig. 5, the alteration in 
number of generated units done by any malicious intermedi-
ate entity can be immediately and easily recognized by the 
proposed scenario. The altered data generation is quite critical 
for maintaining the blockchain database during the communi-
cation process. The proposed phenomenon generates signifi -
cant improvement as compared to conventional approaches 
because of blockchain. 

Figure 2. Architecure of the blockchain network.

Figure 3. Vaccine distribution mechanism using blockchain.
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Research Challenges
A number of researchers have proposed various cryptograph-
ic and blockchain-based security mechanisms in a variety of 
smart applications, but it is further needed to focus on various 
blockchain issues before integrating with any technique. Fol-
lowing are a number of blockchain-based challenges and issues 
that need to be focused on before further integrating with any 
smart-based application:
•	 Verification delay: The time required to validate any new 

block before adding it into the existing blockchain is consid-
ered as one significant parameter that needs to be addressed. 
Nodes taking more time to verify the blocks may invite var-
ious wireless security threats such as authentication, man-in-
the-middle, and handoff attacks, among others.

•	 Special node selection: The number of nodes selected to 
validate or verify the incoming data is considered as another 
major issue. A number of trusted mechanisms are needed to 
identify the legitimacy of each node that may further partici-
pate as a special node for validating the incoming blocks.

•	 Network scalability: The number of entities participating in the 
communication or distribution mechanism can be increased 
or decreased depending on its application. A network with a 
large number of entities may further increase the verification 
and validation delay as well as the storage and complexity of 
the network.

•	 Double spending threat: Sometimes, distributors may try to 
earn money from both parties by promising the delivery of 
the same package to different places. Therefore, it is neces-
sary to introduce a secure and accurate mechanism to check 
this issue.

Conclusion
This article has proposed an IoT-based blockchain-enabled vac-
cine distribution system. The proposed phenomenon main-
tains a level-wise blockchain architecture where each and every 
activity is performed by the IoT system maintaining a block-
chain network. The proposed phenomenon efficiently maintains 

security by improving the efficiency of vaccine distribution with 
less delay and complexity. In addition, the IoT-based blockchain 
architecture is significantly analyzed over true generated and 
altered data graphs against an existing security mechanism with 
improved results. The proposed phenomenon can be further 
enhanced by maintaining the ledger’s time required to verify 
each block in future communications.
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