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Abstract

Due to the identification functionality, identity authentication is the first and primary security step in

many information systems. There exist many works dedicated to giving secure identity authentication.

However, most of the existing schemes suffer from at least one of the following problems: heavy account

management, single point of failure, and privacy leakage. To tackle these challenges, we propose two

blockchain-based identity authentication schemes in this paper. One is based on the famous Diffie-

Hellman key exchange protocol and is efficient but with user-verifier interaction. The other utilizes

the ring signature, which is non-interactive with a small computational cost. Besides the traditional

security properties, such as unforgeability and identity anonymity, our proposed schemes can hold

non-transferability, i.e., the verifier cannot prove the user’s identity authentication to any third party.

At last, the extensive experimental results demonstrate that our proposals are practical and efficient.

Keywords: Identity authentication, Privacy preservation, Single Sign-On, Ring signature, Diffie-Hellman
key exchange

1 Introduction

Due to the identification functionality, identity
authentication is the first and primary security
step in many information systems. According to a
report from Grand View Research [1], the global
identity verification market was valued at USD
8.48 billion in 2021 and is expected to expand at a
compound annual growth rate (CAGR) of 16.7%
from 2022 to 2030. Many academic and industry

works [2–9] have been dedicated to securing iden-
tity authentication. The existing schemes can be
roughly classified into four categories: the isolated
user identity (SILO) model, the federated model,
the user-centric model, and the self-sovereign iden-
tity (SSI) model.

In the SILO model [5, 12, 13], the user can-
not use the identity from one service provider
to authenticate himself/herself to other service
providers. With the proliferation of applications

1



Springer Nature 2021 LATEX template

Table 1 Comparison between our proposal and existing identity authentication solutions

Properties Shuaib et al. [10] Mahmood et al. [11] Chang et al. [8] Jia et al. [12] DH-based scheme RS-based scheme

No online CA ! % % ! ! !

Decentralized storage % % % % ! !

Unforgeability ! ! ! ! ! !

Identity anonymity ! ! % ! ! !

Non-transferability ! % % % ! !

Untraceability % ! % ! % !

and online services, users would be overwhelmed
with multiple accounts, which also could increase
the risk of identity leakage. To solve the prob-
lem, the federated model [11, 14, 15] was pro-
posed. However, cross-service-provider authenti-
cation can only happen between trusted entities,
and it needs to address the problem of a sin-
gle point of failure. The user-centric identity
model [8, 16–20] can realize the cross-service-
provider authentication between any two service
providers. Currently, the Single Sign-On (SSO)
scheme, one user-centric identity authentication
scheme, has been widely used in many sys-
tems, such as Amazon OpenID, Facebook, and
Google [7]. Nevertheless, the user-centric identity
model still has the single point of failure prob-
lem and may lead to some privacy issues. For
example, identity providers can effortlessly get
what services users access, which raises many pri-
vacy concerns. Some SSI models [10, 21–30] have
recently been proposed based on blockchain tech-
nology. It aims to give users better control over
their identity data, emphasizing data minimiza-
tion and decentralized identity storage. However,
it still has privacy problems. In particular, the
service provider can prove the user’s identity
authentication to others. Once the adversary can
collect enough information, he/she can infer the
user’s activity trace.

As mentioned above, almost all of the exist-
ing identity authentication schemes suffer from
one of the following problems as least, including
heavy identity management, a single point of fail-
ure, and privacy leakage. To alleviate these prob-
lems, we propose two new identity authentication
schemes utilizing blockchain [31], Diffie-Hellman
key exchange [32], and ring signature [33, 34]. In
particular, we store (anonymous) credentials on
the blockchain to simplify identity management
and simultaneously remove the single point of fail-
ure. Furthermore, we employ the Diffie-Hellman

key exchange and ring signature to disallow the
verifier to prove the identity authentication to
others. Table 1 gives the comparison between
our proposal and some representative identity
authentication schemes. In a nutshell, the main
contributions of this work are as follows.

• We summarize the properties a competent
identity authentication scheme should satisfy,
including no online CA, decentralized stor-
age, unforgeability, identity anonymity, non-
transferability, and untraceability. See the
details in Section 2.3.

• We propose two identity authentication schemes
by integrating the blockchain technique with
the Diffie-Hellman (DH) key exchange tech-
nique or the ring signature (RS) technique. Both
proposed schemes can satisfy the first five prop-
erties, and the RS-based scheme can also satisfy
the untraceability property.

• The detailed security analysis demonstrates
that the DH-based and RS-based schemes
satisfy the claimed properties. The extensive
experimental results show that our proposals
perform well in terms of feasibility and effective-
ness.

The rest of this paper is organized as follows.
In Section 2, we present the system and secu-
rity models and identify our design goals. Then,
we give some preliminary information, includ-
ing blockchain, Diffie-Hellman key exchange, and
ring signature in Section 3. Section 4 presents
the details of our proposed schemes and security
analysis, followed by performance evaluation in
Section 5. Section 6 reviews the related works. In
the end, Section 7 gives the conclusions of our
paper.
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2 System Model and Design
Goal

In this section, we give our system model and
security model, and identify our design goals.

2.1 System Model

As shown in Fig. 1, we in this paper consider
a typical blockchain-based identity authentication
scenario, which primarily consists of four types
of entities: a certificate authority (CA), users,
verifiers, and a blockchain system.

2. Credential

5. Credential1. Credential     
request

3. Authentication key 
and blockchain 

address of credential

User

CA

Verifier

Blockchain

6. Identity authentication

4. Authentication request

Fig. 1 System model

• CA: The certificate authority (CA) [35] is the
entity that signs and issues anonymous creden-
tials, which contain attributes the correspond-
ing user has but not revealing the user’s identity.
One simple attribute example is whether the
user works for an organization. Furthermore,
the CA records the anonymous credentials on
the blockchain for validation, update, and revo-
cation.

• User: The user is the owner of some anony-
mous credential on the blockchain. He/She
can use the anonymous credential to prove
his/her attribute to the verifier without reveal-
ing his/her identity.

• Verifier: The verifier could be a person, a
service provider, or a system. He/She veri-
fies whether the user has specific attributes
according to the anonymous credential on the
blockchain.

• Blockchain: The main functionality of the
blockchain is to store anonymous credentials. In
this paper, we mainly use the tamper resistance
and time series of the blockchain.

2.2 Security Model

In our system model, due to the nature of the
identity authentication scenario, we make the
following assumptions:

• We assume that the users could be malicious.
Particularly, the user would like to prove to
the verifier that he/she does hold the attribute
he/she does not have.

• We assume that the verifier could be malicious
too. In particular, the verifier is interested in
obtaining the user’s identity. Furthermore, the
verifier would like to sell the information of
user’s identity authentication to others.

• Based on the nature of CA, we simply assume
that the CA is fully honest.

• As other blockchain-based systems [36, 37],
we assume that the blockchain is semi-trusted.
Specifically, the blockchain system will execute
the protocol faithfully, but the nodes in the
blockchain system would be interested in the
user’s identity and activity trace.

• We assume that one single credential does not
reveal the identity of the corresponding user.

2.3 Design Goals

Based on the system model and security model,
our design goal in this paper is to develop identity
authentication satisfying the following properties.

• No online CA. To minimize the communi-
cation overhead and mitigate the single point
of failure, the identity authentication scheme
should allow the user and verifier to authenti-
cate without relying on any online CA.

• Decentralized storage. To defend against
the single point of failure, it would be better
that the identity authentication scheme employ
decentralized storage.

• Unforgeability. The basic security require-
ment for an identity authentication scheme is
that anyone cannot forge any attribute he/she
does not hold.

• Identity anonymity. Another basic secu-
rity requirement for an identity authentication
scheme is that anyone cannot get the iden-
tity information from the credentials or the
interactions with the user.

• Non-transferability. To protect the user’s
privacy, we need non-transferability, i.e., the
verifier cannot prove the identity authentication
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to others. In this case, the (malicious) verifier
cannot sell the information related to the iden-
tity authentication if the buyer does not trust
the verifier.

• Untraceability. In some cases, non-
transferability is insufficient if the information
buyer trusts the verifier. Hence, we also require
untraceability, i.e., the verifier can verify
whether the user holds the attribute while not
knowing the used credential.

3 Preliminaries

Before delving into the design of our proposed
identity authentication schemes, we would like
to review some basic knowledge related to the
blockchain [31], Diffie-Hellman key exchange [32,
38], and ring signature [33].

3.1 Blockchain

Blockchain [31] is a technique that maintains a
public ledger in a group of distributed entities
that may not have a trust relationship. Due to
the underlying consensus algorithm and crypto-
graphic primitives, tamper resistance is the pri-
mary property of blockchain. In particular, the
data cannot be modified once recorded on the
blockchain. Furthermore, most existing blockchain
systems can only support the data appending
operation. In this case, the data is time-series. If
there exist two records on the blockchain related
to the same content, only the latter one is consid-
ered valid. In this paper, we mainly use the tamper
resistance and time series of blockchain.

3.2 Diffie-Hellman Key Exchange

The Diffie-Hellman (DH) key exchange proto-
col [32, 38] is a method for two parties, Alice
and Bob, to establish a shared secret over a pub-
lic network. It proceeds as follows. At first, Alice
and Bob agree on a finite cyclic group G gener-
ated by an element g with a big prime order q.
Then, Alice (resp. Bob) chooses a random value a
(resp. b) from Z∗

q and sends ga (resp. gb) to Bob
(resp. Alice). At last, Alice (resp. Bob) can get the
shared secret gab by using (gb)a (resp. (ga)b).

3.3 Ring signature

Ring signature (RS) [39] is a special kind of digi-
tal signature that allows the creation of signatures
on behalf of an ad hoc group of signers without
revealing the signer. In this paper, we employ the
scheme due to Abe et al. [40] as the underlying
ring signature scheme in our proposal. The details
are given as follows.

• Setup: On input a security parameter λ, the
system setup algorithm Setup outputs the sys-
tem parameter param = (G, g, q,H), where G is
a finite cyclic group generated by an element g
with a big prime order q, and H : {0, 1} → Z∗

q

is a cryptographic-secure hash function.
• KeyGen: On input the system parameter
param = (G, g, q,H), the key generation algo-
rithm KeyGen outputs a public/private key pair
(yi, xi), where xi is chosen from Z∗

q randomly
and yi = gxi .

• Sign: On input a group of n verifying keys
PK = {yi0 , · · · , yin−1

}, a message m, and a sign-
ing key xik (0 ≤ k ≤ n − 1), the signing
algorithm Sign outputs a ring signature σ =
(t0, s0, ..., sn−1), where tk+1 = H(PK∥m∥gr),

tj = H(PK∥m∥gsj−1y
tj−1

ij−1
) for (j = k +

2, · · · , n − 1, 0, · · · , k), sk = r − xiktk mod q,

and r, s0, · · · , sk−1, sk+1, · · · , sn−1 are chosen
randomly from Z∗

q .
• Vrf: On input a ring signature σ =
(t0, s0, ..., sn−1) on behalf of the verifying keys
PK = {yi0 , · · · , yin−1

} on message m, the ver-
ification algorithm Vrf outputs 1 if the fol-
lowing equation holds; otherwise, it outputs

0. t0
?
= H(PK∥m∥gsn−1y

tn−1

in−1
), where tj =

H(PK∥m∥gsj−1y
tj−1

ij−1
) for j = 1, · · · , n− 1.

4 Our Proposed Identity
Authentication Scheme

In this section, we start with an interactive DH-
based scheme that satisfies the first five properties
mentioned in Section 2.3. After that, we offer
an RS-based scheme satisfying all the properties
listed in Section 2.3. We also give the analysis of
these two schemes in this section.
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4.1 Our DH-based Identity

Authentication

We have four phases in the DH-based Iden-
tity Authentication scheme, namely System Setup
(Setup) phase, Credential Issue (Issue) phase,
Identity Authentication (Authen) phase, and Cre-
dential Update (Update) phase. Setup phase will
generate the system parameter, and the CA
will publish the anonymous credential on the
blockchain for the corresponding user in Issue

phase. With the anonymous credential, the verifier
can authenticate the user in Authen phase. At last,
the CA can update the credential in Update phase.
For simplicity, we assume that entities communi-
cate with each other via secure channels, which
can be realized by TLS protocol [41].

4.1.1 The description

System Setup Phase

In Setup phase, the CA generates the system
parameter param = (G, g, q,H), whereG is a finite
cyclic group generated by an element g with a
big prime order q as that in the Diffie-Hellman
key exchange protocol, and H is a cryptographic-
secure hash function H : {0, 1}∗ → {0, 1}ℓ.
Furthermore, the CA chooses a secret key k and
generates a signing/verifying key pair (skca, vkca)
for a signature scheme.

Credential Issue Phase

In Issue phase, the CA firstly verifies the iden-
tity information idi of the user Ui. Then, the CA
checks whether Ui holds the attribute(s) he/she
claims. If not, the CA aborts this phase. Oth-
erwise, the CA continues to do the following
steps. Particularly, the CA generates a transaction
(credential)

txit = yu,it∥attrit∥Sit∥σit ,

where yu,it = gxu,it , xu,it is a random element
from Z∗

q , attrit is the attribute(s) Ui claims,
Sit = H(idi∥yu,it∥k), and σit is the CA’s sig-
nature on yu,it∥attrit∥Sit . After that, as shown
in Fig. 2 the CA records txit on the underlying
blockchain and sends the authentication key xu,it
and the blockchain address addrit of txit to Ui.
It is worth mentioning that attrit will not reveal

idi, and each user can have multiple transactions
(credentials).

�,��, �� ��
CAUser Blockchain

Fig. 2 Credential issue in the DH-based scheme

Identity Authentication Phase

When Ui needs to pass the identity authentication
by the verifier Vj , they invoke Authen phase as
follows.

• Ui sends the blockchain address addrit of txit
to the verifier Vj as the request for the identity
authentication.

• Upon receiving the request from Ui, Vj retrieves
txit from the underlying blockchain and checks
its validity, including whether txit is not
revoked1, and whether σit is a valid CA’s sig-
nature on yu,it∥attrit∥Sit . If one of them does
not pass, Vj refuses Ui’s request. Otherwise, as
shown in Fig. 3, Vj chooses a random ujt from
Z∗

q and sends vjt = gujt to Ui.
• On receiving vjt from Vj , Ui computes Rt =
v
xu,it

jt
and sends it to Vj .

• After receiving Rt from Ui, Vj checks whether

Rt
?
= y

ujt

u,it
holds. If so, Ui passes the identity

authentication by Vj ; otherwise, Vj refuses Ui’s
request.

Note that Rt can be considered the shared key in
the Diffie-Hellman key exchange protocol with the
input (yu,it , vjt).

VerifierUser

 

 

 

Fig. 3 Identity authentication of DH-based scheme

Credential Update Phase

When the user’s attribute changes or the authen-
tication key x is lost or revealed, the CA or the

1We will give more details in Update phase
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user should update the corresponding transaction.
We have the two following cases in Update phase.

CA

txit

Blockchain

DH-revoke

Fig. 4 Credential revocation in the DH-based scheme

• In the first case, the CA updates the cre-
dential (transaction) proactively. If the trans-
action txit needs to be revoked, as shown
in Fig. 4, the CA generates a transaction
txit′ = revoke∥addrit∥σit′

, where revoke is
the label of revocation, addrit is the blockchain
address of txit , σit′

is the CA’s signature
on revoke∥addrit . Once the transaction txit′
is recorded on the blockchain, txit will be
revoked. If txit needs to be updated but
not revoked, as shown in Fig. 5 the CA
will also generate another transaction tx′it =

y′u,it∥attr
′

it
∥S′

it
∥σ′

it
, where y′u,it = gx

′

u,it , x′

u,it

is a random element from Z∗

q , attr
′

it
is the new

attribute(s), S′

it
= H(idi∥y

′

u,it
∥k), and σ′

it
is

the CA’s signature on y′u,it∥attr
′

it
∥S′

it
. At last,

the CA records txit′ and tx′it on the blockchain
and sends the new authentication key x′

u,it
to

the corresponding user via a secure channel
along with the blockchain address addr′it of tx

′

it
.

• In the second case, the CA updates the cre-
dential (transaction) on the user’s request. In
particular, the CA verifies the identity infor-
mation idi and the new claimed attr′it (if the
request is not a revocation one). After that, the
user sends the blockchain address addrit of the
transaction (credential) txit . The CA checks

whether Sit

?
= H(idi∥yu,it∥k) holds. If not, the

CA aborts this phase. Otherwise, the CA gen-
erates transactions and sends necessary data to
the user, as in the first case.

�,��, �� ��’, ��
CAUser Blockchain

Fig. 5 Credential update in the DH-based scheme

In order to protect the relationship informa-
tion between txit′ and tx′it , the CA should send
tx′it to the blockchain with other transactions
(credentials).

4.1.2 Analysis of the DH-based Scheme

In the following, we will analyze the properties
of the above DH-based identity authentication
scheme one by one.

No online CA

According to the description of the DH-based
identity authentication scheme, the user and the
verifier can execute Authen phase only with the
help of the blockchain but without any inter-
action with the CA. Therefore, the DH-based
identity authentication scheme holds the property
of having no online CA.

Decentralized storage

According to the description of the DH-based
identity authentication scheme, all the creden-
tials are recorded on the blockchain, which is
a decentralized system. Therefore, the DH-based
identity authentication scheme holds the property
of decentralized storage.

Unforgeability

We have three parts for the analysis of the unforge-
ability property.

• First, anyone except the CA cannot generate
valid signatures in the transactions, according
to the unforgeability of the underlying signature
scheme.

• Second, without knowing xu,it or ujt , no one
can generate Rt with the input yu,it and vjt ,
based on the CDH assumption2, which follows
the security of the Diffie-Hellman key exchange
protocol.

• Third, the user cannot abuse the update func-
tionality. In particular, the CA checks whether
the user holds id and the claimed new attr′

before updating tx = y∥attr∥S∥σ. In other
words, the user cannot update tx, even if he/she
holds attr but is not corresponding to the
identity id.

2Given (g, ga, gb), it is intractable to compute gab.
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Therefore, the DH-based identity authentication
scheme holds the unforgeability property.

Identity anonymity

We have two parts for the analysis of the property
of identity anonymity.

• First, no one can get the identity information
from single credential (transaction). Recall the
content of the credential (transaction) tx =
y∥attr∥S∥σ. It is easy to see that y and σ won’t
reveal any information about the identity. Fur-
thermore, we assume that attr does not reveal
the identity either. Regarding S = H(id∥y∥k),
anyone who does not know k cannot obtain any
information about id due to the security of the
underlying hash function.

• Second, multiple attr’s related to the same user
may reveal the identity information. However,
this attack works only if multiple tx’s can be
linked. It is easy to see that y, attr and σ

cannot be used to link different tx. Regarding
S = H(id∥y∥k), it is useless either due to the
security of the underlying hash function. Fur-
thermore, no one can link attr and its new
version attr′, since attr′ is distributed with
other transactions.

Therefore, the DH-based identity authentication
scheme holds the property of identity anonymity.

Non-transferability

To show the non-transferability of the proposed
DH-based scheme, we need to show that the ver-
ifier can also generate the authentication data.
According to the description of the DH-based
scheme, the authentication data Rt can be gen-
erated by the user or the verifier alone. There-
fore, the DH-based identity authentication scheme
holds the property of identity anonymity.

Untraceability

Though the verifier cannot prove to others that
the user has executed the identity authentication
with him/her, he/she knows which transaction
(credential) the user used. As a result, several ver-
ifiers interacting with the same user can conspire
to obtain the user’s activity trace. Therefore, the
DH-based identity authentication scheme doesn’t
hold the property of untraceability.

4.2 Our RS-based Identity

Authentication

In this part, we will propose RS-based identity
authentication scheme that is non-interactive and
untraceability. Like the DH-based scheme, we also
have phases Setup, Issue, Authen, and Update in
the RS-based scheme.

4.2.1 The description

System Setup Phase

In Setup phase, the CA generates the sys-
tem parameter param = (G, g, q,H) by running
RS.Setup. Furthermore, every verifier also runs
RS.KeyGen to get the signing/verifying key pair
(xv,i, yv,i).

Credential Issue Phase

It is almost the same as that in the DH-based
scheme, except the generation of (xu,it , yu,it). In
particular, (xu,it , yu,it) is the signing/verifying key
pair generated from RS.KeyGen.

Identity Authentication Phase

When Ui wants to use the transaction (credential)
txit = yu,it∥attrit∥Sit∥σit to prove to the veri-
fier Vj that he/she holds the specific attribute(s)
attr∗ ⊆ attrit , Ui does the following steps.

• Ui randomly chooses n − 2 unrevoked cre-
dentials (transactions) {tx0, · · · , txn−3} on
the blockchain, where all the corresponding
attributes satisfy attrm ⊇ attr∗ for (0 ≤ m ≤
n− 3).

• Ui sorts (yu,0, · · · , yu,n−3, yu,it , yv,j) as the
ascending order to get PK = {yi0 , · · · , yin−1

},
where yu,m is the corresponding value in attrm
for (0 ≤ m ≤ n − 3), and yv,j is Vj ’s verifying
key.

• Ui runs RS.Sign with the input
(PK, request, xu,it), where xu,it is the authen-
tication key corresponding to txit . After that,
Ui can get the ring signature σu,t.

• As shown in Fig. 6, Ui sends σu,t
to Vj along with a set of blockchain
address {addr0, · · · , addrn−3, addrit}
and the authentication request request,
where {addr0, · · · , addrn−3, addrit} are
corresponding to {tx0, · · · , txn−3, txit}.
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VerifierUser

�,�, request,� ��� ��  

Fig. 6 Identity authentication of RS-based scheme

Upon receiving the data from Ui, Vj does the
following steps.

• Vj retrieves {tx0, · · · , txn−3, txit}
from the blockchain according to
{addr0, · · · , addrn−3, addrit}. If one of them
is revoked, Vj aborts this phase; otherwise,
he/she continues to do the following steps.

• Vj sorts (yu,0, · · · , yu,n−3, yu,it , yv,j) as the
ascending order to get PK′ = {yi0 , · · · , yin−1

}.
• Vj runs RS.Vrf with the input
(PK′, request, σu,t). If the output is 1, then
the authentication succeeds; otherwise, the
authentication fails.

Credential Update Phase

It is almost the same as that in the DH-based
scheme, except the generation of (x′

u,it
, y′

u,it
). In

particular, (x′

u,it
, y′

u,it
) is the signing/verifying key

pair generated from RS.KeyGen.

4.2.2 Analysis of the RS-based Scheme

In the following, we will analyze the properties
of the above RS-based identity authentication
scheme one by one.

No online CA & Decentralized storage &

Identity anonymity

The RS-based scheme is almost the same as
the DH-based scheme, except for Authen phase.
Hence, we can easily obtain the properties of
no online CA, decentralized storage, and identity
anonymity for the RS-based scheme.

Unforgeability

We have two parts for the analysis of unforgeabil-
ity property.

• First, similar to the DH-based scheme, anyone
except the CA cannot generate valid signatures
in the transactions, and the user cannot abuse
the update functionality.

• Second, without knowing the signing key corre-
sponding to one of verifying keys in PK, on one

can generate a valid ring signature on request

on behalf of PK, due to the unforgeability of the
underlying ring signature.

Therefore, the RS-based identity authentication
scheme holds the property of unforgeability.

Non-transferability

Similar to the DH-based signature, we need to
show that the verifier can also generate the
authentication data. As we can see from the
description of the RS-based scheme, the authen-
tication data is σu,t. Meanwhile, according to the
anonymity of the underlying ring signature, σu,t
can be generated by the user or the verifier alone
from the view of others. Therefore, the RS-based
identity authentication scheme holds the property
of identity anonymity.

Untraceability

According to the anonymity of the underlying ring
signature, no one can tell whether the same signer
generates two ring signatures on behalf of the same
group of verifying keys. In other words, the veri-
fier cannot link any two identity authentications.
Therefore, the RS-based identity authentication
scheme holds the property of untraceability.

5 Performance Evaluation

In this section, we would like to evaluate our
proposals’ performance.

We evaluate the presented proposals in a 64 bit
Window 10 operating system computer, which has
a 16.0 GB RAM, Intel(R) Core(TM) i5-7300HQ
CPU with 2.5 GHz frequency. And the other con-
figurations are as shown in Table 2. Then, we
present numerical consequences and discussions.

Table 2 Authentication system operating
environment

Name Specification

Cryptographic library
Bouncy Castle Crypto APIs

(https://www.bouncycastle.org/)
Blockchain TestNet
Elliptic curve secp256k1

The initial evaluation of our schemes involves
the phases of credential issue, identity authentica-
tion, and credential update. To eliminate the influ-
ence of the experimental environment episodes, we
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set up 100 authentication events for both schemes
and recorded the corresponding average time. As
illustrated in Fig. 7, the consumption times of the
credential issue and credential update phases in
the DH-based scheme and the RS-based scheme
are from 2.58 ms to 2.7 ms, respectively, behaving
well. During the identity authentication phase, the
DH-based scheme costs 4.02 ms; meanwhile, the
cost of the RS-based scheme increases as the num-
ber of public keys grows. The time consumed for
identity authentication increases from 7.32 ms to
31.24 ms when the number of participating public
keys increases from 1 to 10. It is well known that as
the number of participating public keys increases,
the scheme provides more robust security.

Fig. 7 Time consumed at each phase of identity authen-
tication

Extensive experiments demonstrate the effec-
tiveness of our algorithms, i.e., the DH-based
algorithm is more prompt and is more affected
by bandwidth because of its interactive authen-
tication. Meanwhile, the RS-based algorithm can
achieve higher safety with less communication.

6 Related Works

In this section, we mainly review identity authen-
tication solutions, which can be roughly divided
into four types, namely, the isolated user identity
(SILO) model [5, 12, 13], federated [7, 11, 14, 15],
user-centric [8, 16–20], and self-sovereign identity
(SSI) [10, 21–30]. And the details are as follows:

Josang et al. [13] proposed an SILO model to
manage the identity, in which, when a user wishes
to access a service from different service providers
(SPs), he/she must visit and authenticate with
each SP separately. However, with the prolifer-
ation of applications and online services, users
are overwhelmed with multiple accounts [5, 12]
(along with their identifiers and corresponding
credentials), which raises the need for user iden-
tity management solutions to reduce management
complexity. Furthermore, each SP stores many
user identities and has varying security protec-
tion capabilities, increasing the risk of information
leakage.

Mahmood et al. [11] proposed a federated
model to alleviate the above challenges. This
model creates the centralized identity paradigm,
where identity data is shared between trusted enti-
ties, such as government services and educational
institutions. Therefore, it uses a centralized iden-
tity authentication model to enable users to access
multiple services with a single set of credentials.
Using a federated model helps reduce identity
management complexity and relieves the risk of
information leakage from varying security levels of
services. However, the federated model can only be
applied between trusted entities and suffers from
a single point of failure.

Chang et al. [8] proposed the user-centric
identity model to overcome the issue that the fed-
erated model can only be applied between trusted
entities. In this model, the SPs and the IdPs
may not always have a preexisting trust relation-
ship, known as the Single Sign-On (SSO) system.
Examples of this model are the use of third-party
accounts, such as Amazon OpenID, Facebook, and
Google, to access online services. This broadens
the application of scenarios; moreover, the model
can reduce identity management complexity. Nev-
ertheless, the user-centric identity model is not as
successful as expected. It not only suffers from
a single point of failure but also leads to pri-
vacy issues. For example, the IdPs [8, 16–18] can
effortlessly get what services have been accessed
by users, which raises many privacy concerns.
Moreover, the Cambridge Analytica scandal of
misusing people’s personal information from Face-
book to influence voters in the US Elections [42]
has raised serious concerns about private data
collection and analysis by prominent online cen-
tralized SPs. This has led to the search for more
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secure and privacy-preserving schemes for digital
identity management.

Yang et al. [21] proposed a blockchain-based
SSI model to protect the privacy of the identity
user. This model aims to provide users with bet-
ter control over their identity data, with a strong
emphasis on data minimization and decentralized
identity storage. Especially blockchain holds great
potential to facilitate a decentralized identity stor-
age environment among untrusted entities. Hence,
the model solves a single point of failure prob-
lem. However, the existing blockchain-based SSIs
[22–30]are still in their infancy and have privacy
problems, such as the fact that verifiers possess
authentication interaction information and may
transfer it to another person or a third party. It
is fair to say that almost all of the existing iden-
tity authentication schemes can solve the above
issues perfectly and efficiently. Different from
these studies, we consider privacy-preserving, effi-
cient, and distributed identity of authentication
schemes while guaranteeing the requirements in
subsection 2.3.

7 Conclusion

In this paper, we have proposed two blockchain-
based identity authentication schemes utilizing
Diffie-Hellman key exchange and ring signature,
respectively. The detailed analysis and extensive
experimental results demonstrate that our propos-
als are secure, efficient, and effective. Compared
to the existing identity authentication schemes,
our proposals can prevent the verifier (service
provider) from proving the identity authentication
to others.
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