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Abstract

In recent decades, there has been tremendous technological advance-
ment in innovative communications, consumer electronics, and medical
electronics. The hot spot of communication technology offers low cost
and low power nodes, which led to Wireless Sensor Network (WSN).
In WSN, the location of the node is vital to decide the location of
an incident called event detection. Localization technologies have been
technologically advanced over the last few years by using technical
improvement in digital circuitry to offer location and navigation facili-
ties to its users. Localization is required to further functionalities such
as routing, self-organization capability, etc. Many methodologies and
algorithms have been proposed to solve the localization problem for
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a 2D or 3D region. Although various studies have been conducted in
this field, many of the proposed approaches have yielded unsatisfactory
results in 3D localization. However, the usual localization techniques,
such as the 3D APIT algorithm and the 3D DV-Hop algorithm, have
the following drawbacks: 1) Beacon node localization accuracy is low;
2) coverage rate in sparse environments is low. Obtaining higher local-
ization accuracy is a significant challenge due to the target of an
attacker, and the overall network gets collapsed by providing malicious
information. The presence of malicious nodes degrades the viability of
WSN and offers misguiding location information to sensors, and reduces
battery life. The location information in a 3D environment should with-
stand against malicious nodes and also needs to be secure against
attacks. In this paper, a novel Secure 3D algorithm is proposed to over-
come the problem of malicious beacon nodes in WSN and provides
lower Average Localization Error (ALE) by consuming less energy

Keywords: 3D Localization, WSN, ALE, Secure, Sybil

1 Introduction

Recent technological advancements have driven significant changes in innova-
tive communications, consumer electronics, medical electronics, and automo-
tive electronics. The hotspot of communication technology aims for various
sensing units that offer low cost and low power, which led to future ultra-
large networks. A Wireless Sensor Network (WSN) is a cluster of low-power,
light-weight sensor nodes that are comprised of multiple and self-contained to
monitor physical characteristics. Sensor nodes in a WSN can detect, gather,
and process data from other nodes[1]. According to Fortune Business Insights,
the WSN market was worth USD 46.76 billion in 2020 and is predicted to grow
to USD 123.93 billion by 2026 [2]. WSNs serves as a link between the physi-
cal world and digital activity. Wireless sensor networks (WSNs) have gained a
lot of attention in the last decade because of their wide range of applications,
including environmental monitoring, object tracking, traffic control, and med-
ical apps. As a result, WSN applications are now highly prized in both the
commercial and military sectors.

A gateway enables connectivity to nodes and the rest of the world in a
WSN system. Sensor nodes only communicate information to neighbor nodes
or base stations when they have determined their own specific area, and data
will not be delivered unless the position is known. It is incredibly hard for the
base station to determine the node’s position, and it is also critical to delivering
accurate location information obtained from its neighbor. As a result, nodes
must locate themselves[3][4].

Localization is the process of using reference nodes to find a location
inside any topographical zone[5][6]. There are different kinds of localization
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Fig. 1 Need for Localization

techniques: range-based and range-free. The associated nodes in the aforemen-
tioned systems can calculate absolute point-to-point distance or angle using
time-of-arrival (TOA) [7], time-difference-of-arrival (TDOA) [8], AOA [9], or
RSS indicators [10].Beacon nodes are reference nodes that carry out the local-
ization process and are equipped with GPS, whereas non-beacon nodes are
nodes that are not equipped with GPS. It is impracticable to integrate all sen-
sor nodes using GPS, increasing overall size and cost. The non-beacon nodes
use the trilateration principle to retrieve their position from at least three bea-
con nodes. Most localization methods employ the 2D region, i.e., the x and y
plane. In a 2D plane, the computation technique is straightforward, efficient,
and takes less energy to compute the location. In the case of computing the
location in a 3D region, there exist fewer localization algorithms, which are
simple and efficient. In a 3D region, in addition to the x and y coordinates, a
z-coordinate must be added so that the technique can be employed in slopes,
mountains, terrains, and hills with high precision.

Most of the applications require the origin of the information that has
been sensed. Sensor networks connect many sensing devices, each with limited
processing and radio communication capabilities, to detect and communicate
physical phenomena and events of interest. The sensor nodes need to know
their locations to be ready to specify where a definite event takes place, as
shown in Figure 1. Therefore, the localizing of sensors is significantly vital for
several sensor network applications. Localization is defined as the location or
the geographic coordinates of the sensor nodes. It can either be determined
by Global Positioning System (GPS) into it or GPS-free. It is impracticable
to equip all nodes with GPS because this would increase the sensor node’s
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Fig. 2 Basic process of Localization

size and cost. When the nodes are provided with locations, they are termed
as beacon nodes; otherwise, they are called non-beacon nodes. To determine
the distance, the transmitting and receiving nodes must be synchronized with
one another. Three or four beacon nodes are crucial to acquire the position
of a non-beacon node by exploiting a trilateration or multi-lateration con-
struct. During the localization process, malicious nodes enter into the networks
provide false information, thus affecting the localization accuracy, leading to
improper operation of many WSNs. Most of the existing algorithms in WSN
are vulnerable to attacks in the untethered environment, so adversaries can
easily disrupt the normal functioning of location-dependent WSNs by knowing
the flaws of localization algorithms[11][12][13].

The localization problem involves locating all or a subset of sensor nodes in
a particular WSN and implementing the solution based on the sensor nodes’
data. Usually, special nodes called beacon nodes are used in the process of
localization. Figure 2 shows the basic process of localization. The flow dia-
gram for the basic localization depicts the detailed process of node selection,
distance estimation, and position computation, which is elucidated in 3. The
localization process uses the input data to localize the nodes, such as the loca-
tion of the beacon nodes, if any, available in the network. Other aspects are
investigated in addition to connectivity information with range-free approaches
and range or angle between nodes for range-based solutions. The localization
method in Figure 3 uses three beacon nodes for a basic localization process.

The paper is structured as follows: Section 2 gives a broad overview of
localization and related works. Section 3 discusses the motivation of the
work.The proposed work is discussed in Section 4. The performance measures
are briefly discussed in Section 5, and the proposed work’s evaluation findings
are presented in Section 6. Finally, Section 8 provides the concluding remarks.

2 Related Work

Boustani et.a l [14]formulated a new and deterministic approach for securing
beacon-based location discovery by employing CDMA(Code Division Multiple
Access) based jamming strategy. This approach detects the cheating nodes dur-
ing localization and removes the nodes. Compared to other secured localization
strategies, our methodology performs well in terms of localization accuracy,
according to detailed simulations.

A novel and efficient collaborative attack model termed as Collaborative
Collusion Attack Mechanism (CCAM) is presented by Jiang et.al [15] for
secure localization. In static WSNs, a new approach called Two-Step Format
Detection (TSFD) is introduced. With a high detection rate and an improved
localization scheme, TSFD is efficient and resilient against malicious nodes in
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Fig. 3 Flow diagram of localization process

CCAM, delivering significant localization accuracy. The TSFD had reasonable
and tolerable communication cost and algorithm complexity.

Han et al. [11] suggested an innovative Two-Step Secure Localization
(TSSL) focused on the arrival time difference of localization against so many
harmful attacks to locate the position of unknown nodes. The positions, iden-
tities, and time of sending information are used to identify malicious nodes.
Thereafter, malicious nodes are also segregated via an improved mesh gen-
eration method, and the WSN is partitioned into zones using different levels
of trust. The TSSL finds malicious nodes efficiently with high localization
accuracy in simulation and proved with testbed results.

Mi et al. [16] propose Secure Walking GPS as a secured localization and
key exchange method for sensor nodes placed manually in low-human-contact
circumstances, where an attacker could interrupt the localization procedure
and interfere with the authorized connection. The location information given
by the GPS and inertial assistance components on a specific master node is
used to gain effective localization and location-based key distribution at the
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same time. According to simulation results, it is proved that the mechanism is
resistant to DolevYao attacks, GPS-denial attacks, and wormhole attacks. The
Secure Walking GPS has good localization and key distribution performance
at a low cost and is applied for large-scale WSNs.

Jadliwala et al. [17] proposed a beacon-based localization in a robust envi-
ronment. A polynomial-time method and two heuristic-based algorithms were
proposed as innovative techniques for secure localization. Though in the exis-
tence of cheating beacon nodes, these methods provide better localization
accuracy; nonetheless, they only work in a 2D environment.

Liu et al. [12] presented two methods for resilient localization in the context
of malignant beacon nodes. The very first approach picks out malignant bea-
con nodes based on abnormalities in multiple beacon signals. In contrast, the
second method uses an iteratively rebuilt voting strategy to accept malicious
beacon signals.

Fiore et al. [18] introduced a method called Neighbor Position Verifica-
tion (NPV) that allows every node in the network to check the positioning
of communicating neighbors by requiring priori dependable nodes. The pro-
posed scheme is fully distributed, cooperative, and robust against colluding
and independent adversaries, even when the adversary has a perfect idea about
the neighborhood of the verifying node. The effectiveness of the protocol is
degraded only when there is an overwhelming presence of colluding adver-
saries in the neighborhood of the verifying node. Simulation results prove that
the protocol can impede more number of attacks, even in the presence of
adversaries.

Chiang et al. [19] suggested a secure multi-lateration approach to verify
the prover to be within a given distance from the verifier as well as the loca-
tion information. The suggested study has delivered the highest detection rate
of bogus location claims based on time-of-flight data. It also employs signal
strength variance to allow verifiers to detect and evade the distance enlarge-
ment attack. The findings of the experiments suggest that by avoiding the
distance enlargement assault, the generic collusion attack may also be avoided.

SCLoc is a model of a secure localization node for indoor Wireless Sen-
sor Networks suggested by Prima et al. (SeCure Localization) [20]. In wireless
sensor networks, the sensor node is equipped with the AES 128 cryptographic
scheme. This approach is used to protect the coordinates and estimated posi-
tion of beacon nodes that have been determined in unknown nodes. The
prototype includes a range-based distance estimate algorithm that is combined
with trilateration for position estimation. The Advanced Encryption Standard
(AES) and Message Digest 5 (MD5) algorithms are being used to protect
the position of the beacon node and unknown node during data exchange in
the transmission process. These methods meet the confidentiality and data
integrity security requirements simultaneously. Waspmote nodes are used to
examine the system, which is linked to a Data Encryption Standard (DES)
cryptographic technique incomparable nodes. The analysis results reveal that
the security method used to safeguard the position of the beacon node and
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unknown node during data exchange in the transmission process met both
confidentiality and data integrity security standards.

Liu et al. (2018) [21] evaluated two algorithms, Malicious Node Detec-
tion algorithm based on Clustering (MNDC) and Enhanced Malicious Node
Detection algorithm based on Clustering (EMDC), to detect malicious beacons
and pursue information to defer reliable node location procurement in range-
based localization techniques. The anomalous clusters are obtained using the
Density-Based Adaptive Spatial Clustering (DBSCAN) technique, which is
then evaluated using a Sequential Probability Ratio Test (SPRT). The mali-
cious nodes that jeopardize networks are recognized to limit the number of
initial parameters and avoid local outliers being grouped into normal clusters.
Furthermore, SPRT provides reliable detection results based on the consis-
tency aspects of two distance measurements. Regarding detection accuracy
and effectiveness of the enhanced reference error interval in EMDC, the simu-
lation results reveal that the suggested algorithms surpass alternative methods
for malicious beacon detection. The step length between the clusters’ core
and matching samples is chosen empirically in the existing adaptive clustering
technique.

Garg et al. [22] developed a localization approach that is both computa-
tionally efficient and secure and can survive localization attacks. The proposed
method combines iterative gradient descent with a selective pruning stage that
removes conflicting measurements to improve localization accuracy. When the
distance between the beacon and non-beacon nodes is calculated using Time-
Of-Arrival (TOA) and Time-Difference-Of-Arrival (TDOA) measurements, the
algorithm’s efficiency is determined. In the case of coordinate attack, simula-
tion results show that the proposed method has localization accuracy compared
to existing methods. In contrast, in the case of non-coordinated attacks, there
is a gradual improvement in localization accuracy of around 1 m in the pres-
ence of Gaussian measurement noise when more than 50 percent of nodes are
compromised.

Jha et al. [23] introduced a new method for securing sensor localization that
integrates game-theoretic reputations with gradient descent search, resulting in
a computationally lightweight solution. Even when there are a lot of fraudulent
beacon nodes, the suggested method computes sensor location more correctly
and reliably.

Nasir et al. [24] suggested a novel robust localization algorithm based
on Multi-Dimensional scaling (MDS) for large-scale three-dimensional (3D)
WSNs. This approach has two significant enhancements over the conventional
MDS algorithm. Initially, it uses a heuristic approach for distance matrix cal-
culation. Furthermore, it relates the Levenberg-Marquardt (LM) method for
absolute map improvement using Received Signal Strength (RSS) measure-
ments to obtain shortest path error reduction between non-neighboring nodes
and LM-based refinement of the absolute network map. This algorithm shows
better performance than the existing 3D localization algorithms in terms of
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network density because it does not depend on the configuration of the bea-
cons. It has been shown that this algorithm is very robust to range error
inconsistency and attains stability for range errors greater than 30

3 Motivation

An attacker’s objective may be the localization system, which could disrupt the
entire operation of a WSN and cause problems with decision-making. Obtain-
ing higher localization accuracy is inevitable, so localization and tracking issues
play a vital role in WSNs and may be a target of an attacker to collapse the
overall network by providing malicious information. The presence of malicious
nodes will essentially damage the viability of WSNs and mislead information
to sensors, resulting in sensor battery life being drained. Hence, the location
information designed for a 3D environment should withstand malicious nodes
and need to be secure against attacks.

Substantial advancement should secure the localization system of WSNs.
Most of the existing algorithms in WSN are vulnerable to attacks in the
untethered environment, so adversaries can easily disrupt the normal function-
ing of location-dependent WSNs by knowing the weaknesses of localization
algorithms. Usually, the localization algorithms are exposed against secu-
rity attacks. The proposed Secure 3D algorithm prevents attacks during
localization in WSNs for a 3D region.

The rest of this paper is organized as follows. Section IV describes System
Design and the proposed Secure 3D algorithm in detail. Section V describes
the performance metrics used to evaluate the proposed model. Section VI
demonstrates the simulation results and presents a discussion on the Secure
3D algorithm. Summary and conclusion are given in Section VII.

4 Proposed Work

4.1 System Design

3D localization is the method of finding the location of a sensor node deployed
in a 3D region like mountains, valleys, hills, and alternative areas. The follow-
ing issues are faced during 3D localization algorithms implementation when
compared to 2D localization algorithms: With 3D localization, an additional
number of beacon nodes is necessary, i.e., a total of three beacon nodes is
required for 2D localization, but a minimum of 4 beacon nodes is required
for 3D localization. The obstacles considerably deteriorate the transmission
signals. A tiny difference influences the localization accuracy in the distances
detected by the Received Signal Strength Indicator (RSSI). Imagine there are
four beacon nodes only within locations defined as A, B, C, and D, respectively,
at positions (x1, y1, z1), (x2, y2, z2), (x3, y3, z3), (x4, y4, z4) in Fig. 4 The target
position that needs to be identified with the coordinate (x, y, z) is named as K.

The distances between beacon nodes and unknown node are found
as,dKA, dKB , dKC and dKD, which is shown in Eq. (1), (2), (3) and (4).
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Fig. 4 Distance based localization in the presence of cheating beacon which affects the
localization process

√

(x1 − x)2 + (y1 − y)2 + (z1 − z)2 − dKA = 0 (1)
√

(x2 − x)2 + (y2 − y)2 + (z2 − z)2 − dKB = 0 (2)
√

(x3 − x)2 + (y3 − y)2 + (z3 − z)2 − dKC = 0 (3)
√

(x4 − x)2 + (y4 − y)2 + (z4 − z)2 − dKD = 0 (4)

The coordinate of the unknown node K termed as (x, y, z) is given in the
Eq. (5) and obtained by solving the Eq. (1), (2), (3) and (4).
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 (5)

The (x, y, z) coordinate of the unknown node K as is obtained through
Quadrilateration. The malicious beacons falsify the location information, and
therefore the localization method fails in location calculation, which is shown in
Fig. 5. Nodes A, B and C behave normally, however beacon D fakes the loca-
tion coordinate, resulting in an inaccurate target location estimation referred
to as M rather than K

Apart from GPS, each beacon node is equipped with a controlling unit to
store the authentication Identity (ID). When a non-beacon node queries for
the target location, the beacon node requests the authentication ID. This ID
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Fig. 5 Localization process after communicating with the malicious node D

Fig. 6 Closeness Centrality

needs to be registered and must receive the public authentication key before
any message transmission occurs.

4.2 Terminologies and Notations

4.2.1 Closeness Centrality (CC)

Closeness Centrality is defined as the closest path between the nodes or simply
the shortest path between the nodes, which is represented in Fig. 6. The node
B obtains the location information from the closest nodes, namely A,E and G.

4.2.2 Degree of Co-planarity (DCP)

In a 2D region, a set of 3 beacon nodes can be used to locate an unknown
node; however, in a 3D region, a total of 4 beacon nodes must be used, which
is known as Quadrilateration. The Quadrilateration process is always assumed
to be an intersection of 3 spheres, and the target node lies normally in the
intersection of the spheres. There can be an error while computing the RSS
values and the spherical region and do not have a common intersection region.
The node E gets many distance measurements from the available beacon nodes
as shown in Fig. 7. Only there exist two possible locations for the un-localized
node. The first location is mentioned as E and the other one as E′. If node E
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Fig. 7 The non-localized node cannot be localized due to Degree of Coplanarity

Fig. 8 Degree of Co-planarity (DCP)

does not be coplanar with the beacon node, there is no differentiation between
E and E′.

If the four beacon nodes lie in the same plane, it is said to be coplanar.
Therefore, in order to find the location of the unknown node, it should be veri-
fied that the beacon node should not lie in the same plane. DCP is represented
as the degree of four beacon nodes in the 3D space and shown in Fig. 8.

Mitrinovic et al. (1989) expressed the radius ratio of the tetrahedron as
shown in Eq. (6).

ρ =
216v2

∑3

i=0
si
√

(a+ b+ c)(a+ b− c)(a− b+ c)(−a+ b+ c)
(6)

Degree of Coplanarity (DCP) can be represented as shown in Eq. (7)
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Notations Descriptions

CUG Global CU

CUL Local CU

IDx x Node’s ID
PUx Public Key of Node x

PKx Private Key of Node x

PKO−x Old Private Key of Node x

PUN−x New Public Key of Node x

PUCUL
Public Key of CUL

PKCUL
Private Key of CUL

PKO−CUL
Old Private Key of CUL

PUN−CUL
New Public Key of CUL

PUCUG
Public Key of CUG

PKCUG
Private Key of CUG

PKO−CUG
Old Private Key of CUG

PUN−CUG
New Public Key of CUG

Fig. 9 Initial Message structure

DCP =

{

0, coplanar

ρ otherwise
(7)

where DCP ∈ [1, 0].
Thus, the best localization unit can be obtained with the maximum DCP

value. The notations that are used during message transmissions are shown in
Table 3.1

4.2.3 Secure 3D Algorithm

WSN is made up of beacon and non-beacon nodes that are placed in a 3D
region. The unknown nodes utilize the location information computed from a
set of 4 beacon nodes. Therefore, beacon nodes that give the location infor-
mation need to be authenticated and they should not be malicious nodes. The
beacon nodes are to be deployed with a public key and private key as PUnode
and PKnode, respectively. The PUnode and PKnode keys are preinstalled and
should be used only once and then ignored. Each data sent out of a beacon
node towards a non-beacon node contains the node ID, message ID, and the
information to be conveyed as shown in Fig. 9.

The algorithm uses two control units, namely CUL and CUG, called Local
Control Unit and Global Control Unit.



Springer Nature 2021 LATEX template

Energy Efficient Secure Localization in 3D Environment using Wireless Sensor Networks

Fig. 10 Architecture of Secure 3D Algorithm

The beacon nodes involved in the localization process must coordinate
with the control units as mentioned in the proposed Secure 3D algorithm to
have secure communication. The proposed architecture is shown in Fig 10 and
algorithm steps as below.

5 Performance Metrics

5.1 Average Localization Time

Average localization time is defined as the time it takes sensor nodes to cal-
culate their location divided by the number of nodes in the network that are
accessible as shown in Eq. 5.1.

Average Localization T ime =

∑

Localization T ime

Number Of Nodes
(8)

5.2 Localization Error (LE)

The disparity between real and estimated node coordinates is known as the
localization error. Eq.9 shows how to calculate the LE of each target node:

Average Localization Error =
√

(Xj −Xi)2 + (Yj − Yi)2 + (Zj − Zi)2

(9)

5.3 Average Location Error (ALE)

The average distance between all sensor nodes’ estimated locations(Xj , Yj , Zj)
and their real locations (Xi, Yi, Zi) using Eq. 10.
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Algorithm 1 Secure 3D Algorithm

Require: Node with unknown position information of WSN
Ensure: Localized node
1: Generate public and private key pairs for local CU and global CU Public

key of CUL −PUCUL
; Private key of CUL −PKCUL

Public key of CUG −
PUCUG

; Private key of CUG − PKCUG

2: if node = beacon node then
3: send PUA and PKA to CUL

4: end if
5: Encrypt the new public key by the current public key of the local control

unit and then by the old private key of the node, PKO−Node (node A
acting as beacon node) Node A → CUL : E[PKO−A, E(PUCUL

, PUN−A)]
6: CUL uses similar encryption to send the key to Node A CUL →Node A

: E[PKO−CUL
, E(PUA, PUN−CUL

)]
7: Select beacon nodes based on DCP and CC
8: Each CUL send its public key to CUG and the CUG will provide

its new public key to the four attached CUL’s CUL → CUG :
E[PKO−CUL

, E(PUCUL
, PUN−CUL

)]
9: Each CUG in turn respond to the CUL as follows: CUG → CUL :

E[PKO−CUG
, E(PUCUG

, PUN−CUG
)]

10: if the unit is local CU then
11: for i = 1, 2, . . . n do
12: verify public key and ID details of all the members in the group
13: prepare the message containing the public key, ID and timestamp

to node i

14: encrypt the message Mi with the private key of the node A and
with the public key of the node A

15: end for
16: end if

Average Localization Error =
∑

√

(Xj −Xi)2 + (Yj − Yi)2 + (Zj − Zi)2

Number of nodes
(10)

5.4 Detection Rate (DR)

The proportions of detected Sybil nodes to the number of nodes that are Sybil
outlined as percentage, which is called as detection rate and is shown in Eq. 11.

DR =
Detected Sybil node

Total Sybil nodes
× 100% (11)
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Table 1 Simulation Parameters

Parameter Value

Area 100m × 100m ×100 m
No. of nodes 10 - 60
MAC 802.11
Propagation
Model

Two-ray interference
model

Simulation time 10 s
Antenna Omni-directional
Placement Random
Pause time 2 s
Packet Size 500

5.5 Localization Error Ratio (LER)

Localization Error Ratio is outlined as the fraction of the average localization
error and the communication range of nodes as shown in Eq. 12.

LER =

∑n

i=1

√

(xn − x
′

n)
2
+ (yn − y

′

n)
2

n×R
(12)

5.6 Localized Node Proportion (LNP)

LNP is outlined as the fraction of nodes, which are successfully localized (nSL)
to the nodes that are unknown in the network. The degree of positioning
coverage is entitled as LNP and shown in Eq. 13.

LNP =
nSL

n
(13)

5.7 Bad Node Proportion (BNP)

Bad nodes indicate the nodes where the Localization error is higher than their
communication ranges. BNP is the fraction of the number of nodes that are
bad (nBadNodes) to the nodes that are localized successfully (nSL), as shown
in Eq. 14. The measure of the stability of the algorithm is entitled as BNP.

BNP =
nBadNodes

nSL

(14)

6 Results and Discussions

The proposed Secure 3D method was tested using NS2, and the simulation
parameters are listed in Table 3.2. The efficiency and network performance of
the proposed Secure 3D algorithm were evaluated.

The simulation results and analysis of the results for various performance
metrics are discussed in this section. To verify the performance of Secure-3D
with 3D DV-Hop [25] and 3D APIT [26], several simulations are conducted
over NS2 under a 3D environment. The quantity of the node, communication
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Fig. 11 Detection rate over different number of malicious nodes

range, and beacon proportions also act as additional parameters for evaluating
the performance of the algorithm. The simulations run randomly for 30 times
for each result, and the average values have been considered as the final result.
The network region is assumed to be of fixed size, i.e., 100 m × 100 m ×

100 m for all the algorithms. The sensor nodes are randomly spread out in
the network region, including 100 beacon and unknown nodes with random
location coordinates. The communication radius is set to be the same for all
the nodes in the network.

6.1 Effect of Detection Rate Over Different Number of
Malicious Nodes

Fig. 11 explains that the detection rate of the Secure 3D algorithm increases
when the number of legitimate nodes in the network gets increased. For exam-
ple, when there are ten legitimate nodes, even though the number of malicious
nodes increases, the network’s stability does not get affected.

6.2 Effect of Localization Estimation Error

The localization estimation error decreases as the number of beacon nodes in
the network grows. Fig. 12 shows that there is an increase in the number of
Sybil nodes in the network, the localization error tends to increase and lies
between 0.8 and 0.9, whereas the Sybil nodes are removed from the network,
there is a slight decline in the localization estimation error and lies between 0.5
and 0.6. Finally, when there are no Sybil nodes in the network, the localization
estimation error is comparatively reduced and lies between 0.3 and 0.4.

It has been evident that more Sybil attacks are detected when the number
of Sybil attacks increases. The detection rate gets increased when the number
of legitimate nodes is higher in the network because the possibility of having
a Sybil node decreases with the number of legitimate nodes increasing. Thus
the simulation results reveal that 30 legitimate nodes have accomplished more
than 90%.



Springer Nature 2021 LATEX template

Energy Efficient Secure Localization in 3D Environment using Wireless Sensor Networks

Fig. 12 Localization estimation error rate over different number of beacon nodes

Fig. 13 Communication range vs ALE

6.3 Effect of Communication Range on Average
Localization Error

The communication range of sensor nodes also influences each localization algo-
rithm’s performance. The impact of communication range on ALE is explored
and shown in Fig.13 for different localization techniques by deploying 100
sensor nodes and 25% beacon nodes with a communication range of 15-45m.

The average distance between both the sensor nodes’ estimated and actual
locations is characterized as the average localization error (ALE). The pro-
posed Secure 3D algorithm, ALE, lies between 3.0 and 6.5, which is minimal
compared to the other localization algorithms, namely 3D DV-Hop and 3D
APIT.

In general, erroneous distance estimation can cause a position miscompu-
tation which propagates to the localization algorithm and causes a significant
localization error for the sensor nodes. A compromised node can send sup-
plementary packets as if it were a different node(s) in a different location, in
addition to sending its own packet with the incorrect position(s).
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Fig. 14 ALE vs Total number of nodes

It is observed from the simulated results that the communication range of
sensor nodes increases, ALE for each algorithm decreases significantly. It has
been shown that only minor changes took place in localization errors beyond a
25-30 m communication range. It also shows that the proposed Secure 3D algo-
rithm obtains better localization accuracy when compared with the existing
algorithms, namely 3D APIT and 3D DV-Hop, as shown in Table 3.5.

6.4 Effect of Average Localization Error on Node Density

The influence of ALE with different node density is shown in Fig. 14 when a
total of 10 to 50 sensor nodes and 25% beacon nodes are deployed in the sim-
ulation environment. This is because as the number of sensor nodes increases,
the connectivity between nodes also increases, and more location information
can be collected from a dense network. It is also noted from the simulation
results that the proposed Secure 3D algorithm is recognized more precisely as
compared to 3D APIT and 3D DV-Hop.

ALE is defined as the average distance between the estimated location and
the actual location of the sensor nodes. As the number of nodes gets increased
in the network, ALE gets decreased for all the algorithms. The proposed Secure
3D is compared with the other two algorithms, namely 3D APIT and 3D
DV-Hop, the ALE gets decreased for the proposed Secure 3D algorithm.

6.5 Effect of Ratio of Beacon Nodes on Average
Localization Error

The effect of the ratio of beacon nodes on ALE is shown in Figure 3.13, using a
total of 100 sensor nodes with 5% to 40% beacon nodes in a simulation area of
100 100 100 m3. It has been confirmed that the ratio of beacon nodes increases,
ALE for each algorithm decreases. Due to the authentication and encryption
of beacon communications and globally, the keys are preloaded, thereby ALE
gets reduced as shown in Fig. 15. The proposed Secure 3D algorithm uses a
few selection criteria for opting the beacon nodes, which plays a significant
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Fig. 15 ALE vs Beacon Nodes

Fig. 16 LNP vs Network Connectivity

role in reducing the ALE. In the case of the other two algorithms, namely 3D
APIT and 3D DV-Hop, no cryptographic technique is imposed in the network,
thereby increasing the localization estimation error.

6.6 Effect of Bad Node Proportion

When the communication range is increased, the BNP of the algorithm tends
to show a gradual decrease. Here, in the proposed Secure 3D algorithm, the
number of bad nodes can be easily identified by signal strength and through
cryptographic techniques. The nodes that are closer will have a higher signal
strength than the node that is far, and this factor is utilized in the proposed
Secure 3D algorithm, and cryptographic techniques make the system more
secure when compared to 3D DV-Hop and 3D APIT.

In the proposed Secure 3D algorithm, the network connectivity comes up
to 10, there does not exist any bad node in the localization and hence stable
than the 3D APIT and 3D DV-Hop as shown in Fig. 16.
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Fig. 17 BNP vs Network Connectivity

6.7 Effect of Localized Node Proportion

The number of successfully located nodes divided by the number of target
nodes is known as the Localized Node Proportion (LNP). The fraction of target
nodes that are effectively localized is represented by LNP, which is a measure
of positioning coverage.

When the communication range is increased, the LNP of the algorithm
tends to show a gradual increase since the detection rate of the Secure 3D
algorithm is more when compared to 3D APIT and 3D DV-Hop algorithms.
Typically, the compromised node affects position computation directly by
advertising incorrect known positions, thereby affecting the nodes getting
localized. In the other two algorithms, namely 3D DV-Hop and 3D APIT, secu-
rity is not a primary concern, and the main focus is on position computation
in a 3D environment. Therefore, the proportion of localized nodes tends to be
higher when compared to 3D DV-Hop and 3D APIT, as shown in Fig. 17.

6.8 Effect of Localization Time

The localization time is defined as the time required for all the sensor nodes
to compute their locations. The effect of localization time for the proposed
Secure 3D algorithm is shown in Fig. 18.

The proposed Secure 3D algorithm computes its position using the multi-
lateration technique, so by iterative multilateration technique, the nodes in the
network get easily localized, making the localization process simpler and more
efficient. In the case of 3D DV-Hop, the time required to compute each hop
tends to increase, and then it uses the information in the multilateration pro-
cess, which increases the overall time. In the 3D APIT algorithm, computing
the nodes inside/outside the tetrahedron is a time-consuming process, then the
multilateration process is done, making the localization process cumbersome.
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Fig. 18 Localization Time(s) vs Number of nodes

Fig. 19 Energy Consumption vs Beacon Nodes

6.9 Effect of Energy Consumption

Fig. 19 shows the effects of energy consumed by nodes in the network. The
energy consumption occurs due to the multi-hop nature of the network, where
the unreachable target nodes will be made reachable by communicating with
the midway nodes between the source and destination nodes. Furthermore, the
unknown node must cooperate with the beacons by broadcasting its location to
its neighbors in order to finish the localization process. In the case of 3D APIT,
the maximum energy consumption is inquired while selecting the paired beacon
nodes in each tetrahedron and for selecting the tetrahedron from the number
of K beacon nodes. If paired beacon nodes are found in one tetrahedron, then
delete them from the neighbor list of the sensor node. Then, in the next step,
the whole communication needs to happen for each sensor node which drains
the energy of each sensor node.

The energy consumption of the 3D DV-Hop is higher because the first
step degrades the localization process by making the hop count aberrant; as a
result, the second step, which is a frequency hopping challenge, is also harmed,
and the complete localization scheme is harmed.
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Fig. 20 Energy Consumption vs Number of nodes

Fig. 21 Energy Consumption vs Communication Range

In the proposed Secure 3D algorithm, due to efficient cryptographic tech-
niques, there is a slight decrease in the energy consumption of beacon nodes in
the network, and it is tested for 5%, 10% and 15% beacon nodes. It is observed
that when 5% nodes are used, the Secure 3D requires 100mW of energy to
transmit the data from one node to the other because of the lesser computa-
tion made for validation of data that has been transmitted from one node to
the other. It has also been observed that when 10% and 15% of nodes are used,
the proposed Secure 3D algorithm consumes lesser energy than the existing
3D DV-Hop and 3D APIT algorithms.

Fig. 20 depicts the total number of nodes that impact the energy con-
sumption in the network in the case of 10, 30, and 50 nodes with different
algorithms. When the number of nodes increases, the energy consumption will
be more. Due to the simple localization process utilized in the proposed Secure
3D algorithm, the energy consumption is less than 3D DV-Hop and 3D APIT.
When a network uses 3D APIT and 3D DV-Hop, the number of transmitted
packets increases as the number of nodes in the network grows.

The amount of packets transmitted with nodes in the network for 3D APIT
is fewer than for 3D DV-Hop because 3D DV-Hop requires more dispersion of
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information from the beacon to the neighbor node during its broadcast phase.
The 3D DV-Hop requires more energy because the nodes closest to the beacons
must transfer the packet back to the beacons during the first broadcasting
phase and the second rectification phase. Due to the random topology, each
node transfers the packet to the next node by computing the shortest path,
which is time-consuming. As for the Secure 3D method, the number of packets
transmitted and received by the node is directly proportional with the density
of the node, and it is the lowest among 3D APIT and 3D DV-Hop algorithms,
which in turn reduces the overall consumption of the network.

7 Conclusion

In a real-time environment, the location of the node is very likely to be static or
dynamic. Many well-known 3D localization algorithms analyze the localization
algorithm with different ratios of beacon nodes and communication ranges.
The algorithm concentrates on security and accuracy. The performance of
the real-time network is greatly affected by the presence of malicious nodes.
Therefore, a secure localization algorithm called Secure 3D is proposed to send
the localization information securely in a 3D region. The proposed Secure 3D
algorithm performs very well when compared to 3D DV-Hop and 3D APIT in
terms of Average Localization Error (ALE), Bad Node Proportion (BNP), and
Localized Node Proportion (LNP) and is also energy efficient. The proposed
Secure 3D algorithm provides the ALE in the range of 3.0 and 6.5, BNP less
than 0.2, and LNP greater than 0.8 by consuming 100-130mW of energy.
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