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New waves of networked applications continue to push the limits of what is possible
with networks today. For example, Industrial Control, Augmented Reality, Tactile
Internet all require ultra-low latency in the single-digit millisecond range and do not
tolerate jitter at all. Economic pressures mandate increasingly cloudification of real-
time applications with precision service level needs, yet many of those applications
are mission-critical and cannot afford any loss in connectivity or even of single pack-
ets. Collectively, these applications require networking services that support high-
precision and predictable service levels with associated guarantees that border on
determinism. This requires a rethinking of many of the principles underlying existing
“Best Effort” internetworking technology.

Various approaches are emerging that try to tackle those challenges. Data centers
with fixed topologies and a constant number of hops rapidly replace conventional
routing and more general Internet topologies. Networks are becoming more pro-
grammable to allow to custom-tailor and optimize treatment of packets and flows.
Related technologies range from Service Function Chaining to Network Slicing to
SDN. While 5G is making ultra-reliable and low latency communications (URLLC)
at the network edge a reality, momentum for Beyond 5G (B5G) and 6G is building
to push the boundaries of precision services beyond the edge and across the core.
One overarching question concerns how these technologies can be harnessed and
what additional approaches are needed to be able to actually deliver on high-preci-
sion networking with service levels that are predictable and that can be guaranteed.
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This will involve advances across all networking planes, including but not limited to
approaches for the programming and processing of packets in the data plane, evolved
control interfaces and ultra-low latency control loops to optimize service levels in the
control-plane, methods for high-precision measurements and telemetry with nano-
second accuracy at scale, as well as advances in the related platforms and algorithms
in the management plane.

To address these issues, we have invited researchers to share their visions and
solution approaches for high-precision, predictable and low-latency networking in
this Special Issue.

The paper by M. Letourneau et al. proposes a characterization of threats targeting
low-latency services. The authors are taking a close look at L4S, a proposal that is
currently under standardization at the IETF to allow classic and low-latency services
to be concurrently supported. Specifically, the authors analyze potential vulnerabili-
ties that might be exploited by L4S attacks, the conclusions of which may help miti-
gate such attacks.

The paper by M. Maté et al. focuses on a time-aware shaper for time-sensitive net-
working. It proposes a new traffic shaper that prevents interference from low-priority
streams with high-precision traffic. The proposal builds on the concept of assigning
packets of flows to gate-controlled queues to avoid collisions, but does not require
clock synchronization or central control in contrast to other proposals.

Time-Sensitive Networking (TSN) also features prominently in the paper by F.
Rezabek et al. This paper presents a sophisticated platform that allows researchers to
conduct experiments with TSN for different high-precision networking application
domains and deployment scenarios such as industrial automation.

A scalable architecture for precision networking is also proposed in the paper by V.
Angilella et al. This architecture leverages the concept of gate-controlled queues and
complements it with a novel algorithm to quickly take admission control decisions.

The paper by T. Eckert et al. investigates high-precision latency forwarding for
wide area networks through intelligent in-packet header processing. The authors pres-
ent a solution that ensures latency guarantees by preventing the possibility of burst
accumulation. This is accomplished using metadata that ensures spacing between
packets is properly preserved.

The paper by S. Gallenmiiller et al. takes a close look at various operating sys-
tem parameters that impact packet processing latency on a networking device and
complements this with a detailed case study of an intrusion prevention system.

The paper by A. Syed et al. considers fault-tolerant dynamic scheduling and rout-
ing for in-vehicle networks. It introduces a clever new approach to achieve this. The
approach utilizes network coding instead of alternatives such as Frame Replication
and Elimination for Redundancy (FRER) and promises advantages such as more effi-
cient network utilization.

Finally, the paper by X. Marchal et al. presents a comprehensive measurement
study on the four main commercial cloud gaming platforms (Google Stadia, Nvidia
GeForce Now, Microsoft xCloud, Sony PlayStation Now) in order to infer their adap-
tive behavior to differing and degraded network conditions. The authors show that the
four platforms exhibit different behaviors that in many cases result in degraded QoS,
leaving room for improvement at both application and/or network levels.
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We believe that collectively these papers provide an excellent sample of current
work in this important area that, when successful, will pave the way for a whole new
generation of networked applications. Enjoy the Special Issue!

Raouf Boutaba, Alexander Clemm, Guillaume Doyen, Bertrand Mathieu,
Mohamed Faten Zhani.
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