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Abstract. In anonymous credential schemes, users obtain credentials
on certain attributes from an issuer, and later show these credentials to
a relying party anonymously and without fully disclosing the attributes.
In this paper, we introduce the notion of (anonymous) credential schemes
with encrypted attributes, in which issuers certify credentials on en-
crypted attributes to users. These schemes allow for the possibility that
none of the involved parties, including the user, learns the values of the
attributes. In fact, we will treat several variations differing in which par-
ties see which attributes in the clear. We present efficient constructions
of these new credential schemes, starting from a credential scheme by
Brands, and we show that the security of Brands’ original scheme is re-
tained. Finally, we sketch several interesting applications of these novel
credential schemes.

1 Introduction

Anonymous credential schemes, credential schemes for short, allow users to ob-
tain credentials on particular attributes from issuers certifying that the users
comply with particular conditions. These credentials can subsequently be shown
to a relying party (or, verifier) in order to gain access to a service. Credential
schemes were introduced by Chaum [14,15], and many efficient constructions
are known [16,20,5,7,22,24,10,11,12,2], as well as several variations and exten-
sions [17,3,4,1,9,8] (incl. anonymous cash). Credential schemes can be seen as
a refined form of blind signatures, inheriting the unforgeability and unlinkabil-
ity properties, but adding an extra level of privacy by allowing users to control
which private information is disclosed when showing a credential. For example,
irrelevant attributes need not be disclosed at all [7,1], or a zero-knowledge proof
that the attributes satisfy some given constraints may suffice [6].

In general, a credential scheme consists of a key generation algorithm, an
issuance protocol and a verification (or, showing) protocol. The key generation



algorithm supplies an issuer with a key pair, which is used to issue credentials
on lists of attributes x = (x1, . . . , xl) to users. Such a credential is of the form
(p, s, σ(p)), where p is the public part authenticated by σ(p) and s is a secret
part (including x) corresponding to p. To show a credential to a verifier, a user
sends the public parts p and σ(p), and proves knowledge of the secret part s,
possibly revealing some of the attributes in x. Common to all credential schemes
in the literature, however, is the property that the focus is on authentication via
credentials to protect access to services. Naturally, the user knows the attributes
in these applications. As we will see below, however, in many applications the
user is not allowed to know (some of) the attributes or does not want to know
these. In this paper, we therefore introduce credential schemes with encrypted
attributes, or encrypted credential schemes for short, in which credentials may
contain encrypted attributes. In the most general case, all parties involved (is-
suer, user, and verifier) might have access to the attributes in encrypted form
only. We note that these encrypted credential schemes still offer the authentica-
tion property, as described above.

Applications. Basically, there are two types of applications of encrypted cre-
dential schemes: one can think of scenarios where the user is not allowed to
learn the attributes, as well as cases where the user does not want to learn the
attributes. As a simple example of the former case, consider the use of confiden-
tial letters of recommendation: if a person wants to apply for a job or wants to
enter into a graduate program at a university, he can request a letter of recom-
mendation from his former supervisor, which he in turn shows to the potential
employer. Since the holder of this letter is not allowed to learn the supervisor’s
opinions, the letter can be implemented as an encrypted credential. Note that
this allows one to apply for jobs anonymously (at first) and without the super-
visor knowing of the job applications. For the case where the user does not want
to learn the attributes, one can think of people who do not want to learn about
(genetic) diseases they suffer, but still need credentials on these data for various
purposes.

More generally, encrypted credential schemes provide the missing link be-
tween anonymous credentials (where credentials are merely issued on data), and
secure multiparty computation (MPC) based on threshold homomorphic cryp-
tosystems (where one can usually trace which outputs are used in subsequent
computations). For instance, one can consider a first MPC where the total wealth
of a party is computed based on his salary, registered possessions (such as real
estate), etc. This computation may involve various database lookups, and in
particular, the identity of the party may be known. The computed result rep-
resenting the total wealth, however, should remain hidden, and will only be
given in encrypted form to the credential issuer. A second MPC could then be
the millionaires protocol, or a more elaborate computation, on the wealths of a
number of parties, where all involved parties should remain anonymous. Here,
one needs the encrypted data to be accompanied with an anonymous credential.
The parties performing the secure computations will remain oblivious to the
links between the inputs and outputs of the secure computations.



Challenges and Technical Issues. Observe that one cannot solve this prob-
lem by naively issuing ‘standard’ credentials on the ciphertexts (as being the
attributes): while the message to be signed can be re-blinded by the user, the
attributes themselves cannot. As a consequence, the ciphertexts cannot be re-
randomized in this solution to the problem. More generally, common credential
schemes rely in an essential way on the fact that (at least) the user has access to
the attributes in the clear. Instead, to handle encrypted attributes some major
changes are needed. Below we highlight some of the issues.

– If users do not know the attributes of a credential, they cannot render zero-
knowledge proofs for these attributes as part of the verification protocol.
To resolve this issue, verification of a credential with encrypted attributes
will involve some type of plaintext equality test, ensuring minimal disclo-
sure of the attributes. The secret key used for verification will in general be
distributed among multiple parties;

– Given the use of some type of plaintext equality test in the verification
protocol, it must be prevented that a malicious user abuses the verifica-
tion protocol to gain partial information on the encrypted attributes (which
in general need to remain hidden from the user). This contrasts with the
verification protocol in common credential schemes, where the verifier only
generates a random challenge and has no private inputs;

– To achieve unlinkability for the credential scheme, honest users should be
able to blind the encrypted attributes as provided by the issuer, basically by
performing random re-encryptions of these attributes. Malicious users, how-
ever, should not be able to abuse this mechanism by replacing a particular
encrypted attribute with a target encryption. Based on the success or failure
in a run of the verification protocol, a malicious user would then be able to
find out if the encryption of the attribute and the target encryption contain
the same plaintext or not.

Our Contributions. We introduce and define the notion of encrypted creden-
tial schemes as a new concept in the area of anonymous credentials (Sect. 3). Our
definition captures the case of an issuer certifying encrypted attributes, such that
none of the involved participants learns the encryptions. For a variation where
the issuer knows the attributes (see the above-mentioned applications), we in-
troduce a concrete construction of an efficient scheme (Sect. 4), but we notice
that the scheme can be easily adjusted to a more general case where the issuer
does not learn (some of) the attributes (Sect. 6). The security of the scheme
is analyzed in Sect. 5. The construction of our scheme is based on an efficient
and well-established credential scheme by Brands [7]. By combining the newly
introduced schemes with Brands’ original scheme, we also obtain schemes in
which users learn some of the attributes in the clear, and some in encrypted
form (Sect. 6). Since Brands’ schemes are providing single-use credentials, our
schemes do so as well4. We leave it as an open problem to construct multi-use

4 As observed in [8], Brands’ schemes allow for efficient issuance of multiple credentials
on the same attribute list. The same remark applies to our schemes.



credential schemes with encrypted attributes (e.g., starting from [11,12]), or to
show the impossibility of such construction.

2 Preliminaries

Below, we introduce some well-known cryptographic primitives along with some
relevant notation. In particular, we give some background on the credential
scheme by Brands on which our constructions are based. Throughout, we use
x ∈R V to denote that x is drawn uniformly at random from V , and H to denote
a cryptographic hash function (viewed as a random oracle) with range equal to
Zq. Here, q is a prime of bit-length k, for a security parameter k. Furthermore,
we let 〈g〉 denote a cyclic group of prime order q, representing a suitable discrete
log setting.

ElGamal Cryptosystem. Our scheme uses the additively homomorphic El-
Gamal cryptosystem. For cyclic group 〈g〉, the secret key is a λ ∈R Zq and the
corresponding public key is the group element f = gλ. A message x ∈ Zq is
encrypted by taking an r ∈R Zq and computing c = (gr, gxfr) =: JgxK. For
efficient decryption, x must be limited to a sufficiently small set (but this is no
limitation for our setting). The decryption function is denoted by D. The homo-
morphic properties ensure that an encryption can be re-blinded by multiplying
it with a random zero-encryption Jg0K.

Σ-Protocols. Informally, a zero-knowledge proof of knowledge is a two-party
protocol for a prover to convince a verifier that he knows something, without
leaking any information other than the value of the assertion that is being proved.
More specifically, for a relation R = {(x;w)} and for an x, common input for
the prover and verifier, the prover proves in zero-knowledge that he knows a
value w (the witness) such that (x;w) ∈ R. We use the notion of Σ-protocols,
cf. Cramer et al. [19]. A Σ-protocol consists of a conversation (a, c, r), where
the prover sends a commitment a, the verifier returns a random challenge c and
the prover sends a response r. Afterwards, the verifier either accepts or rejects.
A Σ-protocol needs to satisfy three properties: completeness, special soundness
and special honest-verifier zero-knowledge.

Brands’ Credential Scheme. We will consider Brands’ credential scheme [7]
based on the blind Chaum-Pedersen signature scheme [18]5. Given cyclic group
〈g〉, the issuer’s public key consists of the group elements h0, g1, . . . , gl ∈R 〈g〉,
and a credential on attribute list (xi)

l
i=1 is a tuple (h′, (xi)

l
i=1 , α, σ(h′)) satisfying

σ(h′) is a signature on h′, and (gx1
1 · · · g

xl
l h0)α = h′. (1)

5 Brands also introduced a more efficient DL-based scheme, but this scheme does not
offer the possibility for the issuer to issue a credential without knowing the attributes
in the clear, while this is clearly a requirement in encrypted credential schemes.



Upon verification of a credential, the user sends the public part of the credential,
(h′, σ(h′)), to the verifier, and executes a Σ-protocol to prove knowledge of

((xi)
l
i=1 , α) satisfying (gx1

1 · · · g
xl
l h0)α = h′. A summary of Brands’ scheme is

given in App. A.

3 Definition of Encrypted Credential Schemes

In this section, the notion of encrypted credential schemes will be introduced
more precisely. As mentioned above, an encrypted credential scheme considers
the case of an issuer certifying encrypted attributes to users, such that none
of the involved participants learns the attributes. The basic ingredients for this
type of schemes are three protocols: a key generation protocol for generating
public and secret keys, and protocols for issuance and verification of encrypted
credentials. Informally stated, the security and privacy of these schemes com-
prise the following. Security roughly means (1) that credentials are unforgeable,
meaning that it is hard for a user to convince the verifier with a forged creden-
tial and (2) that no unauthorized participant learns the encrypted attributes.
Privacy means that anonymity of the users is guaranteed and executions of the
verification protocol cannot be linked. More precisely, we propose the follow-
ing definition of encrypted credential schemes, taking into account the technical
issues mentioned in Sect. 1.

Definition 1. An encrypted credential scheme consists of the following proto-
cols, where I denotes an issuer, U denotes a user, and V denotes a verifier:

– A key generation protocol for I and V, that on input of security parameter
k outputs public/secret keys (pk, skI , skV), where pk includes the system
parameters. It also includes a key pair for an encryption scheme, of which
the secret key is owned by V. We write (pk, skI , skV)← keygenI,V(k);

– An issuance protocol for I and U , that on input of pk and a list of encrypted
attributes C, together with I’s secret key, outputs a credential (p, s, σ(p))
for the user. This credential satisfies that σ(p) is a signature on p, that
p is a public key part for which s is a secret key, and that p contains re-
encryptions of the encryptions in C. The protocol is denoted by (p, s, σ(p))←
issueI(skI);U (pk, C);

– A verification protocol for U and V, that on input of pk, U ’s input (p, s, σ(p))
and V’s secret key outputs a bit, representing either acceptance or rejection.
We write verifyU(p,s,σ(p));V(skV)(pk) to denote a run of the protocol, which
outputs a bit.

These protocols satisfy the following properties for any (pk, skI , skV) resulting
from an execution of the key generation protocol:

– Completeness. For any honest I,U and V, the credential obtained by U in
the execution of the issuance protocol, will be accepted in the verification
protocol;



– Security. The credentials are unforgeable and no unauthorized party learns
the encrypted attributes;

– Privacy. The scheme offers unlinkability, and anonymity of the users is guar-
anteed.

In practice, the verifier’s secret key can be shared among multiple verifiers using
threshold cryptography, such that the user can execute the verification protocol
with any qualified set of verifiers [25]. The definition is formulated in a gen-
eral way, but variations are possible as well. The definition can for instance be
adjusted to the case where I learns the attributes, but U and V do not. Note
that this is precisely the case in the specific applications mentioned in Sect. 1.
Furthermore, we notice that Def. 1 does not restrict credentials to be single-use
or multi-use. The remainder of the paper, however, concentrates on single-use
credentials. In particular, Def. 2 below states completeness, security and privacy
properties more concretely for single-use credentials, following Brands’ definition
of secure credential schemes [7]. Throughout, a (potentially) malicious partici-
pant is indicated by an apostrophe, as in U ′. A participant is called semi-honest in
case he follows the protocol but tries to obtain as much information as possible.
For simplicity, we consider semi-honest verifiers only. This can be guaranteed
by implementing V as a set of parties using threshold cryptography (see also
Sect. 6).

Definition 2. A key generation, issuance and verification protocol involving
parties I,U and V constitute a secure encrypted credential scheme (cf. Def. 1)
if the following properties are satisfied for any (pk, skI , skV) resulting from an
execution of the key generation protocol:

– Completeness. For any attribute list C and honest I,U and V, the issuance
protocol on input of C results in a valid credential for U . More formally, for
any C we have

Pr
(
verifyU(p,s,σ(p));V(skV)(pk) = 1

∣∣∣ (pk, skI , skV)← keygenI;V(k);

(p, s, σ(p))← issueI(skI);U (pk,C)
)

= 1;

– User privacy. For any two issued credentials, a malicious I ′ cannot distin-
guish between the public key parts of these credentials. More formally, there
exists a negligible ν(k), such that for any C0, C1 we have

Pr
(
I ′(pk, skI′ , (p, σ(p))b, (p, σ(p))1−b, view0, view1) = b

∣∣∣
(pk, skI′ , skV)← keygenI′;V(k); b ∈R {0, 1};

(p, s, σ(p))j ← issueI′(skI′ );U (pk,Cj) for j = 0, 1
)
<

1

2
+ ν(k),

where viewj denotes I ′’s view on the j-th issuing execution (j = 0, 1), i.e. all
values I ′ sees during the execution;



– One-more unforgeability. Suppose that for any K ≥ 0, malicious U ′ can
perform K arbitrarily interleaved credential queries on adaptively chosen at-
tribute lists Cj (j = 1, . . . ,K). Then, the probability that U ′ outputs K + 1
distinct credentials is negligible in k. More formally, there exists a negligible
ν(k), such that for any K ≥ 0 we have

Pr
(
∀K+1
i=1

[
verifyU ′((p,s,σ(p))i);V(skV)(pk) = 1

] ∣∣∣ (pk, skI , skV)← keygenI;V(k);

{(p, s, σ(p))i}K+1
i=1 ← U

′ issueI(skI);U′ (pk,·)
)
< ν(k),

where U ′ queries its oracle K times;
– Blinding-invariance unforgeability. Suppose that for any K ≥ 0, malicious
U ′ can perform K arbitrarily interleaved credential queries on adaptively
chosen attribute lists Cj (j = 1, . . . ,K), and that U ′ outputs L credentials
((p, s, σ(p))i)

L
i=1 for some L ≤ K. Then, for any of the attribute lists in

these L credentials, the number of credentials on this list does not exceed
the number of times a credential has been issued on this list. More formally,
there exists a negligible ν(k), such that for any K ≥ L ≥ 0 we have

Pr
(
∀Li=1

[
verifyU ′((p,s,σ(p))i);V(skV)(pk) = 1

]
∧ R 6⊆ S

∣∣∣
(pk, skI , skV)← keygenI;V(k);

R := {D(inv(pi))}Li=1 and S := {D(Cj)}Kj=1 multisets;(
{(p, s, σ(p))i}Li=1, Q

)
← U ′ issueI(skI);U′ (pk,·)

)
< ν(k),

where U ′ queries its oracle K times, and Q = {Cj}Kj=1 are the corresponding
attribute lists. Here, inv is some non-constant function that, on input of the
public key part of a credential, outputs the corresponding list of encrypted
attributes (cf. Def. 1), and R and S denote multisets of plaintext (decrypted)
attribute lists;

– Secure verification. For any credential (p, s, σ(p)), the verification protocol is
a secure two-party protocol for proving knowledge of s such that (p, s, σ(p))
is a valid credential, where U sent (p, σ(p)) to V.

Additionally, no unauthorized party learns the encrypted attributes.

We note that these properties indeed cover the privacy and security require-
ments informally introduced in the beginning of this section. In particular, the
two unforgeability statements encompass any possible forgery: a forger can ei-
ther construct more credentials than he is issued on, or less but on different
attributes6. The property that no unauthorized party learns the attributes usu-
ally follows directly from the other properties (cf. App. B). In particular, the
encrypted attributes do not leak during the verification execution, as the verifier
is semi-honest and this protocol is a secure two-party protocol.

6 Even though the idea of encrypted credential schemes is that the user will not learn
the attributes in the clear, the unforgeability requirements are defined so as to cover
security against malicious users adaptively choosing the attributes. This is done in
order to achieve similar security results as in the credential scheme by Brands.



4 An Encrypted One-Show Credential Scheme

In this section, we construct an encrypted credential scheme. The scheme pre-
sented below is for the case where the issuer knows the attributes in the clear,
while the user and verifier7 do not learn these. This is one of the most interest-
ing variations (see the applications in Sect. 1). In Sect. 6 we will consider the
extension to the case where the issuer does not learn the attributes either. For
simplicity, it is assumed that the attributes are binary, i.e., x∗1, . . . , x

∗
l−1 ∈ {0, 1}.

The scheme is based on a credential scheme by Brands [7], and in particular our
scheme can be combined with Brands’ scheme, for instance such that the user
learns x∗1, x

∗
2, but does not learn x∗3, . . . , x

∗
l−1. See also Sect. 6.

The encrypted credential scheme will be introduced from a constructive point
of view: at first the ideas of the protocols are described with respect to Brands’
scheme, and then the mathematical descriptions of the protocols are given. A
general remark is that the issuer will actually certify attributes xi = x∗i + φi for
some φi ∈R Zq unknown to the user (for i = 1, . . . , l − 1), and an additional
xl ∈R Zq. This adjustment turns out to be important for solving the third tech-
nical issue of Sect. 1: without this modification, the verification of a credential
with an encrypted attribute replaced with a target or faked encryption would
succeed with significant probability for attributes from a limited range (e.g. bi-
nary attributes). By artificially extending their range to Zq, such attack succeeds
with negligible probability only. Interestingly, it turns out that an issuer can use
the same tuple (φi)

l−1
i=1 for all executions of the issuance protocol.

4.1 Key Generation

Essentially, we combine the key generation algorithms of Brands’ scheme and of
the ElGamal cryptosystem. Additionally, the values (φi)

l−1
i=1 are needed as well,

as mentioned above. However, in our scheme the key generation is actually a
protocol between issuer and verifier, because the verifier needs secret data as
well. The verifier will use its secret data in a plaintext equality test, cf. Eq. (2b),
and these values are not needed by the issuer for issuing credentials.

The key generation protocol can now be described as follows. Given a security
parameter k, system parameters (q, g), with prime q > 2k, are generated first.

Then, public key (h0, f, f̂ , (gi)
l
i=1 , (fi)

l−1
i=1) is generated jointly, corresponding to

the issuers secret key x0, (φi)
l−1
i=1 ∈R Zq and the verifiers secret key λ, (yi)

l
i=1 ∈R

Zq satisfying

h0 = gx0 , f = gλ, f̂ = fx0 = hλ0 , ∀li=1 : gi = gyi , ∀l−1i=1 : fi = gφi .

4.2 Credential Issuance

As in Brands’ issuance protocol, the user’s attributes are signed indirectly via the
group element h = gx1

1 · · · g
xl
l h0 6= 1. The attributes are provided to the user in

7 Recall that we consider semi-honest verifiers only.



encrypted form only, and are blinded by the users by random re-encryption. To
indeed restrict the users to random re-encryptions of the encrypted attributes,
the issuer uses the values (φi)

l−1
i=1 when forming h and the encryptions ci of the

attributes, as well as the values zi = cx0
i and ei = cwi . The protocol for issuing

a credential on (x∗i )
l−1
i=1 is given in Fig. 1. It results in a credential for U , which

consists of a tuple (h′, (c′i)
l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′) satisfying

c′ = H([c′i, z
′
i, (c

′
i)
r′(z′i)

−c′ ]li=1;h′, z′, gr
′
h−c

′

0 , (h′)r
′
(z′)−c

′
), (2a)

and (D((c′1)y1 · · · (c′l)yl)h0)α = h′ 6= 1, (2b)

where c′i = Jgx
∗
i fiK for i = 1, . . . , l − 1, and c′l = JgxlK for xl ∈R Zq.

Note that these credentials mainly differ from Brands’ credentials in the
second part (2b). By defining xi := x∗i + φi for i = 1, . . . , l− 1, we have (c′i)

yi =
JgxiKyi = Jgxii K for all i. Consequently, (2b) simplifies to (gx1

1 · · · g
xl
l h0)α = h′,

which is the same equation as in Brands’ credential scheme, cf. (1). The crucial
difference is that the verification of (2b) is done through a plaintext equality test
and requires access to a secret key.

4.3 Credential Verification

For verification of a credential (h′, (c′i)
l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′), the user sends the
public part (all values except for α) to the verifier, and proves knowledge of α
such that (2) holds. This protocol is given in Fig. 2. Upon successful verification,
the verifier will extract the encrypted attributes Jgx

∗
i K by computing c′iJfiK−1 (for

i = 1, . . . , l − 1).
The verification protocol can be viewed as a proof of knowledge for relation

{(h′, (c′i)
l
i=1 ;α) | (h′)α

−1

= D((c′1)y1 · · · (c′l)yl)h0 ∧ α 6= 0}, except that the
verifier uses a secret input as well for the evaluation of a plaintext equality test.
For this reason, the protocol is not a Σ-protocol, and an explicit fourth round
has been added to inform the user whether verification succeeded.

5 Security Analysis

Using Def. 2, we analyze the security of the above encrypted credential scheme.

Theorem 1. The protocols introduced in Sect. 4 constitute a secure encrypted
credential scheme cf. Def. 2.

The proof is rather technical, and is included in App. B. It is based on Ass. 2.
Intuitively, this assumption states that if a malicious user can succeed showing a
credential, then (with overwhelming probability) he has been issued a credential
on precisely the same attributes, and he moreover knows the blinding factors
(δi)

l
i=1 corresponding to this issuance. It corresponds to the fourth property of

Def. 2, and is similar to an assumption Brands needed to prove his scheme secure
(Ass. 3). In particular, the level of security of Brands’ scheme is retained. We
refer to [23, App. A] for a detailed heuristic analysis of Ass. 2.



U I
(knows: (x∗i )

l−1
i=1 ;x0, (φi)

l−1
i=1)

(ri)
l
i=1 , xl ∈R Zq(

ci ← (gri , gx
∗
i fif

ri)
)l−1

i=1

cl ← (grl , gxlfrl)

h←
l−1∏
i=1

g
x∗i+φi
i g

xl
l h0

z ← hx0 , (zi ← cx0i )li=1

w ∈R Zq, a← gw, b← hw

f̃ ← fw, (ei ← cwi )li=1h,z,(ci,zi)
l
i=1;

a,b,f̃ ,(ei)
l
i=1←−−−−−−−−−−

α ∈R Z∗q , β, γ ∈R Zq
h′ ← hα, z′ ← zα

a′ ← hβ0 g
γa, b′ ← (z′)β(h′)γbα δi ∈R Zq, c′i ← ci · (g, f)δi

z′i ← zi · (h0, f̂)δi

e′i ← (z′i)
β(c′i)

γei · (a, f̃)δi

l

i=1

c′ ← H([c′i, z
′
i, e
′
i]
l
i=1;h′, z′, a′, b′)

c← c′ + β mod q c−−−−−−−−−−→
r ← cx0 + w mod qr←−−−−−−−−−−

a
?
= grh−c0 , b

?
= hrz−c

f̃
?
= fr f̂−c, (ei

?
= cri z

−c
i )li=1

r′ ← r + γ mod q

Fig. 1. Issuance protocol of the encrypted credential scheme.

U V
(knows: h′, z′, (c′i, z

′
i)
l
i=1, c

′, r′;α) (knows: (yi)
l
i=1 , λ)

u ∈R Zq, a← (h′)u
a;(c′i,z

′
i)
l
i=1,

h′,z′,c′,r′−−−−−−−→
c ∈R Zqc←−−−−−−−

r ← u+ cα−1 mod q r−−−−−−−→
b1 ← c′

?
= H([c′i, z

′
i, (c

′
i)
r′(z′i)

−c′ ]li=1;

h′, z′, gr
′
h−c

′

0 , (h′)r
′
(z′)−c

′
)

b2 ← (h′)r
?
= a(D((c′1)y1 · · · (c′l)yl)h0)c

b← [b1 ∧ b2]b←−−−−−−−

Fig. 2. Verification protocol of the encrypted credential scheme.



Assumption 2. If U ′ produces, after K ≥ 0 arbitrarily interleaved executions

of the protocol in Fig. 1 on adaptively chosen
(
x∗ji
)l−1
i=1

(j = 1, . . . ,K) a tu-

ple (h′, (c′i)
l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′), then this tuple does not satisfy (2), or with
overwhelming probability there exists a j ∈ {1, . . . ,K} such that

U ′ knows values (δi)
l
i=1 such that (c′i)

l
i=1 =

(
cji(g, f)δi

)l
i=1

, (3)

where (cji)
l
i=1 is the list of encryptions coming from the first round of the j-

th issuance execution. More formally, there exists a p.p.t. extractor E that may
use U ′ as a subroutine and also outputs a tuple (h′, (c′i)

l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′),
but additionally outputs the values (hj , (cji)

l
i=1)Kj=1 on which the user is issued

credentials, and a value τ ∈ {0, . . . ,K}: τ = 0 meaning that (3) is not satisfied
for any j (and implying that (2) is not satisfied), and τ 6= 0 meaning that it

is satisfied for j = τ , in which case the extractor also outputs a tuple (δi)
l
i=1

satisfying (3).

6 Variations

It is possible to adjust the scheme of Sect. 4 to the scenario where all parties only
learn the encryptions (c∗i )

l−1
i=1. However, it turns out that for the computation of

h the issuer then needs secret values (yi)
l
i=1 , λ, and thus we need to identify the

role of I with the role of V. This adjustment is quite simple: in Fig. 1, the issuer
now computes (ci)

l−1
i=1 and h as

(ci ← c∗i · (gri , fifri))
l−1
i=1 , h← D(cy11 · · · c

yl
l )h0.

The remainder of the scheme remains unchanged (this variation is discussed in
detail in [23]). Furthermore, it is possible to combine our encrypted credential
schemes with Brands’ credential scheme [7]: for instance, it is straightforward
to construct a scheme for the case that both the user and issuer only know a
specific (possibly non-overlapping) subset of the attributes in the clear. For these
constructions, the security proofs are similar. Recall that our schemes achieve
the same level of security as Brands’ schemes.

We notice that the semi-honest behavior of the verifier (as mentioned in
Sect. 5) can be achieved by implementing V as a set of parties using threshold
cryptography. Indeed, the secret keys can be threshold shared among the parties
using a distributed key generation protocol [21], and the plaintext equality test
in the protocol of Fig. 2 can then be securely evaluated. Additionally, the pos-
sibility of multiple verifiers can be realized using verifiable secret redistribution,
where the verifier redistributes his secret key to other verifiers (possibly also
implemented as sets of parties) [25].

7 Conclusions

The notion of encrypted credential schemes is introduced and defined as a new
concept in the area of anonymous credentials. We have presented and analyzed



various efficient constructions of this new type of digital credential schemes,
starting from a credential scheme by Brands [7]. Our schemes are comparable in
security and efficiency to Brands’ schemes, except that the cost grows linearly
with the number of encrypted attributes. These new credential schemes have a lot
of interesting applications, in particular to scenarios where the user is not allowed
to learn the attributes in the clear (e.g., letters of recommendation), or where the
user does not want to learn these data (e.g., medical information about illnesses).
The schemes can also be used in the context of secure multiparty computation,
where credentials can be issued on the results of a secure computation, which may
be used as input in another secure computation, without the parties performing
the computations learning anything about the links between these computations,
and about the secret data.

The encrypted credential schemes constructed in this paper operate with
single-use credentials. It would be interesting to extend existing multi-use cre-
dential schemes (such as [11,12]) with the functionality of encrypted attributes.
Since our techniques do not readily apply to this case, we leave this as an open
problem. Additionally, the construction of an encrypted credential scheme with
publicly verifiable credentials remains open.
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A Brands’ Credential Scheme

In this appendix, the credential scheme by Brands, as introduced in Sect. 2, is
discussed in technical detail.

Key Generation. Given a security parameter k, system parameters (q, g), with
prime q > 2k, are generated first, followed by the generation of a secret key



x0 ∈R Zq. Finally the public key (h0, g1, . . . , gl) is generated as h0 = gx0 and
g1, . . . , gl ∈R 〈g〉.

Credential Issuance. Given attribute list (xi)
l
i=1, one sets h = gx1

1 · · · g
xl
l h0 6=

1. The issuance protocol is given in Fig. 3. It results in a credential for U on
(xi)

l
i=1, which consists of a tuple (h′, (xi)

l
i=1 , α, z

′, c′, r′) satisfying

c′ = H(h′, z′, gr
′
h−c

′

0 , (h′)r
′
(z′)−c

′
), and (gx1

1 · · · g
xl
l h0)α = h′ 6= 1. (4)

U I
(knows: h) (knows: h;x0)

z ← hx0 , w ∈R Zq
a← gw, b← hwz;a,b←−−−−−−−

α ∈R Z∗q , β, γ ∈R Zq
h′ ← hα, z′ ← zα

a′ ← hβ0 g
γa, b′ ← (z′)β(h′)γbα

c′ ← H(h′, z′, a′, b′), c← c′ + β mod q c−−−−−−−→
r ← cx0 + w mod qr←−−−−−−−

a
?
= grh−c0 , b

?
= hrz−c

r′ ← r + γ mod q

Fig. 3. Issuance protocol.

Credential Verification. For verification of a credential, the user sends the
public part (h′, z′, c′, r′) to the verifier, and proves knowledge of ((xi)

l
i=1 , α)

such that (4) holds. This is a Σ-protocol for relation {(h′; (xi)
l
i=1, α) | h0 =

(h′)α
−1

g−x1
1 · · · g−xll ∧ α 6= 0} (note that α 6= 0 should indeed hold as h′ 6= 1),

and it is given in Fig. 4.

U V
(knows: h′, z′, c′, r′; (xi)

l
i=1 , α)

u1, . . . , ul, uα ∈R Zq
a← (h′)uαg−u1

1 · · · g−ull a;h′,z′,c′,r′−−−−−−−→
c ∈R Zqc←−−−−−−−

(ri ← ui + cxi mod q)li=1

rα ← uα + cα−1 mod q
(ri)

l
i=1,rα−−−−−−−→

c′
?
= H(h′, z′, gr

′
h−c

′

0 , (h′)r
′
(z′)−c

′
)

(h′)rαg−r11 · · · g−rll

?
= ahc0

Fig. 4. Verification protocol.

Security Analysis. Security of the above credential scheme is analyzed in [7].
Apart from some standard assumptions, the following specific assumption is
needed as well.



Assumption 3. If U ′ produces, after K ≥ 0 arbitrarily interleaved executions of
the protocol in Fig. 3 on adaptively chosen (xji)

l
i=1 (j = 1, . . . ,K) a valid tuple

(h′, (xi)
l
i=1 , α, z

′, c′, r′), then this tuple does not satisfy (4), or with overwhelming

probability there exists a j ∈ {1, . . . ,K} such that (xi)
l
i=1 = (αxji mod q)

l
i=1.

B Proof of Thm. 1

In this appendix we prove Thm. 1. The properties to be proven (cf. Def. 2)
can be divided in the first four properties concerning the issuance protocol,
and the last concerning the verification protocol. These protocols will be proven
secure in Sects. B.1 and B.2, respectively. We will consider the five properties
for any probabilistic key generation execution, resulting in a tuple (pk, skI , skV).
We assume that this protocol execution is done properly, i.e. that the system
parameters are correctly constructed. Notice that the issuer is the only party
who learns the encrypted attributes: the verification protocol is a secure two-
party protocol, and in the issuing execution the user only learns perfectly hiding
commitments of the encrypted data.

B.1 Correctness of Issuance Protocol

Proposition 1 (Completeness). If both U and I follow the protocol, then for

any attribute list C = (x∗i )
l−1
i=1, the resulting credential of the issuance execution

will be accepted upon verification.

Proof. See [23, Sect. 6.4]. ut

Proposition 2 (User privacy). For any pair of attribute lists C0, C1, if U
and I ′ engaged in the issuance execution for both lists, obtaining credentials
(p, s, σ(p))0, (p, s, σ(p))1, then it is hard for malicious I ′ to guess b correctly,
given (p, σ(p))b and (p, σ(p))1−b with b ∈R {0, 1}.

Proof. The game played by I ′ and U is the following: given any two different
attribute lists C0, C1, I ′ and U engage in an issuance execution for Cj (j = 0, 1),
U takes b ∈R {0, 1} and sends the public parts of the b-th and (1−b)-th credential
to I ′ (in that order). I ′ wins if he guesses b correctly. Denote by Pr(A) the success
probability of I ′ in this game. We slightly change this game, obtaining game B.
Now, in each issuance execution U sets for each i = 1, . . . , l:

c′i ← (g, f)δi , z′i ← (h0, f̂)δi , e′i ← (z′i)
β(c′i)

γ(a, f̃)δi , (5)

and executes the remainder as is. (Note that the resulting tuple does not yield a
valid credential as (D((c′1)y1 · · · (c′l)yl)h0)α = h′ need not be satisfied. However,
I ′ will not notice as he is p.p.t. and does not have the decryption key.) Denote
I ′’s success probability in the new game by Pr(B). Now, the only difference
between the games is in the encryptions, and as I ′ is p.p.t. and does not have
the decryption key, if I ′ is able to distinguish between the two games, he is able



to distinguish between the constructions of one of the 6l encryptions. Hence,
the success probabilities in the different games are of negligible difference by the
semantic security of the cryptosystem. Formally, there exists a negligible ν(k)
such that

|Pr(A)− Pr(B)| < ν(k). (6)

We consider the success probability of I ′ in game B. We will first prove that
for any public part of a credential, and any view on an issuance execution by
I ′, there is exactly one possible secret random tuple U could have chosen. In
particular this means that from I ′’s point of view, (p, σ(p))b could have come
from the 0-th or 1-th issuance execution with equal probability, and similar
for (p, σ(p))1−b. Then, as U takes his values uniformly at random, I ′ can only
succeed in guessing b correctly with probability 1

2 . Hence Pr(B) = 1
2 , which by

(6) implies that the success probability in the original game is upper bounded
by 1

2 + ν(k) for negligible ν(k).
So we prove that for any public part of a credential, (h′, z′, (c′i, z

′
i)
l
i=1, c

′, r′),
and all values a malicious I ′ sees during the issuance execution of a credential,
(h, z, (ci, zi)

l
i=1) and (a, b, f̃ , (ei)

l
i=1, c, r) satisfying (as U accepted)

a = grh−c0 , b = hrz−c, f̃ = frf̂−c, ∀li=1 : ei = cri z
−c
i , (7)

there exists exactly one possible combination of random values α, β, γ, (δi)
l
i=1

that U could have chosen to end up with that credential. The values α, β
and γ are determined by (h, h′), (c, c′) and (r, r′), namely as α = logh h

′,
β = c − c′ mod q and γ = r′ − r mod q. Furthermore, for each i, δi is deter-
mined by c′i as δi = logg(c

′
i)1 = logf (c′i)2. Remains to prove that this choice

satisfies c′ = H([c′i, z
′
i, e
′
i]
l
i=1;h′, z′, a′, b′). But the issued credential satisfies c′ =

H([c′i, z
′
i, (c

′
i)
r′(z′i)

−c′ ]li=1;h′, z′, gr
′
h−c

′

0 , (h′)r
′
(z′)−c

′
), from which the equality

follows if a′ = gr
′
h−c

′

0 , b′ = (h′)r
′
(z′)−c

′
and ∀li=1 : e′i = (c′i)

r′(z′i)
−c′ . But the

first two equations are easy to check, and for the third we have for all i = 1, . . . , l:

(c′i)
r′(z′i)

−c′ = (c′i)
γ(z′i)

β(c′i)
r(z′i)

−c {setup r′, c′}

= (c′i)
γ(z′i)

β(grh−c0 , frf̂−c)δi {equation (5)}
= (c′i)

γ(z′i)
β(a, f̃)δi {equation (7)}

= e′i {equation (5)}. ut

Remark 1. For the proof of Prop. 2, I ′ may only work in probabilistic polyno-
mial time8, simply because different issuance executions might involve different
encryptions. However, if the two attribute lists are the same, so C0 = C1, then
the changeover to game B is unnecessary. In particular, the issuance executions
then become unlinkable even for issuers with unlimited resources. This is relevant
in case the issuer issues many credentials on the same attribute list.

8 In case the issuer would know the secret decryption key, e.g. if the issuer plays the
role of the verifier as well, we moreover require the issuer to be semi-honest. However,
as V is semi-honest (Sect. 5), this is naturally enforced.



The proof of one-more unforgeability relies on tightly reducing the credentials
to signatures of the blind signature scheme by Chaum and Pedersen [18]. Briefly,
the blind Chaum-Pedersen signature scheme considers a cyclic group 〈g〉 and a
public h ∈ 〈g〉 corresponding to secret key x, known by the signer. The issuance of
a signature on message m happens in four rounds, starting with the user blinding
m and sending it to the signer. The protocol results in a signature (m, z, c′, r′)
such that c′ = H(m, z, gr

′
h−c

′
,mr′z−c

′
). The reader is referred to [18] for a more

detailed discussion of the scheme. In what follows, we assume this scheme to be
secure. Note that forging a Chaum-Pedersen signature is just as hard as forging
a signature of the form (ξ,m, z, c′, r′) such that c′ = H(ξ,m, z, gr

′
h−c

′
,mr′z−c

′
)

for any arbitrary bit string ξ. This is due to the properties of the cryptographic
hash function.

Proposition 3 (One-more unforgeability). Under the assumption that the
blind Chaum-Pedersen signature scheme is secure against one-more forgeries, it
is impossible for a user U ′ to, after K ≥ 0 arbitrarily interleaved executions of
Fig. 1 on adaptively chosen attribute lists Cj = (x∗ji)

l−1
i=1 (j = 1, . . . ,K), with

non-negligible probability output K + 1 different credentials satisfying (2).

Proof. Suppose it is possible, so after K executions of the protocol of Fig. 1,
on adaptively chosen (x∗ji)

l−1
i=1 for j = 1, . . . ,K, U ′ can output K + 1 differ-

ent credentials (h′, (c′i)
l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′) satisfying (2), with non-negligible
probability. We construct an interactive polynomial time forger F that is is-
sued K Chaum-Pedersen signatures by a Chaum-Pedersen signer S, possibly on
different messages m for each execution j = 1, . . . ,K, and uses U ′ to output
K + 1 different Chaum-Pedersen signatures. By assumption that is impossible,
and hence we obtain a contradiction.

Let 〈g〉, hCP be the system parameters of the Chaum-Pedersen signature
scheme, for which S knows x = logg hCP . Now F simulates the credential issuer
for Fig. 1 as follows:

1. Initialization: For the encryption scheme, F takes secret key λ ∈R Zq and
publishes f = gλ. Furthermore, F inherits S’s system parameters, and takes
moreover (yi)

l
i=1, (φi)

l−1
i=1 ∈R Zq and publishes h0 = hCP , fi = gφi (i =

1, . . . , l − 1), gi = gyi (i = 1, . . . , l), and f̂ = hλ0 ;
2. Issuance: For each of the K issuance protocol executions, F operates as fol-

lows9:
i. Commitment part 1 : F obtains x∗i ∈ {0, 1} from U ′ (i = 1, . . . , l − 1).10

He takes (ri)
l
i=1, xl ∈R Zq, sets (xi ← x∗i + φi mod q)

l−1
i=1, sets

ci ← (gri , gxifri) and zi ← (hri0 , h
xi+λri
0 ), for each i = 1, . . . , l,

9 For ease of presentation, the first round of the original protocol in Fig. 1, the com-
mitment part, is separated into two phases i and ii. That is, firstly (h, z, (ci, zi)

l
i=1)

is sent to U ′, and then (a, b, f̃ , (ei)
l
i=1).

10 Recall that U ′ can adaptively choose the attribute list. If U ′ would adaptively choose
encrypted attributes Jx∗i K instead (for instance in the variation of the scheme, cf.
Sect. 6), F can still obtain the plaintext attributes by using the decryption key λ.



and h← gx1
1 · · · g

xl
l h0. For the setup of z, F sends m̃← h to S, in order

to obtain z̃. The forger sends z ← z̃ to U ′;
ii. Commitment part 2 : F receives ã, b̃ from S, he sets (a, b) ← (ã, b̃) and

f̃ ← aλ, and for each i = 1, . . . , l he takes ei ← (ari , axi+λri). He sends
(a, b, f̃ , (ei)

l
i=1) to U ′;

iii. Challenge: F receives c from U ′ and sends c̃← c to S;
iv. Response: F receives r̃ from S and sends r ← r̃ to U ′;

3. Signature forging : Now U ′ outputs, with non-negligible probability, K+1 dis-
tinct credentials (h′, (c′i)

l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′). For each of these credentials
F computes Chaum-Pedersen forgery

(ξ, z, c, r,m)← ([c′i, z
′
i, (c

′
i)
r′(z′i)

−c′ ]li=1, z
′, c′, r′, h′), (8)

and he outputs these K + 1 Chaum-Pedersen signatures.

The proof that this reduction works can be found in [23, Sect. 6.4]. ut

The proof of blinding-invariance unforgeability relies on Ass. 2. However, this
assumption is not sufficient: it essentially says that a malicious user cannot with
non-negligible probability output any credential on a different plaintext attribute
list than he is issued credentials on, while blinding-invariance unforgeability more
generally requires that for any attribute list the user cannot output more cre-
dentials on it than he is issued. So similar to Brands’ scheme [7, Ass. 4.4.5],
blinding-invariance unforgeability of our scheme is slightly more general than
the corresponding assumption. Therefore, it is stated without proof.

Proposition 4 (Blinding-invariance unforgeability). If U ′ comes, after
K ≥ 0 arbitrarily interleaved executions of Fig. 1 on adaptively chosen attribute
lists Cj = (x∗ji)

l−1
i=1 (j = 1, . . . ,K), with L different credentials satisfying (2),

Then, for any of the attribute lists in these L credentials, the number of creden-
tials on this list does not exceed the number of j’s such that this attribute list
equals Cj.

B.2 Correctness of Verification Protocol

We need to prove that the verification protocol in Fig. 2 is a secure two-party
protocol for proving knowledge of α such that (h′, (c′i)

l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′) is

a valid credential. The equality c′
?
= H(·) can be checked publicly and is therefore

assumed to hold. Consequently, the verification protocol of Fig. 2 simplifies to
Fig. 5, where U can be an active attacker, but V can only be passive.

So, we need to prove that the protocol in Fig. 5 is a secure two-party protocol
for U to prove knowledge of α such that (h′)α

−1

= D((c′1)y1 · · · (c′l)yl)h0. The
protocol should be a secure proof of knowledge for relation

R = {(h′, (c′i)li=1;α) | (h′)α
−1

= D((c′1)y1 · · · (c′l)yl)h0 ∧ α 6= 0}.

We need to prove that the protocol in Fig. 5 is a proof of knowledge, and that it
is secure. Demonstrating that it is a proof of knowledge is captured by proving



U V
(knows: h′, (c′i)

l
i=1;α) (knows: h′, (c′i)

l
i=1; (yi)

l
i=1 , λ)

u ∈R Zq, a← (h′)u a−−−−−−−→
c ∈R Zqc←−−−−−−−

r ← u+ cα−1 mod q r−−−−−−−→
b←

[
(h′)r

?
= a(D((c′1)y1 · · · (c′l)yl)h0)c

]
b←−−−−−−−

Fig. 5. Simplified verification protocol of the encrypted credential scheme.

‘completeness’ and ‘special soundness’ (cf. Sect. 2) for relation R. For security,
using the multiparty computation model of [13], we need to prove that the adver-
sarial view on the protocol can be simulated for any allowed adversary structure:
V being semi-honest or U being malicious. Therefore, we construct two simula-
tors that may both use the adversarial party as a subroutine, and that simulate
the conversations of the corrupted party with an honest participant in an indis-
tinguishable way, on any common input (h′, (c′i)

l
i=1).

Proposition 5. The protocol in Fig. 5 is complete and special sound.

Proof. See [23, Sect. 6.4]. ut

Proposition 6. For any common input (h′, (c′i)
l
i=1), the protocol in Fig. 5 can

be simulated in a perfectly indistinguishable way, for any semi-honest V ′.

Proof. Given a common input (h′, (c′i)
l
i=1). For any honest prover U and semi-

honest verifier V ′ following the protocol, the real conversations satisfy the fol-
lowing distribution11:{

(a, c, r, b)
∣∣ u, c ∈R Zq; a← (h′)u; r ← u+ cα−1 mod q;

b←
[
(h′)r

?
= a(D((c′1)y1 · · · (c′l)yl)h0)c

]}
.

This distribution is perfectly simulated by:{
(a, c, r, b)

∣∣ c, r ∈R Zq; a← (h′)r(D((c′1)y1 · · · (c′l)yl)h0)−c;

b←
[
(h′)r

?
= a(D((c′1)y1 · · · (c′l)yl)h0)c

]}
.

Note that the simulator knows the values ((yi)
l
i=1 , λ) as he may use V ′ as subrou-

tine, and therefore he can compute D((c′1)y1 · · · (c′l)yl), where D is the decryption
function. ut

The construction of a simulator for the view of a malicious prover U ′ on the
protocol relies on Ass. 2. We can assume that U ′ did K ≥ 0 credential issuance
queries, and output a tuple (h′, (c′i)

l
i=1 , α, z

′, (z′i)
l
i=1 , c

′, r′). We recall that the
equation c′ = H(·) of (2) is assumed to hold.

11 Effectively, b = 1 by construction. To keep the simulation clear, it is however denoted
in full.



Proposition 7. For any common input (h′, (c′i)
l
i=1), the protocol in Fig. 5 can

be simulated in a perfectly indistinguishable way, for any malicious U ′.

Proof. Given a common input (h′, (c′i)
l
i=1). For any prover U ′ and honest verifier

V, the real conversations are as follows:

– Receive a from U ′, send c ∈R Zq to U ′, and receive r from U ′;
– Set b←

[
(h′)r

?
= a(D((c′1)y1 · · · (c′l)yl)h0)c

]
, and output (a, c, r, b).

We construct a simulator that also has input (h′, (c′i)
l
i=1) and may use U ′ as a

subroutine:

– Receive a from U ′, send c ∈R Zq to U ′, and receive r from U ′;
– Use the extractor E of Ass. 2 to obtain (hj , (cji)

l
i=1)Kj=1 and τ ∈ {0, . . . ,K};

– Set b←

{
1, if τ 6= 0 and (h′)r = ahcτ ,

0, if τ = 0 or (h′)r 6= ahcτ ;

– Output (a, c, r, b).

Remains to prove that these two distributions are indistinguishable, given any
common input (h′, (c′i)

l
i=1). But the values (a, c, r) are constructed the same in

both conversations, remains to show that b is distributed the same in both sets.
Suppose that in the real conversation b = 1. By the special soundness

property (Prop. 5), with overwhelming probability U ′ knows an α such that

(h′)α
−1

= D((c′1)y1 · · · (c′l)yl)h0. By Ass. 2 (and as c′ = H(·) holds), this implies
that with overwhelming probability there exists a j such that (3) holds, which
by definition means that τ 6= 0. It moreover implies that:

(h′)r = a(D((c′1)y1 · · · (c′l)yl)h0)c {since b = 1}
= a(D((cτ1)y1 · · · (cτl)yl)h0)c {equation (3)}
= ahcτ {by construction}.

So by construction the simulator sets b = 1 as well.
Conversely, suppose that in the simulated conversation b = 1. By construction

this means that τ 6= 0 and (h′)r = ahcτ . By definition, τ 6= 0 implies that (3) is
satisfied with j = τ . Now:

(h′)r = ahcτ {since b = 1}
= a(D((cτ1)y1 · · · (cτl)yl)h0)c {by construction}
= a(D((c′1)y1 · · · (c′l)yl)h0)c {equation (3)},

which implies that also in the real execution b = 1. Concluding, with overwhelm-
ing probability b is computed the same in both conversations, and hence the real
and simulated conversations are perfectly indistinguishable. ut
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