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# Is

example.jp

# dnssec-keygen -3 example.jp

Generating key palr....++++++ .. .. ... .... ++++++

Kexample.jp-+007+31760

# dnssec-keygen -3 -T ksk example.jp

Generating key palr... ... ... .. ....... +++ .. +++

Kexample.jp.+007+22740

# dnssec-signzone -3 aabbcc(::)example.jp

Fetching ZSK 31760/NSEC3RSASHAl1 from key repository.

Fetching KSK 22740/NSEC3RSASHA1 from key repository.

Verifying the zone using the following algorithms: NSEC3RSASHAL.

Zone signing complete:

Algorithm: NSEC3RSASHAl: KSKs: 1 active, 0 stand-by, O revoked
ZSKs: 1 active, 0 stand-by, O revoked

example.jp-signed

# Is

Kexample.jp-+007+22740.key dsset-example.jp.-
Kexample.jp.-+007+22740_private example.jp
Kexample.jp.-+007+31760.key example.jp.-signed

Kexample.jp.+007+31760.private
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e ZSKMbit 1024 bit
« KSKMbitf£ 2048 bit
—AT7iay
o -P: Y—A~AD HEFZ| (Publicatijon date)
e -R : O ERZI (Revocation date)
o -A: BAREELTOFERARIBEZI (Activation date)
o -l ELARFEARTEZI (Inactivation date)
e -D:

Y — D HEIBRFFZ] (Deletion date)
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e dnssec-signzone
-FTay
« -N : SOALa—FK
¢ -S: BRI D—

E:T7ITVRLFIEETHEE. BObitREHIEET S
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- dnssec-keygen -a RSASHA256 -b 1024 example.jp
- dnssec-keygen -a RSASHA256 -b 2048 -f ksk example.jp
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# mkdir keys

# dnssec-keygen -K keys -f ksk example.jp

Kexample.jp.+005+45154

# dnssec-keygen -K keys -P now -A now -D +31d example.jp

Kexample. jp.-+005+20076

# dnssec-keygen -K keys -P now -A +30d -D +61d example.jp

Kexample.jp.+005+45870

# dnssec-signzone -K keys —N unixtime -S example.jp

Fetching KSK 45154/RSASHA1 from key repository.

Fetching ZSK 20076/RSASHA1 from key repository.

Fetching ZSK 45870/RSASHA1 from key repository.

Verifying the zone using the following algorithms: RSASHAL.

Zone signing complete:

Algorithm: RSASHAl: KSKs: active, 0 stand-by, 0 revoked
ZSKs: active,(:)stand—by, O revoked

example.jp-signed

# Is -F
dsset-example.jp. example.jp-signed
example.jp keys/

@ &® © 00
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options {
éi}éctory ""/var/named"’;

session-keyfile "/var/named/session.key';

};

zone {
type master;
file "master/example.jp';
key-directory "master/keys"';
update-policy local;
auto-dnssec maintain;

}s
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auto-dnssec maintain;:

e named E£EEZ. BTALINADHEIFAILDH
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— dnssec-signzone -SERIBRDENMEEL S
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nsupdatea< >k

e« BEHDDY—2T—A2(Z. HIIIZRRDEMNHIFE
(BAF2VOTYTT—M)ET2avok
NSEC3PARAM RRZFENT A4

nsupdate -k /var/named/session.key -1

update add example.jp O nsec3param 1 0 5 AABBCCDD
send

quit

¥ V V V H| e

— -l (Z)L)TA—A)ILDnamedZIEE

o BHERIEOv—FILTFAIVIZERFESINS
— ZOfITIE"var/named/master/example.jp.jnl"[Z75 4
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# rndc freeze example.jp

— OB ETnamed BMRIEL TLDY — RS RT
example.jp®DYy —2 774 IJLIZRBRENS
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# vi example.jp

— RRSIGHGEMNEBMENTLAHARIZLESTELY
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# rndc thaw example.jp

— BREALE=FE A Tnamedh —> T —3%5HAH . BE
2 ITHhiNnb
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# rndc loadkeys example.jp

— dnssec-settime THED Bt1EHE LT ELI-15 5L Rk
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« DNSSECERIZWENDEHMLGEELRIL
[ZITHhnsd
— IFALMDERIZKYEZBRZZITLV=U5FE
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# rndc sign example.jp
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