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Publ ic  key enc ryp t ion  a s  used i n  network communication has been inves-  

t i g a t e d  ex tens ive ly .  The main advantage of the  techniques developed i n  

t h i s  a r e a  is t h e  p o t e n t i a l  f o r  secure communication. However, whi le  

pub l i c  key systems are o f t e n  e f f e c t i v e  i n  preventing a pass ive  saboteur 

from dec ipher ing  an i n t e r c e p t e d  message, pro tocols  m u s t  be designed t o  

be secure  when d e a l i n g  wi th  saboteurs  who can impersonate u s e r s  o r  send 

copies  of  i n t e r c e p t e d  messages on t h e  pub l i c  channel. Dolev and Y a o  [31 

have shown how in fo rma l  arguments about protocols  can lead  t o  erroneous 

conclusions,  and t h e y  have developed formal models of two-party pro to-  

c o l s ,  both cascade p r o t o c o l s  and name-stamp pro tocols .  Reca l l  t h a t  a 
pro tocol  i s  a s e t  of r u l e s  t h a t  spec i fy  what opera tors  a p a i r  of u s e r s ,  
the sender  and the r e c e i v e r ,  need t o  apply i n  an exchange of messages 

f o r  t h e  purpose of  t r a n s m i t t i n g  a given p l a i n t e x t  message from the send- 

e r  t o  t h e  r e c e i v e r .  I n  t e r m s  of t h e i r  models, Dolev and Yao developed 
an e l egan t  c h a r a c t e r i z a t i o n  of cascade pro tocols  t h a t  a r e  s e c u r e ,  a 
c h a r a c t e r i z a t i o n  w i t h  cond i t ions  t h a t  can be checked by i n s p e c t i o n .  

The problem t h a t  i s  s tud ied  i n  t h i s  paper i s  t h a t  of message 
au then t i ca t ion  i n  t h e  sense  of D i f f i e  and Hellman [ 2 ] .  How can a u s e r  

determine whether t h e  messages received a re  the  c o r r e c t  messages t h a t  

comply with t h e  r u l e s  o f  t h e  pro tocol  used ? The s e c u r i t y  of a pro to-  
co l  l i m i t s  t h e  a b i l i t y  t o  a u t h e n t i c a t e  messages as  shown by Dolev and 

Yao [ 3 1 .  Our g o a l  i s  t o  develop a method f o r  message a u t h e n t i c a t i o n  

t h a t  a l lows a u s e r  t o  determine whether the  messages h e  r ece ives  actual- 
l y  comply wi th  t h e  p r o t o c o l  and, i n  t h i s  sense,  a r e  f r e e  of e r r o r .  This 
method should be  based on p r o p e r t i e s  of  t he  protocol  i t s e l f ,  n o t  on 
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t h e  messages exchanged o r  on t h e  use r s .  Fu r the r ,  t he  proper ty  of se- 
c u r i t y  should be  r e t a i n e d  whenever poss ib l e .  

W e  c a l l  a p r o t o c o l  s e n d e r - v e r i f i a b l e  i f  t he  sender is ab le  t o  

check whether t h e  r e p l y  messages he r ece ives  ac tua l ly  comply wi th  t h e  
pro tocol .  Thus, if a p r o t o c o l  i s  sender -ver i f iab le ,  then t h e  sende r  
can d e t e c t  whether a s a b o t e u r  has  i n j e c t e d  improper messages i n t o  t h e  
system. S i m i l a r l y ,  a p r o t o c o l  i s  r ece ive r -ve r i f i ab le  i f  t he  r e c e i v e r  
can check whether the r e p l y  messages received comply wi th  t h e  pro to-  
co l .  

The not ion  of v e r i f i a b i l i t y  may a l s o  be used as  an a d d i t i o n a l  re- 
quirement f o r  s ecu r i ' t y .  R e c a l l  t h a t  t h e  power of a p o t e n t i a l  s abo teu r  
( a s  descr ibed by Dolev and Yao [ 3 1 )  depends on the  f a c t  t h a t  i n  an ex- 
change both t h e  sende r  and the r e c e i v e r  fol low the r u l e s  of t he  p ro to -  
c o l  and apply t h e  s p e c i f i e d  o p e r a t o r s  t o  the messages they r ece ive  
without  checking t ha t  t h e  r ece ived  message i t s e l f  complies with t h e  
pro tocol .  I f  t h e  u s e r  can check whether t h e  messages received comply 
with t h e  p ro toco l  b e f o r e  con t inu ing  with t h e  exchange, then he can end 
the  exchange a s  soon as he d e t e c t s  a message not  complying wi th  t h e  
pro tocol  , thus r e s t r i c t i n g  t h e  power of a saboteur .  

The main r e s u l t s  of t h i s  paper  a r e  simple cha rac t e r i za t ion  theorems 
f o r  two-party p r o t o c o l s  t h a t  a r e  sender -ver i f iab le  ( r e s p . ,  r ece ive r -  
v e r i f i a b l e ) .  These c h a r a c t e r i z a t i o n  theorems y ie ld  f a s t  a lgor i thms t o  
determine whether a p r o t o c o l  i s  sende r -ve r i f i ab le  o r  r e c e i v e r - v e r i f i -  
ab le .  

Our no ta t ion  i s  based on t h a t  of Dolev and Yao [ 3 1 .  

A cascade p r o t o c o l  has  a s e t  of  cance l l a t ion  ru l e s  {DXEX = 1, 

EXDX = 1 1 X is  a u s e r } .  For  every opera tor  word y ,  l e t  
s u l t  of applying a l l  p o s s i b l e  c a n c e l l a t i o n  r u l e s  u n t i l  t h e r e  i s  noth- 
i ng  l e f t  t o  cance l ;  o p e r a t o r  words of t h e  l a t t e r  type a r e  c a l l e d  G- 
reducib le .  I t  t u r n s  o u t  t h a t  f o r  every opera tor  word y t h e r e  i s  a 

unique i r r e d u c i b l e  word 7 such t h a t  f o r  every p l a i n t e x t  message M ,  

y (M)  = ; ( M I .  F u r t h e r ,  any two o p e r a t o r  words y ,  and y2 a r e  cons idered  
t o  be equ iva len t  i f  f o r  a l l  p l a i n t e x t  messages M ,  y 1  (M) = y 2  ( M ) .  

y1  and y2 a r e  e q u i v a l e n t  i f  and only i f  <, = - 

be t h e  re- 

y 2 .  

L e t  P = {iif 0 .  
7 

j 1 I i 5 t ,  1 L j 1 t '  } be a two-party cascade p* 

t oco l  where t '  = t o r  t '  = t - 1 .  For any two d i s t i n c t  u se r s  X and Y ,  

l e t  N , ( X , Y )  = a , ( X , Y ) ,  N 

NZi+l ( X , Y )  = a i f l  ( X , Y ) N 2 i ( X , Y ) ,  1 6 i 5 t -1 .  

message M ,  t h e  messages exchanged a r e  N ,  ( X , Y )  (M) , N 2  ( X , Y )  ( M )  , . . . , 

( X , Y )  = 6 .  ( X , Y ) N 2 j - , ( x , Y ) ,  1 s j 2 t ' ,  and 
2 1  7 

I f  u se r  X i n i t i a t e s  an exchange with user  Y t o  t r ansmi t  p l a i n t e x t  
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N t + t ,  ( X , Y )  ( M I .  W e  i l l u s t r a t e  t h i s  exchange a s  fol lows:  

X Y 

The sende r  X would l i k e  t o  v e r i f y  t h a t  t he  r e c e i v e r  Y a c t u a l l y  

r ece ives  t h e  c o r r e c t  message a t  each s tage .  Also, t he  r ece ive r  Y would 

l i k e  t o  v e r i f y  t h a t  t h e  sender  X r ece ives  the  c o r r e c t  r e p l i e s .  I f  bo th  

of t hese  t h i n g s  can be done, then the  message au then t i ca t ion  problem 
( i n  t h e  sense  o f  D i f f i e  and Hellman [ 2 ] )  can be so lved .  The d e f i n i t i o n  

of v e r i f i a b i l i t y  i s  vague. C l e a r l y ,  some not ion of e f f e c t i v e  p rocess  

i s  des i r ed .  The re fo re ,  w e  r e s t r i c t  our  a t t e n t i o n  t o  the  fo l lowing  
s impler  no t ions .  

A sequence of p a i r s  (uj ,v ) 1 5 j S t ' ,  wi th  uj, v E { E X , E y r D X } *  

(Here, N O ( X , Y )  i s  the  i d e n t i t y  f u n c t i o n ) .  
A sequence o f  p a i r s  ( u i r v i ) ,  1 s i < t ,  with uir  vi E { E X , E y r D y } *  

j j 
is a s e n d e r - v e r i f i c a t i o n  sequence f o r  P i f  f o r  each j ,  1 I j 5 t ' ,  

u N  2 ( j - , )  ( X , Y )  = v.N ( X , Y ) .  I 2 j  

is  a r e c e i v e r - v e r i f i c a t i o n  sequence for P i f  f o r  each i ,  1 i i < t ,  

u ~ N ~ ~ - ~  ( X , Y )  = v ~ N ~ ~ + ,  ( X , Y ) .  
The f i r s t  r e s u l t  can be s t a t e d  i n  t h e  fol lowing way. 

Theorem 1 .  L e t  P = { G .  ,;. ? be a two-party cascade p ro toco l .  
1 7  

I f  P has  a sende r -vek i f i ca t ion  sequence, then P i s  sende r -ve r i f i -  

ab le .  

If  P has  a r e c e i v e r - v e r i f i c a t i o n  sequence, then P i s  r ece ive r -  

v e r i f i a b l e .  

Le t  us  s k e t c h  a proof  of  p a r t  ( a ) .  Consider t h e  s i t u a t i o n  where 

user  X i n i t f a t e s  an exchange wi th  user  Y i n  order  t o  t r ansmi t  t h e  

p l a i n t e x t  message M. For  each j 2 1 ,  X wlshes t o  know i f  t h e  r e p l y  
message receeved  i s  t h e  unique r ep ly  t h a t  complies wi th  t h e  p ro toco l .  
I t  is assumed t h a t  t h e  sender  X always remembers t h e  l a s t  message 
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N 2 j - 2 ( X , Y )  (M) r ece ived .  When a new rep ly  message M‘ i s  rece ived ,  X 

t r ies  t o  determine whether  M’ i s  i n  f a c t  t h e  message N (X,Y) (M) t h a t  

i s  expected. I f  t h e  p r o t o c o l  has a sender -ver i f ica t ion  sequence, t hen  
21 

t h e r e  e x i s t  u .  and vj i n  { D X I E X , E y } *  such t h a t  u ~ N ~ ~ - ~ ( X , Y )  = 

v.N . ( X , Y )  and so u ~ N ~ ~ - ~ ( X , Y )  (M) = v N 
7 

( X , Y )  ( M I .  I f  t he  received 
7 27 j 2j 

message i s  M ’  , t hen  X can apply v t o  M ’  and compare v .  (MI) w i t h  

i n  f a c t  equa l  t o  N ( X , Y )  (MI, s i n c e  t h e  equat ion U ~ N ~ ~ _ ~ ( X , Y )  = v.w 

has t h e  unique i r r e d u c i b l e  s o l u t i o n  w = N ( X , Y ) .  Thus, X can d e t e r -  

mine whether t h e  r e p l y  message M ‘  received a t  t h i s  s t age  of the  ex- 

change i s  I n  f a c t  t h e  unique r e p l y  t h a t  complies with t h e  p ro toco l .  

j 7 
(MI. Now t h e s e  two b i t  s t reams agree i f  and only i f  M‘ i s  - 

2 1  7 

21 

Thus, w e  see t h a t  i n  t h e  case  of two-party cascade p ro toco l s ,  t h e  

ex is tence  of v e r i f i c a t i o n  sequences al low both sender  and r i c e i v e r  t o  

determine whether t h e  r e p l y  messages received a c t u a l l y  comply wi th  t h e  

protocol .  Now t h e  q u e s t i o n  of whether o r  no t  such sequences e x i s t  de- 

pends on t h e  p r o t o c o l  i t s e l f ;  n o t  on the  choice of u s e r s ,  and s o  t h i s  

concept i s  uniform i n  t h e  same sense  t h a t  Dolev and Yao’s i i e f i n i t i o n  
of t he  p ro toco l  i s  uniform. 

W e  have c h a r a c t e r i z e d  those  two-party cascade pro tocols  t h a t  have 

sende r -ve r i f i ca t ion  ( r e s p . ,  r ece ive r -ve r i f i ca t ion )  sequences. These 

c h a r a c t e r i z a t i o n s  are s i m i l a r  t o  t h e  cha rac t e r i za t ion  of s e c u r i t y  

given by Dolev and Yao i n  t h e  sense t h a t  t h e  condi t ions  involve pro-  

p e r t i e s  o f  each Qi and % .  t h a t  can be checked by inspec t ion .  W e  com-  

bine t h e  cond i t ions  t h a t  c h a r a c t e r i z e  s e c u r i t y  with those  t h a t  char-  

a c t e r i z e  t h e  e x i s t e n c e  of such sequences.  

Theorem 2 .  L e t  P = {a l ’ B j  - 
cascade p ro toco l .  Then t h e  fol lowing a r e  equivalent :  

( a )  P i s  secu re  and has  both  a r ece ive r -ve r i f i ca t ion  sequence and a 

7 

I 1 I i S t ,  1 S j 5 t ’}  be a two-party 

s e n d e r - v e r i f i c a t i o n  sequence; 

(b) f o r  any 

(i) 
(ii) 

(iii) 

two u s e r  names X and Y ,  t h e  following hold:  

E 

f o r  every  i 2 2 ,  ai(X,Y) E {EXIEyl* o r  ai(X,Y) = w1EXW2W3 

w i th  w l ,  w3 E {Ey,DX}*’ w2  E {EX,Ey}*, and w;’ i s  a p r e f i x  

of Bie l  ( X , Y ) ;  
f o r  eve ry  j 2 1 ,  B . ( x , Y )  E I E ~ , E ~ } *  o r  B . ( x , Y )  = w q ~ y w 2 ~ 3  

wi th  w l ,  w 3  E {EX,Dy} , w2 E {EX,Ey)  and w3 i s  a pre-  

fix of  a .  ( X , Y ) ,  

or Ey occurs  i n  t h e  word a ,  (X ,Y) ;  X 

J *  * J -1 

I 
This  development i s  completely cons t ruc t ive .  That i s ,  knowing t h e  

ex is tence  of a s e n d e r - v e r i f i c a t i o n  sequence f o r  a pro tocol  P al lows 
us t o  c o n s t r u c t  such a sequence. 



Theorem 3 .  There i s  a l i n e a r  t i m e  a lgori thm t h a t  on inpu t  a two-party 
cascade p ro toco l  P w i l l  h a l t  and output  a s ende r -ve r i f i ca t ion  sequence 
( r e sp . ,  r e c e i v e r - v e r i f i c a t i o n  sequence) f o r  P i f  such a sequence exists 
and w i l l  h a l t  w i t h  o u t p u t  “ N O “  i f  such a sequence does not  e x i s t .  

Now w e  t u r n  t o  t h e  s tudy  of name-stamp pro tocols .  L e t  D = ID, 1 
X i s  a u s e r )  and E = {EX I X i s  a user).or each y E ( D  U El*, t h e r e  
i s  a unique i r r e d u c i b l e  y such t h a t  yy = y y = 1. I n  t h e  case  of 
name-stamp p r o t o c o l s ,  there e x i s t  o t h e r  types  of func t ions ,  t h e  name- 
appending, and name-matching func t ions  (see [ 3 ] ) .  L e t  I = {ix 1 X is  
a u s e r ) ,  where each  ix i s  t h e  =-appending func t ion  a s s o c i a t e d  wi th  
X ,  and l e t  J = {dX I X i s  a use r} ,  where each dX is t h e  --matching 
func t ion  a s s o c i a t e d  wi th  X.  Then every opera tor  word i n  (I U D U E)* 
has a l e f t  i n v e r s e  and every ope ra to r  word i n  (J  u D U E) * has a r i g h t  
inverse .  N o  n o n t r i v i a l  o p e r a t o r  word i n  r* has a r i g h t  inverse  and no 
n o n t r i v i a l  o p e r a t o r  word i n  J has a l e f t  inverse .  These f a c t s  l e a d  
t o  c e r t a i n  d i f f i c u l t i e s  when w e  cons ider  t h e  ques t ion  of v e r i f i a b i l i t y  
of name-stamp p r o t o c o l s .  

-1 -1 -1 

B 

The f i r s t  problem comes when one t r i e s  t o  extend Theorem 1 t o  
name-stamp p r o t o c o l s .  The d e f i n i t i o n  of a v e r i f i c a t i o n  sequence 
changes i n  the s e n s e  t h a t  f o r  a sender -ver i f ica t ion  sequence, each u 
v is taken  from the set  I?; where rx = {DX,EX,Ey, iX, iy ,dX,dY),  and 

s i m i l a r l y  f o r  a r e c e i v e r - v e r i f i c a t i o n  sequence. But more impor t an t ly ,  
since t h e r e  are  o p e r a t o r  words i n  ( I  U J U D U E ) *  which do n o t  have 
l e f t  i n v e r s e s ,  the argument given i n  t h e  sketch of t h e  proof of 
Theorem l ( a )  f a i l s  s i n c e  equat ions  of t he  form 7 = do no t  neces-  
s a r i l y  have s o l u t i o n s ,  l e t  a lone  unique so lu t ions .  I n  f a c t ,  Theorem 1 
f a i l s  for  name-stamp p r o t o c o l s .  Therefore w e  a r e  forced t o  p u t  an ad- 
d i t i o n a l  c o n s t r a i n t  on t h e  type  of v e r i f i c a t i o n  sequences used. 

has a (twpslded)ver%then l e t  y-’ be the  unique i r r e d u c i b l e  
word such t h a t  yy-l = y 

one-sided i n v e r s e ,  ei ther r i g h t  o r  l e f t ,  then l e t  y-’ be the  unique 
i r r e d u c i b l e  word wi th  t h e  appropr ia te  property.  Notice t h a t  t h e r e  i s  
no ambiguity in t roduced .  

j ’  

j 

W e  make t h e  fo l lowing  n o t a t i o n a l  convention. I f  Y E (D U E U I U J)* 

-1 
y = 1 .  I f  y E ( D  U E U 1 U J)* has only  a 

The fo l lowing  theorem gives  a cha rac t e r i za t ion  f o r  name-stamp 
pro tocols  t h a t  a r e  sende r -ve r i f i ab le  where the  v e r i f i a b i l i t y  i s  car- 
r i e d  o u t  by a s t r o n p  sende r -ve r i f i ca t ion  sequence { (u, ,vj)> j=l r i-e., 

each v .  is l e f t - i n v e r t i b l e .  Thus, t h i s  cha rac t e r i za t ion  w i l l  a l low 
t h e  argument used  t o  prove Theorem 1 ( a )  t o  car ry  over  t o  name-stamp 
p ro toco l s .  

t ’  

7 
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- -  
Theorem 4 .  L e t  P = {a i ,P j  I 1 S i 2 t ,  I 5 j 5 t ' }  be a two-party 
name-stamp p r o t o c o l ,  and l e t  X and Y be any two users .  Then P has a 
s t rong  s e n d e r - v e r i f i c a t i o n  sequence { (u  ,v 1 )  . _  i f  and only i f  t h e  
fol lowing cond i t ions  hold :  f o r  each j 5 1 ,  l e t  B.(X,Y)a.(X,Y) = w , w 2 ,  
N2j-2(X,Y) = w2 w 3 ,  and N (X,Y) = w,w3 where w is r i g h t - i n v e r t i b l e .  
L e t  z be t h e  l o n g e s t  common s u f f i x  of w1 and w i f ,  l e t  w1 = f l f 2 z  where 
f = I o r  f ,  ends i n  Dy and f 2  E r';, and l e t  w;l = 9 g z where q1 E 

(D U {EX) U I)* and g2 = 1 or g2 begins  i n  Ey.  Then e i t h e r  
( a )  g2 = 1 and f ,  E (D U {EX))*, o r  

(b )  f , , f 2  E ( D  U {Ex})* and g2 E ( E  U {DX} U I)*. 

t ' 
j j 1-1 

-1 3 7 

2 1  

1 1 2  

The cond i t ions  i n  Theorem 4 a r e  such t h a t  f o r  any name-stamp pro- 
t oco l  P one can check i n  l i n e a r  t i m e  whether P has a s t rong  sender- 
v e r i f i c a t i o n  sequence { ( u j  , v  ) } . _  . Fur ther ,  w e  have the  analogue of  

Theorem 3. 

t '  
j 1-1 

Theorem 5. There is  a l i n e a r  t i m e  a lgori thm t h a t  on inpu t  a two-party 
name-stamp p r o t o c o l  P w i l l  h a l t  and output  a s t rong  sender -ver i f ica-  
t i o n  sequence f o r  P i f  such a sequence ex is t s  and w i l l  h a l t  and out-  
pu t  "NO" o therwise .  

Theorems 4 and 5 a r e  concerned with s e n d e r - v e r i f i a b i l i t y .  How- 

ever  t h e  no t ion  of r e c e i v e r - v e r i f i a b i l i t y  i s  e s s e n t i a l l y  isomorphic 
and t h e  analogous theorems a l s o  hold.  

t i o n  theorems i n  t e r m s  o f  name-stamp p ro toco l s  t h a t  a r e  secu re ,  s i m i -  

l a r  t o  Theorem 2 .  Not on ly  i s  t h e r e  no known cha rac t e r i za t ion  of se- 
cure name-stamp p r o t o c o l s  of t he  same type a s  t he  cha rac t e r i za t ion  of  
secure  cascade p r o t o c o l s  given by Dolev and Y a c ,  i n  f a c t  we have shown 
t h a t  no such c h a r a c t e r i z a t i o n  can e x i s t  [ 1 1 .  

The r eade r  may q u e s t i o n  why w e  have not  s t a t e d  our  cha rac t e r i za -  

F i n a l l y ,  w e  c o n s i d e r  one o t h e r  aspec t  of t hese  models f o r  proto- 
co l s .  The p r o t o c o l s  d i s c u s s e d  so f a r  can be c a l l e d  symmetric s i n c e  f o r  
every u s e r  X I  the enc ryp t ion  func t ion  composed with the  decrypt ion 
func t ion  y i e l d s  the i d e n t i t y ,  i . e .  , EXDX = 1 .  By d e f i n i t i o n  of decryp- 

t i o n ,  the decrypt ion  f u n c t i o n  composed wi th  the  encrypt ion func t ion  
y i e l d s  t h e  i d e n t i t y ,  i - e . ,  DXEX = 1. There a r e  v a l i d  reasons f o r  con- 
s i d e r i n g  p ro toco l s  t h a t  are n o n s y m e t r i c  i n  t h e  sense t h a t  f o r  every  
use r  X ,  EXDX * 1 
of n o n s y m e t r i c  p r o t o c o l s  i n  terms of the  p rope r t i e s  of s e c u r i t y  and 
v e r i f i a b i l i t y  and have obta ined  r e s u l t s  s i m i l a r  t o  those repor ted  i n  
t h i s  paper .  

(wh i l e  DXEX = 1). W e  have developed the  e n t i r e  theory  
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